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NHCTPYKLUMA NO pa3BepTbiBaHUIO MOAYA
TPUITepoB B ONepaLuoHHOU cUcTeMme
Windows: Bepcusa 16.X.

Mepen HayanoM YyCTaHOBKMW MOAYNS TpUrrepos ybeauTtech, 4To ycTaHoBKa Cnuctembl ADVANTA
npoBeLeHa KOPPEKTHO, MHa4Ye MOAYNb TPUITepoB He 3anycTuTca. VIHgopmauwmio 06 ycTaHoBKe
CncTembl MOXKHO HaWTW Ha CTpPaHMLaX:

e YCTaHOBKa W HacTponka cuctemsl nog Windows;
e YCTaHOBKa M HaCTpPOMKa cucTeMbl nog Linux.

TpeboBaHusa K cepBepy

Beb-cepBep

1. Windows server 2019 wnu Bbiwe. Co Bcemu nocnegHUMmM obHoBAEHUAMU
2. MS Internet Information Services (lIS) 8.5.
3. .net core 3.1.3 hosting bundle

SQL-cepBep

1. Windows server 2012 R2, nnu Bbiwwe. Co BcemMu nocnegHumMm obHOBEHNSMU
2. OpvH n3 BapmnaHTos CYB/[;:
1. MS SQL Server 2012, nau Bbiwe. Co Bcemu nocaegHuMmn obHOBIEHNSMI
2. PostgreSql Bepcum 10, nau Bbile

HacTtpomnka cepsepa 0a3bl AaHHbIX

MS SQL Server

1. OTKpbITb OCHAcTKy SQL Server Management Studio
2. Co3paTb HoBYIO 6a3y gaHHbIX. B Ha3BaHWUM yKa3aTb ntoboe 3HavyeHme (HanpumMep triggers)
3. Co3paTtb yYeTHYIo 3anncb ans 6asbl AaHHbIX MOAYJIA TPUITEPOB.
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1. B okHe «Ob6o3peBaTenb 06bekTOB» (Object Explorer) packpbiTb «be30macHOCTb»
(Security), HaxxaTb NPaBO KHOMKOW MbIWK Ha «MMeHa Bxoda» (Logins) n BbibpaThb

«Co3naTb uma» (New Login)
2. B pa3pene «Obwume» (General):

1. B none «Mmsa Bxoga» (Login name) BeecTu ntoboe 3HaveHne (Hanpumep triggers).
BBeEHHbIN NOrMH 3aTeM NOHagobMTCA yKasaTb Ha cepBepe NPUIoXKeHns s

nocTyna K 6a3e oaHHbIX.

2. BBecTu naposb y4eTHOM 3anucuK. BBea€HHbIN Napob 3aTeM NOHaAobuTCa ykasaTb
Ha cepBepe NPWIoXKeHUs ANna AocTyna K 6a3e AaHHbIX
3. BbicTaBuTb onuuto «fposepka noannHHocTK SQL Server» (SQL Server

authentication)

4. Y6paTb onuunto «TpeboBaTb NCMOAb30BaHNE NOAUTUKK Naponen» (Enforce password

policy)

5. BbICTaBUTb UCMOJIb3YEMbIN f3bIK «A3bIK M0 yMondaHuio» (Default language),
BblIbpaB B BbiNagatoLweM MeHto «Pycckuin» (Russian)

6. BbicTaBUTb ncnonb3lyemyto 6asy AaHHbIX «ba3a AaHHbLIX MO YMONYaHUo», Bbibpas B
BbiMaJatowem Cnmucke MeHto 6a3y, co3gaHHyo Ha ware 2.1.1.2

3. HaxaTtb «OK»

4. OTKpPbITb CO34aHHYIO y4eTHYI0 3anuch. [epenTun Ha cTpaHuuy «ConocTaBneHue

nonb3osaTenen» (User Mapping):

1. B okHe «[lonb30oBaTenn, CONOCTaB/IeHHbIE C 3TUM MMeHeM Bxoaa» (User mapped to this
login) B cTonbue «Cxema» (Map) yCTaHOBUTb rasoyky HanpoTus H6asbl, CO34aHHYIO Ha

ware 2.1.1.2

2. B okHe «YneHcTBO B ponn 6a3bl AaHHbIX ANS: <BblbpaHHasa 6a3a faHHbIX>» (Database
role for membership for) BoicTaBuTb Npasa db_owner.
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Hactponka PostgreSql

1. OTkpbIBaeM pgAdmin
2. OobasnsieM nosib3oBaTens
3. Co3naem Hosyto bJ.

MoproToBKa cepBepa NPUJIOXKEHUH

1. YctaHoBuTb Net core 3.1.3 hosting bundle
. YcTaHoBuUTb Internet Information Services ¢ KOMNOHEHTaMK NO YMO4aHUIO
3. Job6aBuTb y4eTHYIO 3anncCb NOJb30BaTENA B CUCTEMY, OT KOTOporo byneT paboTaTh cepBuc
4yepes 0CHACTKY «JloKasbHble NOAb30BaTEN U FPYNMbl».
4. PacnakoBaTb apXxvB C NPef0CTaB/IeHHbIM MOAYNeM TPUITEPOB B Nanky COAEPXKaLLYo
KOHTeHTbl canTos IIS (no ymonyaHuio gns lIS nyTb K nanke: C:\inetpub\wwwroot\)
5. HacTpouTb KOH(UrypaLMOHHbLIA hainsl MOAY A TpUrrepos appsettings.json B CKONMPOBaHHOM
KOHTEHTE
1. Cekuusa «Database»: «ConnectionStrings», CTpoka NOAKNOYEHNA K CO3aaHHON ba3e
JaHHbIX MOAYNA TpUrrepa
2. RuntimeUser - 10ruH 1 naposib adMUHUCTPATOPA, OT Ybero UMeHn byayT BeCTUCh

N
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. Cekumsa «Rebus»: «ConnectionStrings», CTpoka NOAKAOYEHNS K LUNHE COBLITUN CUCTEMBI

3anpocel B APl cuctembl Advanta npu ncnonHeHun Tpurrepos (napameTpsl Login u
Password cooTBeTCTBEHHO). [To4 3TUM nosb3oBaTeneMm, Yepe3 APl Tak xe
OCYLLLeCTBAAETCS 3aMpOC Ha M3BeYeHMe AaHHbIX 0 TUNax 06bEKTOB.

. Host - URL agpec cepBepa oa4 ocyLiecTsaeHnsa 3anpocos B APl cuctembl Advanta.
[omxHo paboTaTb Yepes https n foMmeHHoe ums agpeca 0b6sa3aTeNlbHO LOKHO
CoBnagaTb C UMeHeM, Ha KoTopoe bbis1 BbljaH cepTUUKaT AN CUCTeMbl ALBaHTa.
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Advanta (k Ton 6a3e cuctemol ADVANTA, L5 KOTOPOW HAacTpanBatTCs TpUrrepsbl).
B

ctPath™: "C:\\SL Files\\triggerlogs",
Fath®™: "log®,

cime™: "Information”

//BapuanTunporadinepon: "MSSQL®, "PostgreSql®™, "Memory™

"Frovider®™: "MSSQL"™,

"Server=50L ceprep Tpurrepon;Databasestrigger:;User Idstrigger;Pasaword=naponas®,
: "crue”

f /BapuanTuTpancnopra: "HSSQ "PostgreSgl™, "Emulator™
"Transport™: "HSSQL"

"Server=3Q0L cepiep CHMCTEMuDatabase=35treéamline;User Id=advanta
iggersInputQueus”,

i aTab "Bus Triggersinpuclueue Subscriptions™
PostgreSglMessagesTableName™: B

sPassword=mapomn".

Paspen Logging, nopgpaspen File

e RootPath - abconoTHbIN NyTb N0 KOTOPOMY ByfeT pa3MeLlaTbCs nanka ¢ noramu. o
YMONYaHWUIO MONHbBIA NYThb 40 NaMNKN C NPUI0KEHUEM.

e BasePath - oTHOCUTeNbHLIN NYTb 40 Nanku, B KOTopor byayT co3aaBaTbCs aisibl C Ioramu.
Mo ymonyaHuto Logs. KoHe4HbI NyTb A0 Nanku ¢ hannamu noros byaet chopMmpoBaH
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obbennHeHnem nyten: [RootPath]\[BasePath].

e LogLevel - Habop punbTpos coobLeHn, NocTynawLwWwmx B nor. PopMmpyeTcs no npasuiam
CTaHAapTHoro normvpoBaHus B Asp.Net Core. [115 NOSIHOrO OTKJIOYEHMS N10roB, He0HXx04MMO
BHYTPWU OaHHOW cekumnmn yKasaTb napameTp «Default» : «None».

Paspen Advanta

RuntimeUser - ncnosb3yeTcs N0rnH U NapoJsib JI0KaAbHON YY4ETHOM 3anNnUCK agMUHUCTPaTOpPa
cucTtembl AgBaHTa.

**Toppaspen Api**

e ObjectsSyncTimeout - nepuof CMHXPOHM3aLMM TUMNOB 00BEKTOB C cucTtemon Advanta.
3apaétca B cekyHaax. MNapameTp Heoba3aTesNbHbIA. 3Ha4YeHMe No ymondaHuio 1440 (T.e. pa3 B
24 MUHYTHI).

e RequestTimeout - nepnopg oxngaHns oteeta SOAP API cnctembl Advanta. 3agaércs B
cekyHaax. MNapameTp HeobszaTenbHbIN. ECNM NnapamMeTp He 3afaH Wan ero 3HavyeHue paBHo 0,
To byaeT ncnosib30BaHO 3HavYeHue no ymondaHuio pasHoe 3600 (T.e. 3600 cekyHf, 4TO paBHO
0QHOMY Hacy).

**Toppaspen Rebuild (Api)**

e RootPath - abcontoTHLIN NYThb B KOTOPOM ByaeT pasmellaTbCs nanka AJig reHepaumm
ncxogHoro kofa Api. Mo ymonyanHuto [NOSHBLIA Ny Tb A0 Nanku ¢
npunoxexunem]\\CompilerConfig.

e BasePath - oTHOCUTENbHbLIN NYTb 40 Nanku, B KoTopown byaeT cobupatbcsa Api. Mo ymonyaHuio
Api. Manka fomkHa NPUCYTCTBOBaTb Ha CepBepe W'y NPUI0XKEHNS TPUrrepoB A0JKEH BbITb
LOCTYN Ha 3anMnCb W YTEHWe B Marnky.

e Endpoints - CTpOKOBbI MaccuB Ha3BaHW soap endpoint-08, KoTopble ByayT onpalimBaThbCs
ansa cbopkm Api. Mo ymondaHuio : [«Login», «Persons», «APIDiscussions», «APIPlans»,
«APIProjects», «APIService», «APISecurity», «APIRelations»].

e Disabled - npn3Hak NnpuHyanTeNbHOro 3anpeTa Ha cbopky Api Bo BpeMs paboTel mogyns. Mo
ymon4yaHuto false.

*Toppaspen Alerts**

e Emails - CNMCOK NOYTOBbLIX afAPECOB, Ha KOTOPbIE HEODXOANMO paccChiiaTh YBEAOMIEHMS O
nepesanycke nan cboe B paboTte Tpurrepos. Cnncok Heobxoanmo ykasaTb vyepes nobon ns
pa3fenuTenen: 3anaTas, ToOYKa C 3anaTon, npoben.

e Moapa3sgnen SmtpServer - cOAepPXMT HaCTpoNKK smtp cepsepa A4S4 0TApaBku email
yBELOMIEHWU:

o Address: agpec smtp cepsepa,

Login: norux (email) oTnpasutens,

Password: naponb oTnpasuTens,

Port: Homep nopTa, ecnn TpebyeTcs,

UseSSL: TpeboBaHme ucnonb3osath SSL (true/false) no ymonyaHuio false

[¢]

[¢]

o

[¢]
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*Moppaspen Rebus**

e Transport - Tun TpaHcnopTa 414 Rebus wnHbl coobeHnin. BO3MOXHbIe BapuaHTbI:
o «MSSQL»
o «PostgreSql».
Ecnv napameTp He yKa3aH Wan nyCcTomr, TO NO-yMOJHaHNIO NCMOJb3YETCA 3HaYeHme
«MSSQL».
e ConnectionString - cTpoka Nofkto4YeHna K 6a3e faHHbIX, Yepes KOTopyo NybankyTcs
coobLueHmns rebus.
¢ InputQueueName - Ha3BaHMe o4vepeamn coobuieHnn (KaHana), Yepes KoTopyto ByayT NocTynaTb
coobuieHmnsa gna gaHHoro instans-a. na MSSQL no-ymonyaHuio bynet
«Bus_TriggersinputQueue», ona PostgreSql no-ymonyaxuio bynet «bus_triggers_queue».

Ons MSSQL napameTp UrHopupyeTcs, Tak Kak ans MSSQL Rebus ncnonb3yet (1 npu
HeobXxoaAMMOCTM CO34aET) Tabanuy C UMeHeM, COBNagatoLLMM C Ha3BaHNEM BXOASLLEN
ovepenmn coobuweHunn (InputQueueName).

e SubscriptionsTableName - Ha3BaHue Tabanubl, B KOTopyto ByaeT pa3melleHa nHpopMaums o
noanuckax. Ana MSSQL no-ymonyaHuto 6ynet «Bus_TriggersinputQueue Subscriptions», ans
PostgreSql no-ymonyanuio bynet «bus_triggers_input_queue_subscriptions» (LonxHo
coBnafaTtb C HaCTponkKamu nybsamKytowero cepeuca).

e PostgreSqglMessagesTableName - Ha3BaHue Tabnuubl, Yepes KoTopyto byaeTt BecTncs obmeH
coobweHmamu B cnyvae PostgreSql TpaHcnopTa. Mo ymonyaHuto byaeT ncnonb30BaTbCs
«bus_triggers_messages» (0O/KHO COBMafaTb C HaCTponkamu nybankyoLwero cepeuca).

**Paspen Database**

e Provider - onpegenset tun CYB[, ncnonbsyemon gsisa mogyns Tpurrepbl. Bo3MoXXHble
BapUaHTbI:

o “MSSQL” n “PostgreSql”.

Ecnv napameTp He yKa3aH Wan nycTomn, TO No yMOJIHaHMIO UCNOJIb3yeTCs 3HaYeHne
“MSSQL".

o Bo3MOXXeH Tak e BapuaHT “Memory”. B 3ToM BapuaHTe CYB[l ncnosib308atbCs He
byneT, a Bce ByaeT XpaHUTLCS B MaMATU A0 3aBepLieHns paboTbl NpuaoxXeHns. [JaHHbIN
pexxuMm yaobHo ncnonb30BaTb B npoLecce pa3paboTku 1 TeCTUPOBaHUS.

e ConnectionString - cTpoka nogknyeHunsa K 6ase gaHHbIX, B KOTOPON pa3MeLLaoTcs
TpUrrepsol.
e MigrateOnStartup - npusHak aBToMaTU4eCKON MUrpaLumn CTPYKTYpbl 6a3bl JaHHBbIX.

o MpuHNMaeMble 3Ha4yeHus «true» nnm «false». NMapameTp Heobs3aTesNbHbIA. 3Ha4YeHME N0
ymon4daHuto “false”.

o ®nar «true» moxeT noTpeboBaThLCA TOSILKO €C/IN €CTb BO3MOXHOCTb 0OHOBAEHNA 1
pa3BEPTbIBaHMA CXEMbl AAaHHbIX Yepe3 Murpauumn (Hanpumep, Bo Bpems pa3paboTku nnu
C034aHuna nokanbHom B6asbl). ECn 3HaYeHne hnara yctaHoBneHo B “true”, noTpebytoTca
npaBa Ha COo3[laHue, U3MeHeHue, yaaneHne Tabavy n NHOEKCOB.
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**Paspen Module**

InstanceName - HavMeHOBaHWe 3anyckaemMoro UHCTaHca Moayna Tpurrepsl. JaHHoe

HauMeHoBaHWe 0obaBNsAeTCa K noram u B TeMy email ysegoMneHummn

Hactpouka Internet Infirmation Services (lIS)

1. OTkpbITh «Aucnetyep cnyxob IIS» (Internet Information Services (IIS) Manager).
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2. Mpn HeOBXOANMOCTY CO34aTh CEPTU(MKAT, NEPENTU B MeHI0 «CepTUdIKaThl CepBepar, B OKHe
«[lenctema» BbibpaTb «Co34aTb CaMo3aBepeHHbIn cepTugmkaTt». - ECJIN CEPTUGUKAT
ECTb, CAMO3ABEPEHHbIV HE HY)KEH
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MonaTHOE MMmA

AL

Yxaxwure uma daiina gna sanpoca ceptudmnkata. Cnegyrolme gaHHbie MOMyT BbiTh OTOCAAHBI LIEHTPY
cepTudukaunn:

MonsatHoe uma cepTudmkara:

Boibpate xpanunuuye ceptuduKaTos A8 HOBOrO cepTudukara:

Pasmewsenue seb-cnyxb v

OtmeHa

1. «loHATHOE nMa cepTugmkaTa» - noboe, «BbIOOP XpaHWIMLLA CEPTUPUKATOB....»
Bblbpaem «Pa3melleHne Beb-cnyx6».

2. [aHHbIA cepTuduUKaT B AajibHeNLWeM MOXHO ByaeT MMNOPTUPOBaTb Ha APYron cepsep,
[AN5 3TOro HY>XHO BbiIbpaTb CrpaBa «3KCNOPTMPOBaTL», BbIbpaTb pacnosioXKeHmeE 1
3a4aTb Naposib, 3aTEM MOJIYYEHHbIN CEPTUDUKAT UMNOPTUPOBATL N f06aBUTL B
«JloBepeHHbIe KOPHEBbIe LLeHTPbI CepTudmnKaLnm».
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pacnonoXeHue cepTudMxaTa
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(® NomecTuTs BCe cepTud) EI OTMeHa

XpaHunuue cepTUOUKEroor

| (ot |
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3. MepenTtu K pasgeny «Mynbsl npunoxenun» (Application pools):

1. Co3paTb HOBbIN Ny ANA NPUIOXKEHUS:
1. Nms - noboe.
2. Myn npnnoxeHus - «bes ynpasnsemoro koga».
3. Pexum ynpaBnseMoro KoHBenepa - «BCTpOeHHbIN».

2. OTKpbITb «[ononHMTeNbHbIE NapameTpbl» (Advanced settings) cosgaHHoro nyna

NPWIOXKEHN, N3MEHUTb CNieayoLlmne napaMeTpbl:
1. «3arpy3nTb npoduab nonb3oaTtensa» (Load User Profile) Ha «True»
2. «Pexum 3anycka» (Start mode) Ha «Always Running»
3. «WNHTepBan cboes (B MnHyTax)» (ldle Time-out (minutes)) Ha 0
4. «[lencteBme Npu OKOH4YaHUM BpeMeHU oXXungaHusa npoctos» (ldle Time-out Action) -
Ha «Suspend»

5. «[penBapuTenbpHas ycTaHoBKa BK/toYeHa» (Set Preload Enabled) - «True»
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Advanced Settings T X
|~ (General) N
MET CLR Version No Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName
Cueue Length 1000
Start Mode AlwaysRunning
~ CPU
Limit (percent) 0
Lirnit Action MoAction
Lirnit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4284967295
Processor Affinity Mask (84-bit option) 4294967295

* Process Model

Generate Process Model Event Log Entry

Identity

ldle Time-out (minutes) 0

e Tmeoutaction [ 5
Load User Profile True

Maxirnum Worker Processes 1

Ping Enabled True

Ping Maximurm Response Time (seconds) 90

Ping Period (seconds) 30 w |

Idle Time-out Action
[idleTimeoutAction] What action to perform when the Idle Time-out duration has been reached.

OK Cancel

6. «[1OCTOSIHHbIN BpeMeHHOM NHTepBan» (B MmHyTax)(Regular Time Interval)(minutes)
Ha 0
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: — |
Settings (e o |
[ Rapid-Fail Protection -
“Service Unavailable” Response Type HitplLevel
Enabled True
Failure Interval (minutes) 5
Maximum Failures 5

Shutdown Executable
Shutdown Executable Parameters

B Recycling
Disable Overlapped Recycle True
Disable Recycling for Configuration Changes False

Generate Recycle Event Log Entry b
Private Memaory Limit (KE

Regular Time Interval (minutes)

m

Request Limi
Specific Times TimeSpan[] Array
Virtual Memory Limit (KE) 0

1

Regular Time Interval (minutes)

[time] Period of time (in minutes) after which an application pool will recycle. Awvalue of 0
means the application pool does not recycle on a regular interval.

| ok | | cancal

4. MNepenTun K pasgeny «CanTbl», HaxXUMaeM «[1o6aBuTb Beb canT»:

1. Co3paTb HOBbIV BED CalT:

63 Onenetvep tryst IS - o *
".(:__':) & b ADFS ¢ calme B w o~ o -
Qain  Pesoss  Cnpassa

I Mg s Aedicrawa
o B i5 16 ¥ i
[ - B
- f_.? :.1;:;::::“ tw:':(l-‘l:“w] DrreTpee = W Nepaima - g Mocaname sce | Crpynnsposams ne: g
b Mhynet npiandiscerisi Vinas ] Cocroarae  Tin npmeRscn MyTs "
v <l colny S oot 2 Beforyer (. 50 (hetp)">443 (hetps) CAinetpubiwww
@ 5@ foSanure seb-cair. Jyraer (.. "4 (hetpr) CAmetpubliwwset

e o 1 Ofssawms

k MEpemCUNTECE B FEECEI NPDCMOTRS COATPENLIOND

1. Nmsa noboe
2. BbibpaTb nyn, co3paHHbIA Ha Wware 3.3 TO/IbKO YTO CO3[aHHbIA HaMW My
NPUJIOXKEHUS.

3. ®u3myeckuii NyTb - BbIbpaTb Nanky ¢ pacnakoBaHHbIM BEO KOHTEHTOM Moy s
TpUrrepos Ha ware 2.4
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LoBGaents eeb-cant

Wma caiira:

trigger .trlgger

Karanor COAEpPXHMMOro

DU3NYECKHIA MyTb:

C:\inetpub\wwwroot\trigger

Mpoeepxa nognuHHoCTH

Moaxn. kak... Tecr nactpoex...
Mpueazxa
Tun: IP-appec:
https v |Bce HenazHayeHHbIE
Wmsa yana:

[[] Tpe6oeats o6o3HaueHne nmexn cepeepa

[] omemounre HTTPR/2

[] Omemounte OCSP-clumeanne

S5L-ceptndmxar
advanta

3anycTuTe Beb-CcaiT ceivac

? X
Buibpare...
Mopm
44
Bribpar... Bua...
0K Otmena

2. Bbibupaem B cnucke canToB BHOBb CO34aHHbIM CaliT, 3aX04UM B KOHTEKCTHOE MEHIO U
BbibUpaem NyHKT «PefakTUpoBaTb pa3peLleHne», nepexoanm Ha BKIaaky
«be3onacHoCTb» 1 fobaBnsem Tyda CO3[4aHHYIO Bbille YYETHYIO 3anncb Nosib3oBaTens.

3. 3axo4MM Ha Co3[aHHyto CTpaHuuy IIS canTa, B 4ENCTBMAX HAaXKMMaeM «TeCT HaCTPOeK»,
LOMMKHO OTKPbITbCA MOAA/IbHOE OKHO, B KOTOPOM BCe MYHKThI ByayT OTMeYeHbI
3eJIeHbIMN UHAMKATOpPaMu, roBopsLine 06 yCcnewHoCTn HaCTPOMKM AOCTyMNa canTa u

(hannoson cucTemsl.
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