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HacTpouka xpaHeHus CTPOK NOAKJIIOYEeHUS B
Hashicorp Vault

HaunHasa ¢ Bepcum cuctemsl 3.29, 4T0obbl NOBLICUTL H€30MacHOCTb XpaHeHNs ceKkpeToB (Maponen,
TOKEHOB/MapKepoB-#0CTyna, API-K/ll04en, 3aKpbITbIX KpUNTOrpagmyecknx Kyemn 1 T.n.) MoOXHO
HacTpouTb nofknoyveHne cuctembl ADVANTA k CYB nnu cepsucy Active Directory Yyepes cepsuc
XpaHeHus cekpeToB HashiCorp Vault.

B aTOoM ciyyae B cucteme nam aniax KoHpurypauum He 6yayT XpaHUTbLCA Maposv K CEpBUCaM U
cnyxbam KoMnaHuu.

[Lna 3TOro B HaCTpPoOMKax KOHPUrypaumnoHHoro anna cuctemsl client. config Heobxogumo:

1. NobaBuTb pa3gen C yka3aHWEM UCMOJIb30BaHMA CepBrCa XPaHEHNS CEKPETOB.

2. [NobaBnTb pasgen C NnepeyHeM KoYen, NoJlydyaemMblX U3 CepBuCa XpaHeHUs CEKPETOB A4S
CTpOK coegmnHeHmns ¢ CYB.

3. DobaBuTb pasgen ons nosiydeHus cekpeta Ansa cepsucos Active Directory (ecan
NCNONb3yeTCs).

N3MeHeHusa B KOH(pUrypaumoHHom paune

Heobxoaunmele n3meHeHna B KOHGUrypaumnoHHom canne client.config ong 3anycka cuctemsl
4yepes noJiyyeHue naponen n3 cepeuca xpaHeHmsa cekpetos HashiCorp Vault:

1. B pa3gene <configSections> pnobasutb <section name= “hashiCorpVault”
type="Config.HashiCorpVaultConfigurationSection, smcorelib”/>, napameTp
ObyneT MCnonb30BaThCA Kak MHANKATOP HeobxoamMMoCTn ncnonb3oaTb Hashicorp Vault.

2. B pa3pene <configuration> pobaBuTb cnenytoume CEKLMN:

e <hashiCorpVault address="" roleld="" secretId=""> C 3aKpblBalOLIUM TIrOM
</hashiCorpVault>;

e BHyTpY cekumn hashiCorpVault nobaBnTb CNNCOK KOHTENHEPOB <containers>.......
</containers> B KoTopon ByaeT pacnonaraTbCa CNUCOK KOHTENHEPOB A5 3aM0/IHEHNA 13
Hashicorp.

dopmaT onncaHns ofHOro KoHTenHepa: <add id="" version="" mountPoint=""
path=""/>, roe id - Ha3BaHMe KOHTeNHepa.

ﬂ,OCTyI'IHbI Ha3BaHUA:

e adDomainPasswords - ons Active Directory;
e dbPasswords - gna connectionString B CYB[.

MapameTpbl Ans obpalleHus k cepeepy Hashicorp Vault:
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e address - agpec cepsepa Vault, 0bs3aTenbHbIR;
e roleld - noeHtudukatop (GUID) ponun, ob6s3aTeNbHbIN;
e secretld - ngeHtndukatop (GUID) cekpeTa, obsa3aTenbHbIi.

MapamMeTpbl ON8 KOHTENHEPOB, X MOXET ObITb 2 BUAA:

1. dbPasswords - KOHTenHep 415 XpaHeHWa naposien AN1a noaknoyeHns K b1, B Hem yka3biBaloTcs
napameTpbl 4ocTyna B Hashicorp Vault, roe pa3meweH CNnMcok XpaHUMblx cekpeTos ania CYB/.
MepeyeHb Ha3BaHUn MapaMeTpoB, KOTOPbIE MOTYT OblTb pa3MeLleHbl B KOHTeNHep coBnajaeT C
Habopom connectionString us ¢ganna KoHpUrypaumm:

db - ocHoBHas 6a3a cucTemsl;

dbCubes - 6a3a ang xpaHeHUs BblIHECEHHbIX KY60B;
busDb - 6a3a xpaHeHUs OaHHbIX ONS WWHbI;
sqlServerCacheDb - 6a3a xpaHeHus Kawa.

2. adDomainPasswords - KOHTenHep Oas XpaHeHUs naponen y4eTHbIX 3anucen Active Directory. B
3TOM KOHTenHepe obpabaTbiBaeTcs oanH napameTtp: DOMAIN NAME.

O6Lwwme napameTpsbl:

1. version - o653aTenbHbIN NapaMeTp, BEPCUA KOHTeNHepa. Bo3MoXXHble BapuaHThl: V1, V2.
2. mountPoint - o6s3aTeNbHbIN NapamMeTp, TOYKA MOHTUPOBAHUSA KOHTENHEPa CEKPETOB.
3. path - oba3aTenbHbIN NapaMeTp, NyTb K CEKPeTaM.

MpuMepbl pparMeHTOB U3 KOH(pUrypauumoHHoro paunna

Mpu Hannyum cekuum <add id="dbPasswords« version="" mountPoint="" path=""/>
napoau 6yayT CHUTaHbl U3 XPaHWIMLLA CEKPeTOB. [1pn 3TOM Ha3BaHMA K0Yen B XpaHuuLLe
LLO/DKHbI COOTBETCTBOBAThL NapaMeTpy name B cekunm connectionStrings.

Mpn OTCYTCTBUM KNtoYa Kakon-nubo connectionString, naponb A9 3TON CTPOKU NOAKIOYEHNS
CYMTaH M3 XpaHunuwa He bynert. Maposb, yKasaHHbl B connectionString, byner 3ameHeH
naponem u3 xpaHunaunwa. Ecam napons B connectionString He 3agaH, T0o oH byaeTt nobasneH B
CTPOKY NOAK/OYEHMS.

Mpumep parmeHTa u3 client.config:

id="dbPasswords" version="V2" mountPoint="kv-v2" path="dbPasswords"

connectionStrings

name="db" providerName="System.Data.SqlClient"
connectionString="Server=localhost;Database=b-stable;User
ID=SL APP;Password=123;Pooling=true;Max Pool Size=4000;
TrustServerCertificate=True"

name="dbCubes" providerName="System.Data.SqlClient"
connectionString="Server=localhost;Database=b-stable;User
ID=SL APP;Pooling=true;Max Pool Size=4000; TrustServerCertificate=True"
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connectionStrings

B npumepe gna connectionString name="db", naponb '123', yKasaHHbI B KOH(pUIrypauuu,
OyneT 3aMeHeH Ha napoJsib U3 XpaHUINLLA CEKPETOB.
K ocTasibHbIM CTPOKaM nogkatoveHnsa byaet nobasneH naponb U3 XpaHUINLLA CEKPETOB.

Mpwn Hann4um cekumm <add id="adDomainPasswords” version="" mountPoint=""
path=""/> naponun 6yayT CHMTaHbl U3 XPaHWINLLA CEKPETOB, HO BbIMNOJIHAETCS OHa He Npu cTapTe
NPWJIOXKEHNS, a Npu AeNCTBUAX, AN KOTopbix Heobxoauma yveTHas 3anucb Active Directory. Mpw
3TOM Ha3BaHMWA KJIOYEN B XpaHUINLLE AO/KHbI COOTBETCTBOBAThL NapaMeTpy name B Cekuun
domains.

Mpumep pparmeHTa u3 client.config:

id="adDomainPasswords" version="V2" mountPoint="kv-v2"
path="adDomainPasswords"

adDomains
domains

name="DOMAIN NAME" login="login" password="password"
ldappath="LDAP://DC=domain name,DC=local"

domains

adDomains

B npumepe ons domain name="DOMAIN NAME”, naposb 'password' yka3aHHbIi B
KOH(Mrypaumm byneT 3aMeHeH Ha napoJib U3 XpaHWunLLLa CEKPETOB.
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