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TpeboBaHua K annapaTHOMYy obecne4yeHutio
cepBepa NpuUJI0OKeHUA U cepeepa 6a3bl
DaHHbIX

[na sepcuni cuctemsl 1.8.2.2 v Bhille.

TpeboBaHuA Npu YCTAaHOBKEe Ha 2 cepBepa

MuHuManbHbIe annapaTHbie TpEﬁOBaHMﬂ K cepBepaM

CepBep NpUIOXKEHUHN

4 appa (8 normyecknx NOoToKoB), 4acToTa - 2 [Ty
n 6onbLie

OnepaTuBHaa namaTb|4 6 n 6onblie

50 I'6 (3aBUCKT OT pa3Mepa XpaHUMbIX B CUCTEME
LOKYMEHTOB)

Mpoueccop

CBob6opHOE AMCKOBOE NPOCTPAHCTBO

MponyckHas cnocobHOCTL ceTeBoro
nHTepdgenca

CepBep 0a3 paHHbIX

SSD - min IOPS: read 12000, write 4000 (B
pexume randrw)

4 appa (8 normyeckmnx NoToKoB), YacTtoTa - 2 Ty,
n 6onblle

OnepaTtuBHas namaTb 8 6 n bonblue
CeBobopHoe puckoBoe npocTpaHcTBo|300 6 n 6onbLue

MponyckHas cnocobHOCTL ceTeBoro
nHTepdenca

1Téut/c

Tun HakonuTens

Mpoueccop

1 IréuT/c

PekoMeHpayeMbie annapaTHble TpeboBaHUA K cepBepaMm

CepBep NpUNIOXKEHUHN
4 appa (8 norm4yeckux NOTOKOB), YacToTa - 3-3,5

Mpoueccop My v 6onble
OnepaTuMBHas namMATb 3216 1 6onblie
128 I'6 (3aBUCUT OT pa3Mepa XpPaHUMbIX B CUCTEME
CsobopaHOe AnMcKoBoe NPOCTPAHCTBO
[OKYMEHTOB)
MponyckHas cnocobHOCTL ceTeBoro 1 réut/c

uHTepdenca

CepBep 6a3 paHHbIX

SSD - min IOPS: read 20000, write 8000 (B pexume
randrw)

4 appa (8 norm4yeckux NOTOKoOB), YactoTa - 3-3,5

Tun HakonutTens

Mpoueccop My v 6onble
OnepatuBHan naMATb 326 1 6onble
CeBobopHOe AUCKOBOE NPOCTPAHCTBO 300 6 n 6onbLie
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CepBep NpUNOXKEHUN

uHTepd

MponyckHas cnocoOHOCTL CeTeBOro

< 1 réut/c
enca

TpeboBaHusA npu ycTaHOBKe Ha 1 cepBep

MuHuUM

asibHble annapaTHbie TpeboBaHUA K cepBepy

Mpoueccop|4 aapa (8 normyeckmnx NOTokos), YactoTa - 3,5 I'Mu n 6onbLue

OnepaTtuBHas namaTb|12 I'b n 6onblwe

HDD an

A 1IS n pokymeHToB|50 ['b (3aBMCUT OT pa3Mepa XpaHMMbIX B CUCTEME LOKYMEHTOB)

300 I'b n 6onbwe, min IOPS: read 12000, write 4000 (B pexume

SSD pnsa SQL randrw)

TpeboBaHusa kK ceTn|CTabnnbHbIN KaHan cBsi3m oT 10 M6/cek

PekoMeHpyeMbie annapaTHble TpeboBaHuA K cepBepy

Mpoueccop|8 saep (16 nornyeckmnx NOTOKoB), YactoTa - 3,5 'y 1 6onblie

OnepaTtuBHas namaTb 64 I'b n 6onble

HDD an

A 1S n pokyMeHTOB|128 b (3aBMCUT OT pa3mepa XpaHUMbIX B CUCTEME LOKYMEHTOB)

300 I'b n 6onbwe, min IOPS: read 20000, write 8000 (B pexunme

SSD pnsa SQL randrw)

TpeboBaHusa kK ceTn|CtabnnbHbIN KaHan cBs3m oT 10 M6/cek

BaxHo!

B yKa3aHHbIX BbllLe peKoOMeHAaumax K (popMnpoBaHNio CepBepHon MHGMPaCTPYKTYpsl
noja cucTeMy AABaHTa He yYTeHbl Takne BaXKHble napaMeTpbl Kak
OTKa30yCTOMYMBOCTb U pe3epBUpPOBaHUE OaHHbBIX.

B Tabnmuax Bbille NpeAcTaB/ieHbl MUHMMAaNbHbIE annapaTHble TpebosaHua. Ons
paboTbl ¢ bonbwMMK 06bemMaMm flaHHbIX, HaNnpUMep UCNoJib30BaHMe Anarpammel [aHTa
And npoekToB ¢ 500 n 60ablWMM KOIM4eCcTBOM 3aaad, 1mbo OLAP-kyboB ¢ MaccMBoMm
yncen 6onbwe 10000, TpeboBaHMA K CepBepaM BO3pacTaloT.

Ons cepeepa 6a3 faHHbIX HY)XXHbl ABa HAKONUTENA: 415 0CHOBHOM 6a3bl u ans tempdb.
Co3aaHue BbICOKOCKOPOCTHOM 1 Be30TKa3HoM paboThl CUCTEMbl HAKOMUTENEN MOXET
onpenensiTbCA BHYTPEHHUMU CTaHAAPTaMM KOMMaHUN.

®aisibl, NoOMeLaeMble B CUCTEMY, pacnosiaralnTCa Ha XXeCTKMX AUckax cepsepa
NPUNOXKEHUS, COOTBETCTBEHHO, 06 BEMOM 3TUX ANCKOB OrPaHNYNBaETCA 06bEM
XPaHWMbIX B CUCTEME LOKYMEHTOB.

Ons poctyna K cucteme n3 cetn IHTepHeT HeobxoAnMO NMeTb cTaTuyeckmi (6enbin) IP
agpec, n ceobonHbin 80 (http) nnm 443 (https) nopT.

Ana nposepkun napameTpa IOPS (hannoBon CUCTEMbI CEpPBEPA MOXHO UCMONb30BaTb C/IEAYIOLLYI0

KOMaHAay

(8 OC Linux, npegBapuTenbHO ycTaHOBKUB nakeT fio)
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$ sudo apt install fio

$ fio --randrepeat=1 --ioengine=libaio --direct=1 --gtod reduce=1 --
name=fiotest --filename=fiotest --bs=4k --iodepth= --size=4G --
readwrite=randrw --rwmixread=

TpeboBaHua K nporpaMMHOMY obecneuyeHuIo cepBepa
NPUNIoXKeHUsa u cepBepa 6asbl AaHHbIX

Cuctema MoxeT bbITb YCTAaHOB/IEHA KakK Ha OHOM CepBepe, Tak W pa3HeceHa Ha ABa. HekoTopble
owmnbKM Npu paboTe cUCTeMbI MOTYT ObITb Bbi3BaHbl yCTapEBLUEN BEPCMEN YCTAHOBIEHHOMO
nporpaMmHoro obecrneyeHus, MO3TOMy peKOMeHayeM NoaaepPXnBaTh BCé Tpebyemoe ans paboThl
cuctembl MO B aKTyaslbHOM COCTOSHUN.

Cuctema MoxeT paboTaTb Ha BUPTYasbHbIX MalwmHax Hyper-V n VMware.

Beb-cepBep

1. MS Windows Server 2012 » BbiLlle, CO BCEMU NocaiefHMMN 0OHOBIEHUSMUA.

Bo3moxxHa paboTa Takxe Ha OC MS Windows Server 2008. Ho B Win2008 He
noaaepxuneatoTcs BebcokeTol = B ADVANTA He ByayT paboTaTb push-yBenomneHus
nosib3oBaTenen.

2. MS .Net Framework 4.7.2 (ons Bepcunn AfBaHTa, HavymHas ¢ 3.19.xxxx BKA4YNTENbHO), MS
.Net Framework 4.6.1 (Ha4nHasa ¢ Bepcum AgsaHTbl 3.10.xxxx), MS .Net Framework 4.5
(onga Bepcuin AgBaHTbl A0 3.09.XXXX BKJIOYUTENLHO).

3. Visual C++ Redistributable x64 un x86 (akTyanbHyto Bepcuio bnbnmortek) - HeobxogmMmo
YCTaHOBUTb 64-pa3pagHyto 1 32-pa3psagHyto cOopku, NX MOXKHO HaWTU 34eChb

4. JononHuTtenbHO Heobxogumo yctaHoeuTh Visual C++ Redistributable 2012 x64 u x86 -
TaKxXe, Kak 1 B rnpeablayliemMm nyHkTe, Tpebyetcsa ycTaHoBUTL 06e Bepcun: 64-pa3psaaHyto n 32-
pa3pagHyto. OnctpmnbyTumebl akTyasbHbIX COopok bnbnmnotek Bepcum 2012 MOXXHO HaTK 34€eChb

5. MS Internet Information Services (lIS) Mpu ycTtaHoBke IS, Ha ware «Cnyxbbl ponen» B
nyHKTe «Pa3paboTka Npuao)xxeHnin» BbIbpaTh:

o ASP;
o ASP.NET 3.5;

ASP.NET 4.5 (nnwn SP/NET 4.0);

PacwunpeHuns ISAPI;

o PacwwupsemocTb .NET 3.5;

PacwmpsemocTb .NET 4.5 (nnm 4.0);

®unbTpsbl ISAPI.

[¢]

o

[¢]

[¢]
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6. bubnnoteka Microsoft® System CLR Types for Microsoft® SQL Server® 2012.

PekomeHayemas koampoBska Ha IIS cepsepe - Windows-1251.

Mocne yctaHoBk ADVANTA Ha cepsep HE meHsnTe Koanposky u/mnum a3elk OC Beb-cepsepa.
KoaunpoBKa y4acTByeT B POPMMPOBAHMA X3La COAEPXKNMOro (hainios.

SQL-cepBep

1. MS Windows Server 2012 1 Bbille, CO BCEMW NocieHUMN 0OHOBAEHUAMMN
2. Microsoft® SQL Server 2016 v BbiLLe, CO BCEMM NMOCNEAHUMN OOHOBIEHMAMN B peAaKLmMm
Standard, Enterprise.

Ncnonb3osaHue Microsoft® SQL Server B pefakuum Express He rapaHTupyeT
cTabunbHyto paboTy cmcTembl AgBaHTa M3-3a CYLECTBEHHbIX OrPaHNYeHNUI B LaHHON
Bepcuu 0.

Bce Bbilenepe4yncieHHble KOMANOHEHTbI MOXKHO HaWTW Ha UHCTaNALMOHHOM ONCKE C CUCTEMON B
nanke <..Tools\>

MouToBLIN CepBep

He obsi3aTenbHo
SMTP cepsep ¢ nogaepxkor STARTTLS - 4514 paccbinku yBegomaeHnin Ha e-mail'bl nosib3oBaTenemn
N3 CUCTEMBI.

Cxembl nnueH3snposaHns MO MS onpenenstoTcs NHOMBMOYANbHO.

TpeboBaHMA K NONb30BaTEJIbLCKOU CTAHLUUU

K KoMnbloTepy, C KOTOPOro NiaHupyeTcs paboTa B CUCTEME, NPeAbABNAITCA CeayoLme
TpeboBaHuA:

1. OnepauuoHHasa cuctema MS Windows 7 n bonee no3gHue Bepcuu;
2. Google Chrome, Mozilla Firefox n Safari nocnenHux sepcui.
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Bpay3sep Internet Explorer niobbix Bepcuit He noaaepxunsaetcsa’. Mbl He peKoMeHayeM
NnoJIb30BaTbCH UM.

B IE HET NosHOUEHHOW NoAAEePXXKMN paboTbl BEPTUKASbHOrO CKPOJUIMHIa B AnarpaMmMe
laHTa, Noagep>XXKn paboThl C LUMPUHON KOSIOHOK TUMOBLIX OTYETOB, MOTYT TaKXe
HEeKOppPeKTHO 0TobpaxkaTbCa 1 Apyrue NHCTPYMEHTbI YNpaBsieHUs B UHTepdeice.

He rapaHTupyeTcs paboTa Bcex yHKUMIA Npu MacluTabe okHa Bpay3epa, OTANYHOrO OT
100%.

A NnA aKTUBHOrO UCNOJIb30BaHUA OTYETA "INEeKTpPoHHas Tabauua" n gpuarpammel MNaHTa
MWHUManbHble TpeboBaHUA K NOJIb30BaTEbCKOM cTaHuun®:

1. npoueccop Intel Core i3-9100F (Hanbonee 6au3kmin aHanor - AMD Ryzen 5 2600);
TakToBasi YaCcToTa npoLeccopa Ao0/XKHa bbiTb He MeHee 3,4 [Tw.

2. oT 8 '6 onepaTMBHOM NaMATW.
PekomeHayembivi 06b€mM O3Y - 16 6.

TPEGOBaHMH K CKOpPOCTHU coeanHeHun

MponyckHas cNoCOBHOCTb CETU MeXAY KJIMEHTOM U CEPBEPOM MPUSTOXKEHWUI [OJKHA COCTaBAATD:

e 15 HOMUHaNbHON PaboThl KANEHTCKOM YacTu - 1 MbuT/c;
* pekoMeHAyeMas nNponyckHas cnocobHocTb - 10 MbuT/C unwn BoiLwe.

TpeboBaHusa pns padboThbl C 31€KTPOHHO-LUGDPOBOK NOANUCHIO

TpeboBaHus K PorpaMMHoMy obecreq4eHuIo NnoJ/ib30BaTe/IbCKOV CTaHUmMn 47151 paboTbl C 3/1IEKTPOHHO-
UnepoBOV MOAMUCHIO.

MO nnaTHoe, 03HAKOMUTLCS C LLIeHaMU MOXXHO Ha caiTe komnaHun KpunTollpo.
Ins KoppekTHOW paboTbl 31eKTPOHHO-LUGPOBOMA NoaNMcK Heobxoammo:

1. YcTtaHoBuTb «KpunTto MPO» Ha KOMNbIOTEP NOJIb30BaTENSA, KOTOpOMY Heobxoanma SLIM.
CkavaTb nporpammy MOXKHO 34eChb.

2. YCTaAHOBMWTb NJaruH 4Ns co3fgaHunsa 1 NpoBepKM 31EKTPOHHON NOANMCK Ha Web-CTpaHuMLax Ha
KOMMblOTep nosib3oBaTesnd. CkayaTb NaaruH MOXXHO 34ecCh.

3. BolgaTb cepTudukat. Mony4ynTb cepTuuKaT MOXKHO 34eCh.

CepTudukaT 3/1eKTPOHHON LU(MPOBON NOAMUCKU YKa3bIBAET Ha TO, YTO JIMYHOCTb BRafenbua SLUM
NOATBEPXAEHA TPETbUM INLLIOM, KOTOPOMY LOBEPSAIOT CTOPOHbI 3/IEKTPOHHOI0 AOKYMeHTo0bopoTa.
STUM TPETbLUM JINLOM BbICTYNAET YA0CTOBEPAIOLWLMIN LIEHTP, KOTOPbLIN CO3AAET M BbliAaeT cepTudukaT
nposepkun Knto4va LM 3aasutens.
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YcTaHOBKa KOpHeBoro ceptudukara

[0 YCTaHOBKM SINYHbIX CEPTUHNKATOB HE06X0AUMO [06aBNTL KOPHEBOW CEPTUDMKAT, KOTOPLI
NOEHTUHONUNPYET KOPHEBOW LIEHTP CEPTUCMMKALIMK, B CMNCOK AOBEPEHHBbIX.

Ll o

Beenute B cTpoke noncka Windows «mmc» 1 HaXKMuTe BBOJ.

B oTKpbIBLLENCSH KOHCONM NepenguTe «Dann» - «[1obaBUTb NN YOANUTb OCHACTKY».

B rpynne «JocTynHble 0CHacTKW» BbibepuTe «CepTudurKaTbl» U HaxXMuTe «[Jo6aBUTb».

B oTKpbiBLLEMCS OKHE BbibepuTe «Y4ETHas 3annCb KOMMNbloTepa» — [anee - «JIoKanbHbIM
KOMMNbIOTEPOM» = [[OTOBO.

B LepeBe KOHCO/IM HaXXMUTE NPaBon KHOMKOW Ha «CepTudukaTtol» - «Bce 3agaym» -
«AMnopT».

B MacTepe nMnopTa CepTUPNKaTOB YKaKUTe NyTb K PACMOSIOXeHNI0 cepTudukaTa - [anee -
«lomecTnTb BCe CepTUUNKaThLI B CliefyloLlee XxpaHunumie» - [[0ToBO.

YcTaHOBKA /IM4HOro ceptucdmukarta

5.
6.

1)

. OTkponTe Kpuntollpo CSP, Ha Bknagke «CepBUC» HAXMUTE «YCTaHOBUTb JINYHbIN

cepTuurKaT...».

. B oTKpbIBLLIEMCA OKHe «MacTep yCTaHOBKMW JIMYHOI0 CepTUUKATa» YKaKuTe nyTb K

cepTugmkary.

. Ha cnepytowem wware ykaxmTe KOHTEHEP 3aKpbITOro KJ/to4Ya, KOTOPbIA COOTBETCTBYET

BblbpaHHOMY cepTuduKaTy.

Danee BbibepuTe xpaHunuule - «JinyHoe», Kya byeT ycTaHOBEH cepTUduUKaT, oTMeTbTe
NYHKT «YCTaHOBUTb CepTUPMKAT (LLenoyKy cepTUrUKaToB) B KOHTENHep» - [0TOBO.

Mocne 3TOro MOXeT NoABUTLCA COobLLEHME C BOMPOCOM O 3aMeHe CyLeCTBYIOLLEro
cepTndnKaTa HOBbIM, HAXXMUTE «Jla».

MpoBepUTb KOPPEKTHOCTb paboTbl NaarnHa.

B npodune nonb3osaTens akTBMpoBaTh onumio «/icnonb3osaTh I B COrNacoBaHUNAX».

HaunHasa ¢ Bepcum ADVANTA 3.19

2)

3TKn cTpaHuubl paboTaloT Ha JavaScript, KOTOPbIN Harpy>XaeT TONbLKO NepBoe A4p0 NpoLeccopa. =
Hy>XHO He MHOro siiep, a BblICOKas NpPON3BOAMTESIbHOCTb KaXk4oro agpa.
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