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PykoBoACTBO N0 MHOPMALLUOHHOM
Oe3onacHoOCTH

ObecneuyeHue 6e30NacHOCTU AaHHbIX

XpaHeHue nHpopMaLuM U [OCTYN K Hel

Bcs nHgopmaumsa, KpoMe 4OKYMEHTOB, XPaHUTCS B 04HON 6a3e AaHHbIX. [JOKYyMEHTbl XpaHATCA B
cneumnanbHom nanke Ha cepsepe npunoxeHus (C:\SL Files\Doc _Files). Ins obecneveHns
6e3o0nacHOro goCcTyna peKoMeHAyeTCs co3aaTh nonb3oBaTens B Active Directory, oT uMeHnM
KoToporo 6ygeT 3anyckaTtbcs nyn lIS, n koTopbii byaeT nMeTb AOCTYN K Nanke ¢ AOKYMEHTaMM.

Cepsep npunoxeHus obpallaeTcs K cepepy 6a3bl LaHHbIX, NUCMONb3YS CNELNasbHO BblAeNeHHYI0
aOMUHUCTPATOPOM Y4YeTHYI0 3anunck Ha SQL cepsepe.

CepBep NpunNnoXXeHna oCylwecTBAAET NMPOBEPKY MpaB A0CTYyMNa COraaCcHoO 3agaHHbIM YCTaHOBKaM,
npexmne 4eM BepHyTb JaHHble B OTBET Ha 3aMpocC NoJib30BaTeA.

Y4yeTHble 3anucu nosib3oBaTtesien

[ns Bxoda B CMCTEMY MOJib30BaTe b SOJ/KEH YKa3aTb JIOTUH 1 NapoJib, KOTOprI7I 6bin YKa3aH B
npouecce pernctpaunmn B cucteme. JIOrnmH v naposnb 4ns nosib3oBaTesien He O0/KHbI Ha3HavYaTbCA
CTOPOHHUMU NLaMN.

Maponb, BbIOPaHHLIA NONb30BaTENEM NPU perncTpauun, B CUCTEME HUr e He XpPaHWUTCS (Hu B Hase
AAaHHBIX, HX B (DANIOBOM CUCTEME), @ XPAHUTCS TONbKO 06pa3 naposns, KOTOpPbIN UCNONb3YeTCs ANs
ayTeHTUMMKaLUM Nonb3oBaTenei.

Anroputm, cosfatowmi 06pa3 naposd, He ABNAETCA PEBEPCUBHLIM, TaKUM o6pa30M, HUKTO HE MOXET
noJslydnTb N NCNOJIb30BaTb JaHHbIE l-Iy)KOIZ yHETHOIZ 3anuncu.

ALMUHUCTPATOP MOXKET 3a4aTb CPOK AENCTBUS YYETHbIX 3anncei Nosb3oBaTeNen. ITO UMeeT CMbIC
nenaTb ANs COTPYAHWUKOB, JOCTYMN K CUCTEME KOTOPbIM BblAAETCH BPEMEHHO Ha ONpeAeneHHbIi
nepwofd. Hanpumep, TO/IbKO Ha CPOK BbINMOJIHEHWNS MPOEKTa.

[na nonb3oBaTenien MOXHO HaCTpOUTb CPOK LENCTBMA napons. 1o ncte4yeHUn 3TOro CPOKa
nosib3oBaTenn nonyvyat coobuieHne 0 HeobxoAMMOCTN CMEHUTD napoJib.

Tak>XXe HacTpamBaeTCs YNCIIO MOMbITOK BBOAA MapO0Jis, MNPy NpeBbILLEHNN KOTOPOro nojib3oBaTesib
6ynet 3abnoknpoBaH. Cnncok 3abI0KMPOBAHHLIX MOJIb30BaTENEN HAXOAUTCA B pa3aene
AOMUHUCTpPUPOBaHMe - YnpasieHne 6e3onacHoCTbio - be3onacHoCTh.

Y4yeTHasa 3anucb AgMUHUCTPaTOpa

PekomeHayeTcs hopMMpoBaTh B CUCTEME [IBE YYeTHbIE 3annch Ans AQMUHUCTpaTopa:
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1. C nnueH3nen ALMMHNCTPATOP.
OHa npuBsi3aHa Ha 06Ly0 NOYTY aAMUHUCTPATOPOB (K Npumepy, support@mail.company). Mpu
yBONIbHEHUM ALMUHUCTpaTopa CUCTEeMbl 04eHb NPOCTO CMEHUTL (BOCCTAaHOBUTL) Maposb Yepes
noyTy APYroMy aAMUHUCTPATOPY M NPOAOJSIKAaTh N0JIb30BaThHCSA 3TOM YHETHOW 3anucbio 414
HeobxoauMbIX HaCTPOeK.

2. C 0bbl4HOM NnLEeH3ner (MCNOJIHUTENb\PYKOBOAMTESb), eC/iM TakoBas Heobxoauma.
Mpun yBONbHEHUN AOMUHNCTPATOPA 3Ta Y4eTHas 3anncb MOXeT BbiTb 3aKpbiTa B 06bIYHOM
nopsifike. Takum obpa3om, NOSIHOMOYMA AOMUHUCTPaTopa MoryT BbITb NepefaHbl 4pyromy
nonb30BaTeNo NPY HEOOXOAUMOCTM.

Ins ynpaBneHus 4oCTyrnoM nonb3oBaTensMm B CUCTEME PEKOMEHAYETCS BbIAENTb OTAEbHYIO
NoJIb30BaTE/IbCKYIO YHETHYIO 3amnncb, KoTopas He byneT uMeTb BCe NpaBa agMUHUCTPaTOpa
(mocTynHo ¢ Bepcun Cuctemsl 3.24 1 no3aHee). Kak npaBunio, To BaXKHO A5 KPYMHbIX KOMMaHWUNA,
TakK KaK 4aCTo 3a/la4yun yrnpaBieHUst JOCTYNOM MoJsib30BaTeNel BbINOJIHAET COTPYAHUK, KOTOPLIN He
LO/PKEH UMETb MOJIHbIX NPaB KO BCEM aHHbIM CUCTEMbI U K U3MEHEHUNSIM HAaCTPOEK.

NMepepaya AaHHbIX MO CETHU

[na npenoTepalleHnsa nepexeaTta MHopMaLmMmM nNpu ee nepegaye no ceTam obLLero Nonb30BaHNUS
(Hanpumep, HTepHeT) HeobxoaMMO NCNOb30BaTb NPOTOKOA HTTPS ¢ ANMHOM KnoYa He MeHee 128
ouT.

B uenax 6e30MacHOCTN BCe OCTaJibHble NnopThbl MOXXHO 6)'IOKI/IpOBaTb.
[locTaBKka yBeJOMJIEHUH NO 3JIEKTPOHHOMU NoyTe

Cnctema ADVANTA paccblnaeT yBejoM/IeHUS M0 31eKTPOHHOW MoYTe TeM NoJib30BaTesAM, Y KOTOPbIX
CTOUT (hnar o paspeLleHnn OTNpPaBKN yBefoMAeHU. Ina npefoTBpaLleHns nepexsaTa

NHopMaLMN, COAEPXKALLENCa B yBeAOMJIEHUSX, PEKOMEHAYETCS UCNob30BaTb email Yepes SSL u
npeanpuHMMaTh Mepbl Mo 3aliMTe MHPOPMaLMM NOKaIbHO Ha KOMMbIOTEPaXx NoJib30BaTenewn.

PaboTta B VPN

Cepsep cuctembl ADVANTA MoxXeT BbITb yCTaHOB/IEH BHYTPU CETU KOMNaHWK (Hanpumep, B
NoKanbHoOW ceTu ocuca). Mpu 3TOM Nosib3oBaTesNM yaaJIeHHbIX CETEN (JlokanbHble CeTu B oucax
APYrux ropogos) MOryT COBEPLUEHHO NPo3payHo obpawaTtbcs kK cepBepy Yepes VPN (Virtual Private
Network) no agpecy (IP nan nmeHwn), ykazaHHOMY agMUHUCTPATOPOM.

MOHMTOPUHTI NoJsib30oBaTeNien

Cnucok coobiTut B Cucteme

Bce cyuiecTBytoLive TUMbI COOLITWIA MO AEACTBUSAM M0Jb30BaTes1eil B KOHKPETHOM 3K3eMnaspe
CUCTEMbl PACcMofioXKeHbl Ha cTpaHuue https://aapec_npunoxeHns/api/businessevents.
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Cnncok cobbITnin MOXeT BbITb BbIFPYXKEH B jSoNn-haii.

CUCTEeMHbIH NPOTOKOJ

CVCTEMHbI MPOTOKON — BaXkHast 4acTb 6€30MaCcHOCTU CUCTEMBI.
B cncTeMHOM NPOTOKOJIE OTPaXatoTCa COObITUS, KOTOPbIE:

e BO3HUMKAIOT B pe3ynbTaTe AENCTBUA aAMUHUCTPATOPa, B TOM YUC/e N3MEHEHWS NpaB AOCTyna;
* BO3HMKAIOT B pe3ysibTaTe AENCTBUN NOJib30BaTesien B Npouecce paboTol;
* BbIMOJIHAOTCS B CUCTEME aBTOMATUYECKM.

Cnuncok oTobpakaeMbix AeACTBUIA NOSb30BaTENEN:

e cKayuBaHue, nobasneHue, obHoBNEHME N yaaneHne JOKYMEHTOB (B TOM YUC/1e CKayunBaHue
BbIFPY>XEHHbIX B BuAe (aisioB 0TYETOB);

co3faHue, yoaneHvwe OUPeKTopuii;

LeicTBMe C NpoeKTaMmu: co3faHue, yaasneHne, BbiNoJIHEHNE, MPOCPOYEHHbIe NPOEKTbl U T.N.;
e NEeNCTBUS C AUCKYCCUAMU;

LEeNCTBUSA C 3aNNCAMU CNPABOYHNKOB.

Cnuncok MOXKHO OT(MAbTPOBATD:

e 1o TNy cobbiTng,
* 10 BDEMEHHOMY MHTEPBaNy,
* 110 NOJIb30BATES0, KOTOPLIN UHMLMNPOBAN CObbITUE.

CncTeMHbIV MPOTOKON pacrnosiaraeTcs B CUCTEME Mo creayowemy nyTn: AGMUHUCTPUMPOBaHME -
YnpaeneHue 6e30nacHOCTbiO = CUCTEMHbIN MPOTOKOJI.

CobbITMS CUCTEMHOIO NMPOTOKOJ/1Ia MOXXHO BbIrpYy3uTh B *.XIS.

NMonpobHee — Mo CChiNKe.

Jlor aBTOopu3auum

Jlor aBTOpM3aLMiA B cuCTeMe JOCTYNeH No cnegyouieMy nytu: AGDMUHUCTPUPOBaHME — YnpasieHue
6e3onacHoCTbio = be3onacHOCTb, nopTneT «Jlor aBTopu3aLmin».

B 3TOT 5lor 3anuceiBatoTCA cedytolne gaHHbIe: BpemMa aBTopu3auum B popmate OO.MM.ITTT
Y4:MM:CC; nmsa nonb3oBaTtens B Cucteme; IP agpec.

TakXe B cucTeMe 3annchbiBaloTCA HeyayHble NonbiTKXN aBTopmu3aumu.

OT4YéT no npaBaM noJsb3oBaTenen

Bbl MOXXeTe NOCMOTPETb, K KaKnM 0bbeKkTaM CUCTEMBI Y KOHKPETHOro nosib3oBatesid eCTb AO0CTYn.
OT4yeT OOCTYMNEH TOJIbKO aAMUHNCTPATOPY.
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OT4yeT MOXHO BbIrpy3uTb B MS Excel.

MpaBa Nonb30BaTeNA PACNoNaralnTCa B CUCTEME MO CNeAyoLeMy NyTH: 3aianuTe Ha KapTOYKy
Mo/1b30BaTENA = MEHIO TPU TOYKM = «[TpaBa MoJib30BaTeNs».

MoapobHee - no ccbiske.

OTyeT no npaBam noJsib30BaTeJsIen Ha YPOBHe obbekTOB

Bbl MOXXeTe YBUAETb, Y KaKMX MOJb30BaTeNeN KakMe NpaBa €CTb N0 KOHKPETHbIM 06beKTaM
CUCTEMBI, B OTYETE MO0 NpaBaM obbekTa.

OTYeT BO3MOXHO NPOCMOTPETL B pa3pese onepaLuin Npas AOCTyNa 418 NPOEKTHbLIX U CUCTEMHBIX
poJsieil 1 0THeNbHO B pa3pe3e Ka)K[oi Posn MoNyYnTh CMMCOK MOJIb30BaTeseil B MPUBS3Ke K
Nepapxmnyeckoi CTPyKType NpoeKkTa.

OT4eT No NpaBaM KOHKPETHOro obbekTa pacnonaraeTcs B CUCTEME MO Ciedyowemy nyTn: 3angute
B 06beKT, LOCTYMN K KOTOPOMY Bbl XOTUTE MPOBEPUTL = MEHIO “Tpn TOYKKN” = «[paBa AocTyna» = B
noptnete «Ponn 6e30nacHOCTM NPOEKTa» - «OTYET MO NpaBaM».

MoopobHee - no ccblske.
CoObITUA 3/IEKTPOHHOM MO4ThI

B cncteme MoXXHO NpocMaTpmBaTb COOLITUS N1IEKTPOHHON NOYThI B pa3aene AQMUHUCTPUPOBaHME -
YnpaBneHne 6€30NacHOCTbIO = INEKTPOHHAS NOYTa.

B 3TOM pa3zaene BO3MOXXHO MOCMOTPETb CUCTEMHbIE COOOLLEHNS 3/IEKTPOHHOW NOYTbl. [JOCTYMHO
cnepytoulee otobpakeHne coobLLeHnin: 0TNPaBAEHHbIE, HEOTNPABJIEHHbIE, MOYYEHHbIE.

Takxxe [OCTyNHaa uabTpaumns coobLLeHn No Koan4ecTBy oTobparkaemblx coobLieHnin n Boibop
BPEMEHHOIr0 Nepuoga 1 KoamyecTsa a8 oTobpakeHns coobLieHnn Ha CTpaHuue.

B nopTneTte «OwunbKy npu oTrnpaBke COObLLEHUA» TakKe AOCTYMNHa UNbTPaLMs N0 BPEMEHHOMY
nepuoay v nosnb3oBaTenam. PuabTpauna CTAHOBUTCS AOCTYMHA NPW NOSBAEHUN COOTBETCTBYOLNX
CcobbITUN.

O6cny>xmBaHue cucTeMbl

Co3paHue pe3epBHOW KOMUU AAHHbIX CUCTEMbI

B yacTu ynpasneHus 63kanamy HeobxoaAnMO HaCTPOUTL PerynsipHble aBToOMaTnyYeckue 6akanbl
cucTeMmbl. Kpome Toro, Heobxoammo C onpeaeneHHon Yyactoton agybnmposaTh 63Kanbl Ha ApPyrom
(hnsnyeckom HocuTene (cepsepe).

Ins Toro 4tobbl CAenaTh Pe3ePBHYI0 KOMMUIO CUCTEMbI Ha OMpenesieHHbIi MOMEHT BPEMEHU, HY)KHO
CO30aTb pe3epBHbIE KOMWK:

1. ba3bl gaHHbIX streamline (nogpobHee cM. cnpaBka Microsoft, nogpasgen «Kak co3naTtb
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pe3epBHY0 Konuto 6asbl AaHHbIX (cpeda SQL Server Management Studio)», CCbinika Ha CTaTblO).
2. [JOKyMEHTOB CUCTEMbI (MYTEM KOMMPOBaAHUSA Mankmn ¢ 4OKYyMEHTaMu CUCTEMbI, HanpuMmep, Ha
BHELUHWA HOCUTENb U WX CETEBOWN KaTasior A4J19 XPaHEHUS pe3epBHbIX KOMUA.
MyTb 0O Nanku ykasblBaeTcsa B pasgene <constructor>, nms napametpa documentsFolder, B
thanne client.config, pacnonoXxeHHOM B Nanke BeH-KOHTEHTa CUCTEMBI).
3. Beb-KoHTeHTa cucTemsbl (MyTéM KonupoBaHusa nanku C:\Inetpub\wwwroot\streamline,
Hanpumep, Ha BHELLIHUIN HOCUTESb 1 UM CEeTEeBOW KaTanor 419 XpaHEeHUs pe3epBHbIX KOMUM).

TecToBas cpepa

B yacTu ynpasneHus 06HOBNEHUAMMN N HACTPOMKaAMU PEKOMEHAYETCA UMETb TECTOBbIM KOHTYP, Ha
KOTOpOM ByfeT Npon3BoAMTLCA NPOBEPKA NpeanonaraeMbiX MU3MEHEHNN HAaCTPOEK, a TakxXe aenaTb
BHYTPEHHEee TeCTUpPOBaHME MoayvaeMblX 0OHOBIEHUNA.

9TO aKTyaslbHO NS CUCTEM C HOSIbLLIUM YMCIOM MONb30BaTENEN, C/IOXKHBIMU HAaCTPOMKAMM, a TakXe B
CNyyasx, eCam 0CTaHOBKA CMCTEMbI fa)Ke Ha KOPOTKUI Nepnog UMeeT KPUTUYECKOE 3Ha4YeHme.,
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