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PykoBoACTBO N0 MHOPMALLUOHHOM
Oe3onacHoOCTH

ObecneuyeHue 6e30NacHOCTU AaHHbIX

XpaHeHue nHpopMaLuM U [OCTYN K Hel

Bcs nHgopmaumsa, KpoMe 4OKYMEHTOB, XPaHUTCS B 04HON 6a3e AaHHbIX. [JOKYyMEHTbl XpaHATCA B
cneumnanbHom nanke Ha cepsepe npunoxeHus (C:\SL Files\Doc _Files). Ins obecneveHns
6e3o0nacHOro goCcTyna peKoMeHAyeTCs co3aaTh nonb3oBaTens B Active Directory, oT uMeHnM
KoToporo 6ygeT 3anyckaTtbcs nyn lIS, n koTopbii byaeT nMeTb AOCTYN K Nanke ¢ AOKYMEHTaMM.

Cepsep npunoxeHus obpallaeTcs K cepepy 6a3bl LaHHbIX, NUCMONb3YS CNELNasbHO BblAeNeHHYI0
aOMUHUCTPATOPOM Y4YeTHYI0 3anunck Ha SQL cepsepe.

CepBep NpunNnoXXeHna oCylwecTBAAET NMPOBEPKY MpaB A0CTYyMNa COraaCcHoO 3agaHHbIM YCTaHOBKaM,
npexmne 4eM BepHyTb JaHHble B OTBET Ha 3aMpocC NoJib30BaTeA.

Y4yeTHble 3anucu nosib3oBaTtesien

[ns Bxoda B CMCTEMY MOJib30BaTe b SOJ/KEH YKa3aTb JIOTUH 1 NapoJib, KOTOprI7I 6bin YKa3aH B
npouecce pernctpaunmn B cucteme. JIOrnmH v naposnb 4ns nosib3oBaTesien He O0/KHbI Ha3HavYaTbCA
CTOPOHHUMU NLaMN.

Maponb, BbIOPaHHLIA NONb30BaTENEM NPU perncTpauun, B CUCTEME HUr e He XpPaHWUTCS (Hu B Hase
AAaHHBIX, HX B (DANIOBOM CUCTEME), @ XPAHUTCS TONbKO 06pa3 naposns, KOTOpPbIN UCNONb3YeTCs ANs
ayTeHTUMMKaLUM Nonb3oBaTenei.

Anroputm, cosfatowmi 06pa3 naposd, He ABNAETCA PEBEPCUBHLIM, TaKUM o6pa30M, HUKTO HE MOXET
noJslydnTb N NCNOJIb30BaTb JaHHbIE l-Iy)KOIZ yHETHOIZ 3anuncu.

ALMUHUCTPATOP MOXKET 3a4aTb CPOK AENCTBUS YYETHbIX 3anncei Nosb3oBaTeNen. ITO UMeeT CMbIC
nenaTb ANs COTPYAHWUKOB, JOCTYMN K CUCTEME KOTOPbIM BblAAETCH BPEMEHHO Ha ONpeAeneHHbIi
nepwofd. Hanpumep, TO/IbKO Ha CPOK BbINMOJIHEHWNS MPOEKTa.

[na nonb3oBaTenien MOXHO HaCTpOUTb CPOK LENCTBMA napons. 1o ncte4yeHUn 3TOro CPOKa
nosib3oBaTenn nonyvyat coobuieHne 0 HeobxoAMMOCTN CMEHUTD napoJib.

Tak>XXe HacTpamBaeTCs YNCIIO MOMbITOK BBOAA MapO0Jis, MNPy NpeBbILLEHNN KOTOPOro nojib3oBaTesib
6ynet 3abnoknpoBaH. Cnncok 3abI0KMPOBAHHLIX MOJIb30BaTENEN HAXOAUTCA B pa3aene
AOMUHUCTpPUPOBaHMe - YnpasieHne 6e3onacHoCTbio - be3onacHoCTh.

Y4yeTHasa 3anucb AgMUHUCTPaTOpa

PekomeHayeTcs hopMMpoBaTh B CUCTEME [IBE YYeTHbIE 3annch Ans AQMUHUCTpaTopa:
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1. C nnueH3nen ALMMHNCTPATOP.
OHa npuBsi3aHa Ha 06Ly0 NOYTY aAMUHUCTPATOPOB (K Npumepy, support@mail.company). Mpu
yBONIbHEHUM ALMUHUCTpaTopa CUCTEeMbl 04eHb NPOCTO CMEHUTL (BOCCTAaHOBUTL) Maposb Yepes
noyTy APYroMy aAMUHUCTPATOPY M NPOAOJSIKAaTh N0JIb30BaThHCSA 3TOM YHETHOW 3anucbio 414
HeobxoauMbIX HaCTPOeK.

2. C 0bbl4HOM NnLEeH3ner (MCNOJIHUTENb\PYKOBOAMTESb), eC/iM TakoBas Heobxoauma.
Mpun yBONbHEHUN AOMUHNCTPATOPA 3Ta Y4eTHas 3anncb MOXeT BbiTb 3aKpbiTa B 06bIYHOM
nopsifike. Takum obpa3om, NOSIHOMOYMA AOMUHUCTPaTopa MoryT BbITb NepefaHbl 4pyromy
nonb30BaTeNo NPY HEOOXOAUMOCTM.

Ins ynpaBneHus 4oCTyrnoM nonb3oBaTensMm B CUCTEME PEKOMEHAYETCS BbIAENTb OTAEbHYIO
NoJIb30BaTE/IbCKYIO YHETHYIO 3amnncb, KoTopas He byneT uMeTb BCe NpaBa agMUHUCTPaTOpa
(mocTynHo ¢ Bepcun Cuctemsl 3.24 1 no3aHee). Kak npaBunio, To BaXKHO A5 KPYMHbIX KOMMaHWUNA,
TakK KaK 4aCTo 3a/la4yun yrnpaBieHUst JOCTYNOM MoJsib30BaTeNel BbINOJIHAET COTPYAHUK, KOTOPLIN He
LO/PKEH UMETb MOJIHbIX NPaB KO BCEM aHHbIM CUCTEMbI U K U3MEHEHUNSIM HAaCTPOEK.

NMepepaya AaHHbIX MO CETHU

[na npenoTepalleHnsa nepexeaTta MHopMaLmMmM nNpu ee nepegaye no ceTam obLLero Nonb30BaHNUS
(Hanpumep, HTepHeT) HeobxoaMMO NCNOb30BaTb NPOTOKOA HTTPS ¢ ANMHOM KnoYa He MeHee 128
ouT.

B uenax 6e30MacHOCTN BCe OCTaJibHble NnopThbl MOXXHO 6)'IOKI/IpOBaTb.
[locTaBKka yBeJOMJIEHUH NO 3JIEKTPOHHOMU NoyTe

Cuctema ADVANTA paccblfilaeT yBe4OM/IEHUA M0 3/IEKTPOHHOW NoYTe TeM MNoJib30BaTeNAM, TEM
NnoJib30BaTeNSAM, Y KOTOPbIX CTOUT (hnar 0 pa3peLlleHnm oTrnpaBkn yBeaoMaeHUn. 4ns
npenoTBpaLleHns nepexasaTa UHopMaLnKN, CogepKaLlencs B yBeJOMIIEHUSAX, PEKOMEHAYeTCS
ncnosb3oBaTb email Yepes SSL 1 npeAnpuHUMaTL Mepbl Mo 3auTe MHpopMaL MM N0KaibHO Ha
KOMMbOTEPax NoJsib30BaTesNeN.

Pabota B VPN

Cepsep cuctembl ADVANTA MoXeT BbiTb YCTAaHOB/IEH BHYTPM CETU KOMMNaHWUKM (HanpuMmep, B
NoKanbHOM ceTun oguca). MNpu 3ToM nonb3oBaTeNn yaaseHHbIX ceTen (oKanbHble CeTU B ohucax
APYrux ropogoB) MOryT COBEPLUEHHO NPo3payHo obpalwaTbcs K cepBepy Yepes VPN (Virtual Private
Network) no agpecy (IP nan nmeHn), ykasaHHOMY agMUHUCTPATOPOM.

MOHMTOPUHTI NnoJsib3oBaTesNien

Cnucok cobbiTun B Cucteme

Bce cywecTByoLwne Tunbl cobbITIA N0 OeNCTBUSAM NOSIb30BaTENEN B KOHKPETHOM 3K3eMnnape
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CUCTEMbI PacnonoxXeHbl Ha CTpaHuue https://anpec _npunoxeHus/api/businessevents.

Cnncok cobbiTnin MOXeT BbITb BbIFPYXKEH B jSon-haii.

CnUCTeMHbIN NPOTOKON

CUCTeMHbIN MPOTOKOJ1 — BaXXHad 4aCTb 6e30nacHOCTY CUCTEMDI.
B cuctemHom MPOTOKOJIE OTPaXXaloTCA cobbiTng, KOTOpbIE:

e BO3HMKAIOT B pe3ynbTaTe AENCTBUA alMUHUCTPATOpPa, B TOM YMC/e N3MEHEHWS NpaB A0CTyna;
* BO3HMKAIOT B pe3y/ibTaTe AENCTBUIN NOJb30BaTeNEN B NpoLecce paboTol;
* BbIMOJIHAOTCS B CUCTEME aBTOMATNYECKM.

Cnuncok oTobpakaeMbix AeACTBUA NOSb30BaTENEN:

e cKaymBaHue, nobasneHue, obHoBNEHME N yaaneHne LOKYMEHTOB (B TOM YUC/e CKaynBaHue
BbIFPY>XEHHbIX B Bue (aisioB 0THETOB);

e co3jaHuve, yianeHve ANPeKTopui;

e [IEICTBUE C NPOEKTaMu: CO3[aHune, yaaneHue, BbliNoaHeHNe, MPOCPOYEHHbIe MPOEeKTbl U T.M.;

* EeACTBUSA C AUCKYCCUAMY;

* NEeNCTBUS C 3aNNCAMU CNPaBOYHNKOB.

CnmncoK MOXKHO OTUNLTPOBATb:

e 1o TNy cobbiTnA,
* 10 BPEMEHHOMY UHTEpPBaNy,
* M0 NONb30BATENO, KOTOPLIA MHULMMPOBaAN CobbITME.

CUCTEeMHbI NPOTOKO pacrnofiaraeTcs B CUCTEME MO CleayloweMy nyTn: ADMUHUCTPUPOBAHMUE -
YnpaBneHue 6e30nacHOCTbI0 - CUCTEMHbIA NPOTOKOJ.

CobbITVA CUCTEMHOIO NMPOTOKOJ1a MOXHO BbIFpPy3uTb B *.XIs.

MoapobHee — no cchinke.

Jlor aBTOpu3auum

Jlor aBTOpM3aLMiA B CUCTEME AOCTYMEH MO Clefyowemy nyTn: ADMUHUCTPUPOBaHME — YNpas/eHne
6e3onacHOCTbIO » Be30MacHOCTb, MOPTAET «Jlor aBTOpPMU3aLMi».

B 3TOT flor 3anuceiBaoTCA ciedytolne aHHble: BpeMda aBTopu3auum B popmate OO.MM.ITTT
44:MM:CC; nmsa nonb3oBaTtens B Cucteme; IP agpec.

Tak>Xxe B CUCTEME 3aMNCbIBAOTCH HEYOa4Hbl€ MOMNbITKNA aBTOPU3aLUNN.

OT4YéT Nno NnpaBaM nosib3oBaTesier

Bbl MOXXeTe NOCMOTPETb, K KaKnM obbekTaM CUCTEMBI Y KOHKPETHOro noJib30BaTeNd eCTb AOCTYI.
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OT4eT OOCTYNEH TOJIbKO afMUHUCTPATOPY.

OT4eT MOXXHO BbIrpy3uTb B MS Excel.

MpaBa NoJsib30BaTeNsA pacrnonaralTCcsa B CUCTEME MO cnegyowemMy nyTu: 3anguTe Ha KapToyKy
NoNb30BaTENS = MEHIO TPU TOYKN — «[TpaBa NONb30BaATENA».

MoapobHee - No cchiNKe.

OT4yeT Nno npaBaM NoJib3oBaTesiel Ha YPoBHe 06bLEKTOB

Bbl MOXKeTe yBUAETb, Y KaKMUX NOJb30BaTENEN KaKne NpaBa eCTb N0 KOHKPETHbLIM 06beKkTaM
CMUCTEMbI, BOCMOb3YNTECh OTYETOM MO rNpaBaM obbekTa.

OT4eT BO3MOXXHO NPOCMOTPETH B paspese onepauumi npas goCcTyna s NPOeKTHbIX U CUCTEMHBbIX
poJsier N 0TAEe/NIbHO B pa3pese KaXAon posn Noayy4nuTb CIIUCOK Nosb30BaTeNien B NPUBA3Ke K
nepapxn4eckomn CTPyKType npoeKkTa.

Kak HanTu: 3ananTe B 06bEKT, 4OCTYMN K KOTOPOMY Bbl XOTUTE MPOBEPUTL = MEHIO “TPU TOYKK" -
«MpaBa gocTyna» = B noptaeTe «Ponn 6€30NacHOCTU NPOEKTa» = «OTHET Mo NpaBam».

MoapobHee - No cchiNke.

CoObITNA 3/1IeKTPOHHOM NOUThI

B cucteme MOXXKHO npocMaTpmBaTb COOLITUSA 3NIEKTPOHHOW NOYThl B pa3fesie ADMUHNUCTPUPOBaHNE -
YnpaBneHune 6e30NacHOCTbI0 = INEKTPOHHAA NoYTa.

B 3TOM pa3gene BO3MOXHO MOCMOTPEThL CUCTEMHbIE COOOLLEHNSA 3NEKTPOHHON NOYTbl. JOCTYMHO
cnepyollee otobpakeHne coobLLeHNI: OTNPaB/eHHbIE, HEOTMPAB/IEHHbIE, MOYYEHHbIE.

Takxe JoCTynHas QUNbTPaLNsa COOBLLEHMNIA NO KOMYECTBY 0ToBpaxaeMbix coobLLEHNI 1 BbIGOP
BPEMEHHOro Nepuoaa 1 Koan4yecTsa Ajs oTobpakeHns coobLieHnin Ha CTpaHuLe.

B noptnete «OwmnbKM Npu oTnpaBke COObLLEHNA» TakXe AOCTYNHa UAbTpPaLuUs No BPEMEHHOMY
nepuoay v noab3oBatenam. PuabTpPaUNs CTAaHOBUTCA AOCTYMHA NPW NOSBAEHNN COOTBETCTBYIOLLNX
cobbITUR.

Obcny>xuBaHue cucTteMmbl

Co3paHue pe3epBHOW KOMUU AaHHbIX CUCTEMbI

B yacTu ynpaBneHus 6akanamu pekomeHayem ob643aTebHO HACTPOUTb PerynsapHble
aBTOMaTunyeckme 63kanbl cucTemsl. Kpome TOro, peKoMeHayem C ornpeaeieHHon YacToTown
ny6nvposaTb 63Kanbl Ha ApyroM r3nM4eckom HocuTese (cepsepe).

Ina Toro 4Tobbl caenaTb pe3epBHYIO KOMNKO CUCTEMBI Ha Oﬂpe,ﬂ,eﬂeHHbIVI MOMEHT BpeMeHN, HY>XKHO
CO030aTb pe3epBHbIE KOMNMNK:

1. ba3bl gaHHbIX streamline (nogpobHee cM. cnpaBka Microsoft, nogpasgen «Kak cosnatb
pe3epBHY0 Konuto 6a3bl AaHHbIX (cpeda SQL Server Management Studio)», CCbifika Ha CTaTblO).
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2. JJOKyMEHTOB CUCTEMbI (MYTEM KOMUPOBAHUS Manky ¢ OKYyMEHTaMu CUCTEMbI, HanpuMmep, Ha
BHELUHUIN HOCUTESb U UM CeTEeBOW KaTasor AN XPaHEeHUs pe3epBHbIX KOMUA.
MNyTb 0O NManku yka3sblBaeTcsa B pasgene <constructor>, nms napametpa documentsFolder, B
tanne client.config, pacnonoXxeHHOM B Nanke BeH-KOHTEHTa CUCTEMBI).

3. Beb-KoHTeHTa cucTemsbl (NyTéM KonupoBaHusa nanku C:\Inetpub\wwwroot\streamline,
HanpuMep, Ha BHELUHWI HOCMTENb U UK CETEBON KaTasor AN XPaHEHNS pe3epPBHbIX KOMUK).

TecToBas cpepa

B yacTu ynpaeneHns o6HOBAEHUAMY U HACTPONKAMUN PEKOMEHAYEM MMETb Ha NPEeanpUaTUn
TECTOBbI KOHTYP, Ha KOTOPOM MPOV3BOANTL MPOBEPKY NPeArnonaraeMblX MU3MEHEHWU HAaCTPoekK, a
TaKXXe [e/1aTb BHYTPEHHEE TeCTMPOBAHME NOJTyYaeMbIX 0OHOBNEHUIA.

JaHHas NPaKTUKa PEKOMEHAYETCA HaMK s CUCTEM C BO/IbLUUM YCSIOM MOJIb30BaTENEN, CIOXHbBIMU
HaCTpoMKaMK, a TakXe TaM, rae 0CTaHOBKa CUCTEMbI JlaXke Ha KOPOTKWIA Nepuoa nmeet
KPUTNYECKOE 3HAYEHMeE.
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