23.03.2026 09:22 1/6 MHdopmaumoHHas 6e3onacHoCTb. PyKoBOACTBO AN alMUHUCTPaTOpa

CopepxaHue
0becrnedeHNEe DE30MACHOCTH JAHHDBIX ............ccccouiuuieiiiieieaiietasaiteeeattteesteeessibeasaatbeeeaanbeeeannnes 3
XpaHeHME NHPOPMALMUN N LOCTYIT K HEM cooveeeiiiiiiiiiiiiiitrettieee e e e e e s s s s s s siiasaas s e s e e e e e e e e e e e e s s s nnssasnnnnes 3
YYETHDBIE 3aMNCKU MOSIB30BATEIIEM  ooiiiiiiiiiiiiiitteeteeeeeees s s s s s s bbb b b e e e et eeeeeeaaasssaa bbb bbb b b e e reeeeaeeeeeeas 3
[1EPELAAYA HAHHDBIX TTIO COTM  eeiiiiiieiirittirreeittteeeeeeasssssssabbbb bbb e e ettt e e e eeaeaasssssaasbbbbb b b e ereeeeeeeeeeasssnnnnnns 3
[locTaBKa YBEAOMIEHUN MO INEKTPOHHOM MOUTE tiviieeeeeeeiiiiiirtirrrrrerrreeeeeeesassssssssssssssssrrraeeeeeaeasns 4
e Yo Lo = 1= YA | PP PP PP RPN 4
MOHUTOPUHI MOJIB3OBATEIICM ..........cooeaiiieiieeeeeteee e e et e e e e ettt e e e e e e e e e e s e nnbe e e e e e s annrreeaeeeannnes 4
CrINICOK COBBITUIM B CUCTEME  .utiiiiieiiiiiiiiieeeesititteee e s s s itbbae e e e e s sstba e e e e s e bbb e e e e e s e bbb e e e e e e e st be e e e e e s snsbanaeeenas 4
(@ on =V LT 7 ] o Yo 1 o120 Y2 4
JIOT @BTOPUBALINM  ceeeeeeeiiiiiiiit bttt ettt e et e e e e s s e ekt s ettt et e e e e e e e e e e e e e bbb b bbbt b et e e e e e e e eeeaasnnnnnnbbbbnr e e 5
OTYET MO MPABAM MOJIB30BATEIIEM .eeeeiiuetiiiieeeiiittteeaeesatttreeeesaasbbeeeeeeaasbbraeeeaaasbbbeeeeesasbbreaeesaansnneeas 5
OT4eT No npaBaMm MNoJib30BaTENEN HA YPOBHE OOBEKTOB ...ecveeeiiiurririeeaiiiiirieaeasaiiereeeesasnnnneneeesannns 5
COOBITNSA IMEKTPOHHOM MOUTBI tvvvteesiiuturereeesisisreeessssstseeesssssssssesssssssssssessssssssseesssssssssesssssssssseeeesns 5
OB CTIYIKMBAHME CHCTEMDI ..........cvvviieeeseiiete e e e ettt e e e e st e e e e e st e e e s e bbb et e e e e e n bbb e e e e e s n bbb e eeeeannsaees 6
Co3faHve pe3epBHON KOMUM SAHHDBIX CUCTEMDBI ...uuvuuuririieriiteeeeeassssssssssssnssssrerrseeeesesssssnnsnssssssssnenes 6
B =Ten o] T= T2 I el o1 1t PP 6

Wiki [3.x] - https://wiki.a2nta.ru/



Last update: 13.10.2022

08:41 product:settings:system:secure https://wiki.a2nta.ru/doku.php/product/settings/system/secure?rev=1665650505

https://wiki.a2nta.ru/ Printed on 23.03.2026 09:22



23.03.2026 09:22 3/6 MHdopmaumoHHas 6e3onacHoCTb. PyKoBOACTBO AN alMUHUCTPaTOpa

PykoBoACTBO N0 MHOPMALLUOHHOM
Oe3onacHoOCTH

ObecneuyeHue 6e30NacHOCTU AaHHbIX

XpaHeHue nHpopMaLuM U [OCTYN K Hel

Bcs nHgopmaumsa, KpoMe 4OKYMEHTOB, XPaHUTCS B 04HON 6a3e AaHHbIX. [JOKYyMEHTbl XpaHATCA B
cneumnanbHom nanke Ha cepsepe npunoxeHus (C:\SL Files\Doc _Files). Ins obecneveHns
H6e3onacHoOro JocTyna, pekoMeHayem cosfaTth nosb3osaTtesna B AD, OT uMeHU KoToporo byaeT
3anyckaTbcs nyn IS, n KoTopbin ByaeT MMeTb AOCTYN K Nanke ¢ AOKYMEHTaMW.

CepBep npunoxxeHus obpallaeTtcs K cepeepy 6a3bl AaHHbIX, UCNOJIb3YS CNELMabHO BblAENEHHYIO
aIMMHUCTPATOPOM YYeTHY0 3anuck Ha SQL cepsepe. CepBep NPUSIOXKEHUS OCYLLIECTBNISAET NPOBEPKY
npaB AOCTyMNa COrflacHO 3aflaHHbIM YCTaHOBKaM, Npexae YeM BepHYTb JaHHble B OTBET Ha 3anpoc
nonb30BaTeNs.

Y4yeTHble 3anucu nosb3oBaTenen

Ilna BxoOa B CMCTeMy Nob30BaTeslb AOJ/IKEH YKa3aThk JIOTUH 1 Naposib, KOTOprI7I OH/OHa yKasanu B
npoLiecce perncrtpaunm B cucteme. JIOrnMH v naponb 4ns Nnofib30BaTeNeN He Ha3HavalTCs
CTOPOHHUMIK NnUaMWn.

Maponb, BbIOpaHHbLIA NOb30BaTENEM NPU PErMCTPALIUN, HUTAE B CUCTEME He XpaHUTCS (HK B 6a3e
[AaHHbIX, HX B (DaisIoBOM CUCTEME), @ XPaHUTCA TOJIbKO 06pa3 Napons, KOTOPbLIA UCNOJIb3yeTCs ANS
ayTeHTUUKaunm nosb3oBaTenen.

AnropuTM, co3patowwnin obpas napons, He ABNSETCA PEBEPCUBHBLIM, TaKuM 06pa3oM, HUKTO HE MOXXET
NONYYUTb N NCMONb30BaTh AAHHbIE YY>KON YHETHOW 3anuncu.

ALMUHUCTPATOP MOXKET 3a4aTb CPOK AENCTBUS YYETHbIX 3anncei Nosb3oBaTeNen. ITO UMeeT CMbIC
nenaTb ANs COTPYAHUKOB, JOCTYMN K CUCTEME KOTOPbIM BbIAAETCA BPEMEHHO Ha ONpeAeneHHbIi
nepuog. Hanpumep, TONIbKO Ha CPOK BbIMOJIHEHUS MPOEKTa.

[na nonb3oBaTeNen MOXXHO HACTPOUTbL CPOK AENCTBMSA Napons. Mo MCTeYEeHUN 3TOro CPoKa
Mosib30BaTeNM Noay4aT cooblieHne o0 HeobXoaMMOCT CMEHWUTL MNapPOoJib.

Tak>xe HacTpanBaeTCs YMC0 NOMbITOK BBOAA NMApOs, NPW NPEBbILEHNN KOTOPOro NoJb30BaTe b
byneT 3abs0kmpoBaH. CNncok 3abNOKMPOBaHHbIX MoJb30BaTeENEN B pa3aene AOMUHUCTPUPOBaHNE —
YnpaBneHue 6e3onacHoCcTbio - 6e30nacHoCTb.

NMepepaya paHHbIX MO CETU

Ana npefoTepalleHns nepexsaTta MHoOpMaLMKM Npu ee nepegaye no ceTam obLLero nonb30BaHNUS
(Hanpumep, NHTepHeT) 0653aTeNbHO NCM0b30BaTb NPOTOKOA HTTPS ¢ AnMHOM Ko4a He MeHee 128
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onT.

B uensx 6e30MacHOCTY BCe OCTaslbHble MOPThI MOXHO 6/10KMPOBATH.

JlocTaBKa yBeAOMHEHMﬁ no 3ﬂeKTpOHHOﬁ nourte

Cuctema ADVANTA paccbinaeT yBeAOMEHUSA NO 3/IEKTPOHHOM NOYTe TEM M0JIb30BaTENAM, KOTOPbIE
Bbibpann ona cebsa gaHHyto ycnyry. [1na npefoTBpalleHns nepexesata MHopMaLmm, cogep)xallencs
B YBEOMJIEHMAX, PEKOMEHOYEeTCA NCMNoJib30BaTb e-mail Yepes SSL v npegnpuHUMaThL Mepbl Mo
3aWmTe NHOPMaLMK NI0KaIbHO Ha KOMMbOTEpPax Nosib30BaTenen.

PaboTta B VPN

Cepsep cuctembl «<ADVANTA» MoXeT BbITb YCTAaHOBIEH BHYTPU YaCTHON ceTu (Hanpumep,
NI0OKasibHOM ceTun omca B 0AHOM U3 ropoaos). Mpun 3TOM NONb30BaTENN YAANEHHbIX CETEN
(nokanbHble ceTn B orcax Apyrux ropofos) MOryT COBEPLUEHHO NPO3pavyHo obpallaTbCa K cepeepy
yepe3 VPN (Virtual Private Network) no agpecy (IP nnu umeHun), ykazaHHOMY aiMUHUCTPaTOPOM.

MOHMTOPUHTI noJsib3oBaTeNien

Cnucok cobbiTuu B Cucrteme
Bce cywecTBytowme Tunbl COOLITUIA NO AENCTBUSAM NOJIb30BaTENEN B KOHKPETHOM 3K3eMMaspe
CUCTEeMbl pPacnonoXeHbl Ha cTpaHuue https://anpec_npunoxeHus/api/businessevents.

Cnncok cobblTnin MoXeT BbITb BbIFPYXKEH B jSon-haini.
CucteMHbIA NPOTOKON

CVCTEMHbI MPOTOKON — BaXKHast 4acTb 6€30MaCHOCTU CUCTEMBI.
B cucTeMHOM NPOTOKO/IE OTPAXKAOTCA COOLITUS, KOTOPbLIE:

e BO3HUMKAIOT B pe3ynbTaTe AENCTBUA aAMUHUCTPATOPa, B TOM Y1C/e N3MEHEHWS NPaB A0CTyna;
* BO3HMKAIOT B pe3y/ibTaTe AENCTBUIN NOJb30BaTeNEN B NpoLecce paboTol;
* BbIMOJIHAOTCS B CUCTEME aBTOMATUYECKM.

Cnuncok oTobpa)kaeMblx AENCTBUIA NOSb30BaTENEN:

e cKaymBaHue, nobasneHune, obHoBNEHME N yaaneHne LOKYMEHTOB (B TOM YuUC/ie CKaynBaHue
BbIFPY>XEHHbIX B BuAe (aisioB 0THETOB);

co3faHve, yaasieHne OUPeKTopui;

LeicTBMe C NpoeKTaMu: co3faHne, yaaseHne, BbiNoJIHEHNE, MPOCPOYEHHbIe NPOEKTbl U T.N.;
LEeNCTBUA C AUCKYCCUAMN;

LENCTBUSA C 3aNNCAMUN CNPABOYHNKOB.
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CnuncokK MOXKHO OT(hMAbTPOBATL:

e 1o TNy cobbiTng,
* 10 BPEMEHHOMY MHTEpPBaNy,
* 110 NOJIb30BATESI0, KOTOPbLIN UHMLUMPOBaAN CObbITUE.

Kak HanTu: ADMUHUCTpUpOBaHUe - YnpasnieHue 6e30nacHOCTbI0 = CUCTEMHBIN NPOTOKOJI.
CobbITMA CUCTEMHOr0 NPOTOKOMA MOXHO BbIFPY3UThb B *.XIS.

MoapobHee - No cchiNKe.
Jlor aBTOopu3auum
Jlor aBTOpMU3aLMIA B CUCTEME AOCTYMEH MO cnegyowemy nyTn: ADMUHUCTPUPOBaHKE = YNpaBieHue

6e3onacHoCTbio - be3onacHOCTb, nopTneT «Jlor aBTopu3aLmin».

B 3TOT slor 3anuceiBaloTCA Cedytolne AaHHbIe: BpeMa aBTopu3auum B popmate OO.MM.ITTT
Y4:MM:CC; nmsa nonb3oaTtens B Cucteme; IP agpec.

TakXe B CUCTeMe 3anncbiBatloTCs Heyaa4dHble NONbITKN aBTOPU3aunn.
OT4YéT no npaBaM noJsb3oBaTenen

Bbl MOXKETe MOCMOTPETh, K KakMM 00beKTaM CUCTEMbl Y KOHKPETHOr0 NoJib30BaTeNa eCTb AOCTYn.
OTyeT [OCTYMNEH TONbKO afMUHNCTPATOPY.

OT4eT MOXXHO BbIrpy3unTb B MS Excel.

Kak HanTu: 3aanTe Ha KapToYKy Mosb30BaTeNs = MEHI0 TPU TOYKM - «[1paBa Nosib30BaTenNs».

MoapobHee - No cchiNKke.

OT4yeT No npaBaM NoJsib3oBaTesiel Ha YPoBHe 06BLEKTOB

Bbl MOXeTe yBMLETb, Y KaKuX NnoJib30BaTesieil Kakme npasa ecTb M0 KOHKPETHbIM 06bekTaMm
CUCTEMbI, BOCNOJIb3YATECh OTYETOM MO NpaBaM obbekTa.

OT4yeT BO3MOXXHO NPOCMOTPETL B pa3pese ornepauun npas AOCTyNa ANA MPOEKTHbLIX N CUCTEMHbIX
ponen 1 OTAENbHO B pa3pese KaXAoWn ponun noJslyu4nTb CINCOK NoJib30BaTene B NpuUBA3Ke K
nepapxuveckomn CTPYKType rnpoekTa.

Kak HanTu: 3anguTe B 06BbEKT, LOCTYN K KOTOPOMY Bbl XOTUTE MPOBEPUTbL = MEHIO “TPU TOYKKN" -
«MpaBa pgocTyna» = B noptaeTe «Pony 6€30NacHOCTU NPOEKTa» = «OTHET MO NpaBam».

MoopobHee - No ccbiske.
CoObITUA 3/IeKTPOHHOM NOYThI

B cncTemMe MOXXHO MPOCMATPUBATL COOLITUS 3NEKTPOHHOI NOYThI B pa3aese AOMUHUCTPUPOBAHME —
YnpaBneHve 6e30MacHOCTbI0 » DNEKTPOHHAs NoyTa.
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B 3TOM pa3fene BO3MOXHO NMOCMOTPETb CUCTEMHbIE COOBLLIEHNS 3IEKTPOHHOMN MOYThI. JOoCTYyNHO
cnepytoulee otobpa)keHne coobLeHN: 0TNPAB/IEHHbIE, HEOTNPABJEHHbIE, MOYYEHHbIE.

Takxxe fOCTYNHas uabTPaumus coobLLEeHNN N0 KOIMYeCTBY 0ToBpaXkaeMbix CO06LLEHNI 1 BbIGOP
BPEMEHHOr0 Nepuoja 1 KonnyecTsa Aas oTobpa)keHns coobLieHnin Ha CTpaHuLe.

B noptnete «Owmbkn npu oTnpaBke cOobLWEHNN» TakXe AOCTYMHa QuUAbTpPaLUs No BpEMEHHOMY
nepuoay v noab3oBatenam. PuabTPaLUNS CTAHOBUTCA AOCTYMNHA NPWU NOSBAEHUN COOTBETCTBYIOLNX
cobbITUN.

Obcny>xuBaHue cucrteMmbl

Co3paHue pe3epBHOW KONUM O AHHbIX CUCTEMBI

B YacTu ynpaeneHus 63kanamMm pekoMmeHayem 0653aTeNlbHO HACTPOUTb PerynspHble
aBTOMaTMyeckne 63Kanbl cMcTemMbl. Kpome TOro, pekoMeHayeMm C onpeneseHHON YacToTol
nybnuposaTh 63Kanbl Ha Apyrom GusnMyeckom HocuTene (cepeepe).

Ina Toro 4yTobbl COENATH pe3epBHYO KOMNKO CUCTEMbI Ha OI'Ipe,El,e}'IeHHbIVI MOMEHT BPEMEHN, HY)XXHO
CO30aThb pe3epBHbIE KOMNMNK:

1. ba3bl gaHHbIX streamline (nogpobHee cM. cnpaBka Microsoft, noapasgen «Kak co3gatb
pe3epBHY0 Konuto Basbl gaHHbIX (cpeda SQL Server Management Studio)», CCblnika Ha CTaTblO).

2. JJOKyMEHTOB CUCTEMbI (MYTEM KOMUPOBaAHUS Mankmn ¢ 4OKYyMEHTaMu CUCTEMbI, HanpuMep, Ha
BHELUHWU HOCUTENb U NN CETEBOW KaTanor ANs XPaHEeHNS pe3epBHbIX KOMUNA.
MyTb 0O Nanku ykasblBaeTcs B pa3fenie <constructor>, uma napametpa documentsFolder, B
tanne client.config, pacnonoXxeHHoOM B Nanke BeH-KOHTEHTa CUCTEMBI).

3. Beb-KoHTeHTa cucTemsbl (MyTéM KonupoBaHusa nanku C:\Inetpub\wwwroot\streamline,
Hanpumep, Ha BHELIHUN HOCUTESb 1 USIX CETEeBOW KaTanor A1 XpaHeHUs pe3epBHbIX KOMuM).

TecToBas cpepa

B yacTu ynpaBneHns 06HOBNEHMSAMI U HACTPONKAMUN PEKOMEHLYEM UMETb Ha NPeAnpPUATAN
TECTOBbI KOHTYP, Ha KOTOPOM MPOV3BOANTL MPOBEPKY NPEArnonaraeMbiX MU3MEHEHWU HAaCTPOekK, a
Tak)Xe fleNaTb BHYTPEeHHEee TeCTMPOBaHME NoJlyHaeMbiXx 0OHOBNEHWIA.

JlaHHasa NpakTNKa peKOMeHAYEeTCA HaMK ANst CUCTEM € BONbLUNM YUCIOM MOJIb30BaTENEN, CII0XHBIMY
HaCTPONKaMU, a TakXXe TaM, rAe OCTAHOBKA CUCTEMbI laXXe Ha KOPOTKUIA Nepnos umeeT
KPUTUYECKOE 3HaYeHNe.
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