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PykoBoACTBO N0 MHOPMALLUOHHOM
Oe3onacHoOCTH

ObecneuyeHue 6e30NacHOCTU AaHHbIX

XpaHeHue nHpopMaLuM U [OCTYN K Hel

Bcs nHgopmaumsa, KpoMe 4OKYMEHTOB, XPaHUTCS B 04HON 6a3e AaHHbIX. [JOKYyMEHTbl XpaHATCA B
cneumnanbHom nanke Ha cepsepe npunoxeHus (C:\SL Files\Doc _Files). Ins obecneveHns
H6e3onacHoOro JocTyna, pekoMeHayem cosfaTth nosb3osaTtesna B AD, OT uMeHU KoToporo byaeT
3anyckaTbcs nyn IS, n KoTopbin ByaeT MMeTb AOCTYN K Nanke ¢ AOKYMEHTaMW.

CepBep npunoxxeHus obpallaeTtcs K cepeepy 6a3bl AaHHbIX, UCNOJIb3YS CNELMabHO BblAENEHHYIO
aIMMHUCTPATOPOM YYeTHY0 3anuck Ha SQL cepsepe. CepBep NPUSIOXKEHUS OCYLLIECTBNISAET NPOBEPKY
npaB AOCTyMNa COrflacHO 3aflaHHbIM YCTaHOBKaM, Npexae YeM BepHYTb JaHHble B OTBET Ha 3anpoc
nonb30BaTeNs.

Y4yeTHble 3anucu nosb3oBaTenen

Ilna BxoOa B CMCTeMy Nob30BaTeslb AOJ/IKEH YKa3aThk JIOTUH 1 Naposib, KOTOprI7I OH/OHa yKasanu B
npoLiecce perncrtpaunm B cucteme. JIOrnMH v naponb 4ns Nnofib30BaTeNeN He Ha3HavalTCs
CTOPOHHUMIK NnUaMWn.

Maponb, BbIOpaHHbLIA NOb30BaTENEM NPU PErMCTPALIUN, HUTAE B CUCTEME He XpaHUTCS (HK B 6a3e
[AaHHbIX, HX B (DaisIoBOM CUCTEME), @ XPaHUTCA TOJIbKO 06pa3 Napons, KOTOPbLIA UCNOJIb3yeTCs ANS
ayTeHTUUKaunm nosb3oBaTenen.

AnropuTM, co3patowwnin obpas napons, He ABNSETCA PEBEPCUBHBLIM, TaKuM 06pa3oM, HUKTO HE MOXXET
NONYYUTb N NCMONb30BaTh AAHHbIE YY>KON YHETHOW 3anuncu.

ALMUHUCTPATOP MOXKET 3a4aTb CPOK AENCTBUS YYETHbIX 3anncei Nosb3oBaTeNen. ITO UMeeT CMbIC
nenaTb ANs COTPYAHUKOB, JOCTYMN K CUCTEME KOTOPbIM BbIAAETCA BPEMEHHO Ha ONpeAeneHHbIi
nepuog. Hanpumep, TONIbKO Ha CPOK BbIMOJIHEHUS MPOEKTa.

[na nonb3oBaTeNen MOXXHO HACTPOUTbL CPOK AENCTBMSA Napons. Mo MCTeYEeHUN 3TOro CPoKa
Mosib30BaTeNM Noay4aT cooblieHne o0 HeobXoaMMOCT CMEHWUTL MNapPOoJib.

Tak>xe HacTpanBaeTCs YMC0 NOMbITOK BBOAA NMApOs, NPW NPEBbILEHNN KOTOPOro NoJb30BaTe b
byneT 3abs0kmpoBaH. CNncok 3abNOKMPOBaHHbIX MoJb30BaTeENEN B pa3aene AOMUHUCTPUPOBaHNE —
YnpaBneHue 6e3onacHoCcTbio - 6e30nacHoCTb.

NMepepaya paHHbIX MO CETU

Ana npefoTepalleHns nepexsaTta MHoOpMaLMKM Npu ee nepegaye no ceTam obLLero nonb30BaHNUS
(Hanpumep, NHTepHeT) 0653aTeNbHO NCM0b30BaTb NPOTOKOA HTTPS ¢ AnMHOM Ko4a He MeHee 128
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onT.

B uensx 6e30MacHOCTY BCe OCTaslbHble MOPThI MOXHO 6/10KMPOBATH.

JlocTaBKa yBeAOMHEHMﬁ no 3ﬂeKTpOHHOﬁ nourte

Cuctema ADVANTA paccbinaeT yBeAOMEHUSA NO 3/IEKTPOHHOM NOYTe TEM M0JIb30BaTENAM, KOTOPbIE
Bbibpann ona cebsa gaHHyto ycnyry. [1na npefoTBpalleHns nepexesata MHopMaLmm, cogep)xallencs
B YBEOMJIEHMAX, PEKOMEHOYEeTCA NCMNoJib30BaTb e-mail Yepes SSL v npegnpuHUMaThL Mepbl Mo
3aWmTe NHOPMaLMK NI0KaIbHO Ha KOMMbOTEpPax Nosib30BaTenen.

PaboTta B VPN

Cepsep cuctembl «<ADVANTA» MoXeT BbITb YCTAaHOBIEH BHYTPU YaCTHON ceTu (Hanpumep,
NI0OKasibHOM ceTun omca B 0AHOM U3 ropoaos). Mpun 3TOM NONb30BaTENN YAANEHHbIX CETEN
(nokanbHble ceTn B orcax Apyrux ropofos) MOryT COBEPLUEHHO NPO3pavyHo obpallaTbCa K cepeepy
yepe3 VPN (Virtual Private Network) no agpecy (IP nnu umeHun), ykazaHHOMY aiMUHUCTPaTOPOM.

MOHMTOPUHTI noJsib3oBaTeNien

Y4yeTHasa 3anucb AoGMUHUCTpaTOpa

Xopowas npakTnka — opMupoBaTb B CMCTEMe [iBE Y4YeTHble 3anuncu ans AoMUHMCTpaTopa:

1. C nuueHsnen AoDMMHUCTPATOP.
OHa npuBs3aHa Ha obLyo NoYTY aAMUHUCTPATOPOB (K Npumepy, support@mail.company). Mpwn
yBOJIbHEHUN AOMUHUCTPaTOpPa CMCTEMbI 04€Hb MPOCTO CMEHUTbL (BOCCTAaHOBMTL) MapoJib Yepes
noyTy APYroMy aAMUHUCTPATOPY M NPOAOJIKATb NMOJIb30BaThLCA 3TOM YHETHOW 3anuncbio ANs
HeobXxoaAUMbIX HaCTPOEK.

2. C 0bbI4HON NULLEH3ME (MCNOTHNTENb\PYKOBOANTESIL), €CJIN TaKoBas Heobxoauma.
Mpwn yBOAbHEHUM AODMUHUCTPATOPa 3Ta y4YeTHas 3anncb MoXeT ObITb 3aKpbiTa B 06bIYHOM
nopsake. Takum 06pa3om, MOAHOMOYMA AMUHMUCTPATOPa MOryT BbITb NepeaaHbl Apyromy
NoJib30BaTes0 Npn HEOBX0AMMOCTHN.

Ons ynpaBneHnsa fOCTYNOM NoJsb30BaTesIsIM B CUCTEME MOXKHO BbIAESINTb OTAE/IbHYI0
NoJIb30BaTENbCKYIO YYETHYIO 3anuncb, KOTOpas He byaeT MMeTb BCe NpaBa aAMUHUCTPaTOpa
(BocTynHo ¢ Bepcumn Cnctemsl 3.24 1 no3gHee). TO BaXKHO AN KPYMHbIX KJIMEHTOB, Tak Kak 4acTo
3a4a4v ynpasieHus SOCTYNOM MNoJib30BaTenen BbiNOJHAET COTPYAHUK, KOTOPbLIN HEe AO/KEH UMETb
MOJIHbIX MPaB KO BCEM AaHHbIM CUCTEMbI U K U3MEHEHUAM HaCTPOEK.

Cnucok cobbiTun B Cucteme

Bce cywecTByoLmne Tunbl COOLITUA MO 4ENCTBUAM NOJIb30BaTesNel B KOHKPETHOM 3K3eMnspe
CUCTEeMbl PacnonoXeHbl Ha cTpaHuue https://anpec_npunoxeHus/api/businessevents.
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Cnncok cobbITnin MOXeT BbITb BbIFPYXKEH B jSoNn-haii.

CUCTEeMHbIH NPOTOKOJ

CVCTEMHbI MPOTOKON — BaXkHast 4acTb 6€30MaCcHOCTU CUCTEMBI.
B cncTeMHOM NPOTOKOJIE OTPaXatoTCa COObITUS, KOTOPbIE:

e BO3HUMKAIOT B pe3ynbTaTe AENCTBUA aAMUHUCTPATOPa, B TOM YUC/e N3MEHEHWS NpaB AOCTyna;
* BO3HMKAIOT B pe3ysibTaTe AENCTBUN NOJib30BaTesien B Npouecce paboTol;
* BbIMOJIHAOTCS B CUCTEME aBTOMATUYECKM.

Cnuncok oTobpakaeMbix AeACTBUIA NOSb30BaTENEN:

e cKayuBaHue, nobasneHue, obHoBNEHME N yaaneHne JOKYMEHTOB (B TOM YUC/1e CKayunBaHue
BbIFPY>XEHHbIX B BuAe (aisioB 0TYETOB);

co3faHue, yoaneHvwe OUPeKTopuii;

LeicTBMe C NpoeKTaMmu: co3faHue, yaasneHne, BbiNoJIHEHNE, MPOCPOYEHHbIe NPOEKTbl U T.N.;
e NEeNCTBUS C AUCKYCCUAMU;

LEeNCTBUSA C 3aNNCAMU CNPABOYHNKOB.

Cnuncok MOXKHO OT(MAbTPOBATD:

e 1o TNy cobbiTng,
* 10 BDEMEHHOMY MHTEPBaNy,
* 110 NOJIb30BATES0, KOTOPLIN UHMLMNPOBAN CObbITUE.

Kak HaTu: AIMUHUCTPUPOBaHNE — YrpaBfieHne 6e30nacHOCTbio = CUCTEMHbIN MPOTOKOJ.
CobbITMS CUCTEMHOIO NMPOTOKO/1IA MOXXHO BbIrPYy3uTh B *.XIS.

MoapobHee - No cChiNKe.
Jlor aBTOpu3auum
Jlor aBTOpM3aL Ml B CMCTEME JOCTYMNEH MO ceayowemy nyTu: AGMAUHUCTPUPOBaHKE — YnpaBiaeHue

Be3onacHocTblo - Be3onacHoCTb, MOPTNET «Jlor aBTOpPM3aLNiA».

B 3TOT 5101 3anucbiBatoTCA Cedytolne gaHHbIe: BpeMda aBTopu3auum B popmate OO.MM.ITTT
Y4:MM:CC; nmsa nonb3oBaTtens B Cucteme; IP agpec.

Tak>Xxe B CUCTEME 3aMNCbIBAOTCH HEYOa4Hbl€ MOMNbITKNA aBTOPU3aLUNN.

OT4YéT Nno npaBaM nosib3oBaTesier

Bbl MOXXeTe MOCMOTPETh, K KAKUM 06BbeKTaM CUCTEMbI Y KOHKPETHOMO MoJib30BaTeNa eCTb AOCTYM.
OTYeT AOCTYMNEH TONbKO afMUHNCTPATOPY.
OT4eT MOXXHO BbIrpy3uTbL B MS Excel.
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Kak HaiTu: 3aMauTe Ha KapTOYKy MOJIb30BaTENS = MEHIO TPU TOYKM — «[paBa Nonb30BaTeNs».

MoopobHee - No ccbiske.
OT4yeT No npaBaM noJsib3oBaTesieM Ha YPOBHe 00bEKTOB

Bbl MOXXeTe yBMAETb, Y KaKnx Nosib30BaTesiel Kakne npaBa €CTb M0 KOHKPETHLIM 06beKTaMm
CUCTEMbI, BOCNOJIb3yNTECh OTHETOM MO NpaBaM obbekTa.

OT4eT BO3MOXHO MPOCMOTPETL B pa3pese onepauunn npas 4ocTyna A5 NMPOEKTHbLIX N CUCTEMHbBIX
POJIEN N OTHAENBbHO B pa3pese KaXkA4on poan Noay4nTb CANCOK Nosb30oBaTesien B NPUBA3Ke K
nepapxmyeckon CTPyKType npoekTa.

Kak HanTu: 3anaute B 06bEKT, 4OCTYN K KOTOPOMY Bbl XOTUTE MPOBEPUTbL —> MEHIO “TPU TOYKKN" -
«[paBa gocTyna» - B nopTaeTe «Posam 6e30nacHOCTM NPoeKTa» = «OTYET MO NpaBam».

MonpobHee - No CChiNKe.
CoObITUA 3/IEKTPOHHOM NO4ThI

B cucteme MOXXHO NpocMaTpmMBaTb COOLITUA 3EKTPOHHON NOYTLI B pa3fene AGMUHUCTPUPOBaHME -
YnpasneHune 6e30nacHOCTbI0 = INEKTPOHHAA NoYTa.

B 3TOM pa3gene BO3MOXHO NOCMOTPETb CUCTEMHbIE COOBLLEHNA INEKTPOHHOM NOYTLI. JOCTYMNHO
cnepytoulee otobpa)keHne coobLLEeHNIN: OTNPaB/IEHHbIE, HEOTMPABJIEHHbIE, MOYYEHHbIE.

Takxxe [OCTynHas uabTpauus coobLLeHn No Koan4ecTBy oTobparkaemblx coobLieHnin n Boibop
BPEMEHHOr0 Nepuoja 1 KoamyecTea Ans oTobparkeHns coobLleHnin Ha cTpaHuLe.

B noptnete «OwmnbKM npu oTNpaBke COOBLWEHNA» TakXe OOCTYMHa QUAbTPaLUs N0 BPEMEHHOMY
nepuoay v nosab3oBatenam. PuabTpauns CTaHOBUTCA AOCTYMHA NPU NOSBAEHUN COOTBETCTBYOLMNX
cobbITUN.

O6cny>xuBaHue cucreMmbl

Co3paHue pEBEpBHOﬁ KOMNMUU AaHHbIX CUCTEMBbI

B wacTtu ynpasneHunsa 63kanamu pekomeHayem ob6s3aTeslbHO HACTPOUTb perynspHble
aBTOMaTu4Yeckune H63kanbl cuctemol. Kpome Toro, pekomeHgyem ¢ onpeaesieHHoN 4acToTon
nybnuposaTb 63Kanbl Ha Apyrom u3nMy4eckoM HocuTene (cepeepe).

Ina Toro 4Ttobbl caenaTb pe3epBHYI0 KOMUIO CUCTEMbI Ha OnpeaesieHHbI MOMEHT BPEMEHMU, HYXKHO
CO03aThb PeE3EPBHbLIE KOMNN:

1. ba3bl gaHHbIX streamline (nogpobHee cM. cnpaBka Microsoft, nogpasgen «Kak co3naTtb
pe3epBHY0 Konuto 6a3sbl AaHHbIX (cpeda SQL Server Management Studio)», CCbifika Ha CTaTblO).
2. JJOKyMEHTOB CUCTEMbI (MYTEM KOMMPOBAHUS Mankmn ¢ 4OKYyMEHTaMu CUCTEMbI, HaNnpuMep, Ha
BHELUHUN HOCUTESb U WM CeTEeBOW KaTaslor AN XPaHEHUs pe3epBHbIX KOMUIA.
MyTb 0O NManku ykasblBaeTca B pasgene <constructor>, nms napametpa documentsFolder, B
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thanne client.config, pacnonoXxeHHOM B Nanke BeO-KOHTEHTa CUCTEMBI).
3. Beb-koHTeHTa cucTemsbl (NyTéM KonuposaHusa nanku C:\Inetpub\wwwroot\streamline,
HanpuMep, Ha BHELWHWUI HOCMTESb U UK CEeTEBON KaTasor AN XPaHEeHNS pe3epBHbIX KOMUK).

TecToBas cpepa

B yacTu ynpaBneHns 06HOBNEHMAMN N HACTPOMKAMUN PEKOMEHYEM UMETbL Ha NPeanpPUATUK
TECTOBbIN KOHTYP, Ha KOTOPOM MPOM3BOAMTbL MPOBEPKY NPeAnosiaraeMbliX MU3MEHEHU HAaCTPOEK, a
TakXXe AenaTb BHYyTPEHHEe TeCTMPOBaHME NOJTyYaeMblX 0OHOBNEHUIA.

JlaHHas NpaKTNKa PEKOMEeHAYEeTCS HaMK Ast CUCTEM C HO/bLINM YUCIOM MOJIb30BaTENeN, CII0XKHbBIMY
HacTpOWMKaMU, a TakXXe TaM, Fje 0CTaHOBKA CUCTEMbI [a)Ke Ha KOPOTKWIA nepunoa nMeet
KPUTUYECKOE 3HAYEHNeE.
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