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HacTtpouka aBTopu3sauum yepes Open ID
Connect

HacTpouka KoHdurypauumoHHoro gauna

Ha4ynHas ¢ Bepcun cuctemsl 3.29 B HaCTpoONKax KOH(PUIrypaLumMoOHHOro (hania CUCTeMsl
client.config nosBuncs pasgesn, B KOTOPOM B BUAE MACCUBA MOXKHO YKa3aTb NepeyeHb BHELIHUX
CepBnCcoB ayTeHTUhunkaumm no npotokoay OAuth 2.0 / OpenldConnect.

MepeyeHb NpoBanaepoB aBTopm3aunn Yepes OpenldConnect 3agaetcsa B panne client.config s
pa3gene <openIdConnect>:

/X MaccuB */

openIdConnect

providers

caption="lmsa KkHoNKK BX0oAa C Ha3BaHMeM npoBangepa" clientId="advanta"

metadataURL="https://ssotest.yourcompany.ru/.well-known/openid-configuration

authenticationType="0IDC1" enabled="true" scope="openid profile"

clientSecret="CekpeTHbIh KOA NpoBanaepa" responseType="code"
claimType="user id"
/¥ OnncaHmne BTOpOro ripopaviaepa */

providers
openIdConnect

MapameTp OnucaHue

caption Ha3BaHue npoBanaepa aBTopmM3aLMM Ha CTPaHULLE BXOAA B CUCTEMY

metadataURL URL-appec yganeHHoOro cepsepa C MeTafaHHbIMM

authenticationType NoeHTngmkaTop NnpoBangepa aBTopusaumm
NoeHTngunkaTop KNneHTa (NprMnoxXxeHus), BbibupaeTcs coriacHo

clientld npasuJiaM UMEHOBAHNSA CEPBUCOB AJ1F ayTeHTUDUKaLUN B
OpenldConnect

enabled Bknlo4yeHme/0TKAIOYEeHNE NpoBanaepa, BO3MOXHbIE 3HaYeHus: true n
false

scope 3anpalumBaemMble CKOYMbl. Ecnv napameTp He 3a4aH, TO NCNONb3YeTCs
TONbKO CKoyn openid

clientSecret CekpeT npunoxeHus
Heobs3aTenbHbI NapamMeTp. Tun oTBeTa, N0 ymonyaHuto id token.

responseType Bo3MoXxHble 3Ha4YeHns: code,code id token, code id token token,
code token, id token, id token token, token

claimType Tun yTBEPXXAEHUS, MCNOJIb3YEMbIN ANA NONYYeHNS NAEHTUDUKaTOPa
nosib30BaTENs Ha CepBepe aBTopm3aumnm

disableSignatureValidation Heobs3aTenbHbIN NapamMeTp, OTK/OYAET BaMAaLmMio ToKeHa. Ecam
napameTp He 3ajaH, To 3Ha4veHue false n Bannpaumnsa BKIOYEHa
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MapameTp OnucaHue
jwks _uri Ctanpgapt noa OpenldConnect npoBangepa

OnumoHanbHbIN NapameTp. Paiin, KOTOPLIN COLEPXUT KOYU BaMaaLnm
B hopmaTe JSON. ®dopmaT aHanornyeH ctpanHuue jwks uri. Ecam
jwksFilePath napameTp He 3afaH, To KJl4K bepyTcsa TONbKO € agpeca jwks uri.
MO>XHO MCNOJIb30BaTh, ECJIN MO KaKON-TO NpUYMHE NpoBanep
OpenldConnect He NpenoCTaBAAET KUY BannaaLnm

B client.config Takxe Heobxogumo fo6aBUTL NHAUKALMIO, 4TO HEOOXO0AMMO
ncnonb3oBaTb UHTerpauunio ¢ OpenldConnect. [115 3TOro onuMoHaabLHO B pasgesne
<configSections> npegycMoTpeTb pa3MeLleHne cekummn «<section
name=«openIdConnect»
type=«Config.0OpenIdConnectConfigurationSection, smcorelib»/>». Mpn
OTCYTCTBUW OaHHOW cekLmu, ucnosb3osaHve OpenldConnect HeBO3MOXHO.

Bxopn B cuctemy

HacTpoika aBTopu3aunn yepes Open ID Connect nponssoanTcs AAMUHNCTPATOPOM CUCTEMBI, B
TOM 4ucne npmesaskKa npogunen nonb3oatenen ADVANTA K npoBanaepam aBTopusauum.

Mocne KOppPeKTHbIX HAaCTpoeK KOHpUrypaumnoHHoro (pamna client.config v nepesanycka
CUCTEMbI, NONb30BaTeNO ByaeT AOCTYNeH BXOA B CUCTEMY Yepe3 HOBOro NpoBanaepa
ayTeHTUdukaumn. Ha ctpaHuue Bxoga Asa Ka)k4oro HoBOro HaCTPOEHHOr 0 NpoBanaepa NOSBUTCS
O0TOeNbHAsA KHOMKa C Ha3BaHMEM M3 HAaCTPOEK KOH(UIrypaunoHHoro aina.

ADVANTA

Bxon B cMcTEMY
VIR None 308ETENA

Bopoxoe

FANOMEHTE KEHA
L

Bo#Tw wepaa Active Directory

IEH
' i
_- 5

MoapobHasa nHhopMaLMs 0 BXOAE B CUCTEMY Yepes NpoBaliaepa ayTEHTUDMKALUN Ha CTPaHULE
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AsTopu3auuns no npotokony Open ID Connect.

Mpw oTKNYeHUN NpoBangepa (napameTp enabled), KHONKK aBTOpM3aunn He ByaeT, HO
npuBsa3Ka nonb3oBaTesien B CUCTEME COXPaHMTCA. YTobbl yoannTb CBA3N C cepBmcamm
aBTopum3aumm, Heobxoammo:

e B MOpPTJIETE C CEPBUCAMM aBTOpPM3aLMM B HACTPOMKaX NMosib30BaTeNs yaaanTb NPUBA3KY
K CepBucy;

e ncnonb3oBaTb MeTon APl DeleteLinksWithOpenldConnect. NogpobHee o meTogax APl Ha
cTpaHuue OnuncaHne meTtonos API.

HacTponKa CBA3KM yYeTHbIX 3anucemn

Mocne HacTponkuy B (hanne client.config cepBmcoB aBTOPM3aLIMM, OHN CTaHYT 0ToBpaxaTbCa B
BMAE NOpT/iIeTa B HAaCTPOMKax NoJsib3oBaTens, Nocae noptieTa «Mon HaCTpPoOnKn». B faHHOM
nopTJieTe eCTb BO3MOXXHOCTb YKa3blBaTb/yAansATb MAEHTU(UKATOP CepBurca aBTopu3aLnm
(cozpaBaTb/yAanaTb NPUBA3KY K CEPBUCY).

Takxxe co3gaTb NPUBA3KY NOSb30BaTENA K CEPBUCY aBTOPU3aLMIN MOXHO UCMONb3YS METOS
API LinkUserToOpenldConnect .

B nopTneTe ykasaHa nHpopmaums:

e Ha3BaHWe - Ha3BaHwue nposangepa OpenldConnect (cooTBeTcTBYEeT authenticationType B
KOH(MrypaLUMOHHOM (haine);

* 3aroJI0BOK - 3arosioBok nposangepa OpenldConnect (cootBeTcTByeT caption B
KOH(hMIypaLnoOHHOM (haiie), Ha3BaHMe KHOMKM Ha CTpaHuLLe BXOAa;

* y4yeTHad 3anuch - y4yeTHasa 3anucb A4aHHOro nosib3osatend y nposangepa OpenldConnect;

e cTonbel, C KHOMKOM «MI3MEHUTb» - HaXKMas Ha Hee, OTKPbIBAETCA BO3MOXXHOCTb
pefakTUpOBaHMA COOTBETCTBYIOLLEN CTPOKMU.
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Janpewars asTopU3aLMID
NoNL3ICEATENA Noh NoKANbHOA
YYETHOM 33NHCHED

Hwan nonezosatena® admin

HenansaoeaTte 3B
COrnacoBaHnAN

OTNPaBNATL 3aNpoChl Ha E-mail Hw=oraa
OTNpaBnATL CoBbITHA Ha E-mail  He=orpa
DyanupoBaTe Ha Het
AONONHUTENBHBIA E-mail

NofiaanaTe 8 Tabent HadaTee u  Oa
JABEMUMHHEIE MHOK) 32034A

[oSaanaTe B Tabens HadyaTeie u  Oa
JABSUEHHRIE 33034, ECNHA A
pecypc

CoenaTe CTARTOBOA NAHEND Het
yNpagnes1s

Azbix RU

YueTHele 3anncH Npopaigepes openldConnect

Haipanwe JaronoBoK YueTHaR 3ankie
authenticationType? soATH Uepes nposadgepa caption2 sdfst
authenticationType1 8oiTH uepes nposaigepa captioni efremow
authenticat .:‘:I'T:,':."'l."'.:! noATH Yepes npopadge pa caption3

Mpy HaXKaTUK KHOMKMN «M3MeHNTb» B CTONBLIE «Y4eTHas 3anucb» NOSBASETCS BO3MOXHOCTb BBECTHU
AaHHble YY4eTHOW 3anucy A4aHHOro nosib3oBaTens y npoeainaepa OpenldConnect. 115 coxpaHeHus
AaHHbIX HE0BX0AUMO HaXXaTb KHOMKY «COXpPaHUTb».

CaenaTe CTAPTOBOR NaHEND

YRpaBneHnA

,.I:I,: ETYN E peaETHROBAHHED
npodiana

Aani 1 v

YueTHble 3anUcK nposangepos openldConnect

Hatmanmne JaronoBoK YURTHAA 3NN

btz BoiTh yepes 550 | Edpemod I

odTH yepel Active Directon

Mocne Toro, Kak co3faHa NpuBsi3Ka U yKazaHa KOPPEKTHaa MHGPOPMALINS YYETHOW 3anncu

nonb3oBaTtens y nposangepa OpenldConnect, y nonb3osaTens NosBASETCA BO3MOXHOCTb BXOAA B
cuctemy ADVANTA yepes 3Toro nposangepa.

NMpuMep HACTPOUKKM aBTOpU3auum Yyepes Open ID Connect

B npumepe npeacTaBiieHa HaCTPOMKa KOHPUIrypaLMoHHOro (anna cuctemsl client.config ans
aBTopu3aumn Yepes nposangepa Blitz IDP.
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configSections

section name="openIdConnect"
type="Config.OpenIdConnectConfigurationSection, smcorelib"
configSections

openIdConnect
providers
caption="Blitz IDP" clientId="Advanta"

metadataURL="https://blitz.domain.ru/blitz/oauth/.well-known/openid-configur
ation"

authenticationType="blitz" enabled="true" scope="openid"
clientSecret="00000000"
responseType="code" claimType="user id"

caption="SS0" clientId="a2nta"
metadataURL="https://blitz.domain2.ru/blitz/oauth/.well-known/11"
authenticationType="blitz2" enabled="true" scope="profile"
clientSecret="11111111"
responseType="code" claimType="user id"

providers
openIdConnect

appSettings
key="AllowedExternalApplicationClientIds" "1;2"

appSettings

ALMVHNCTPATOP MOXET HAaCTPOUTL aBTOpU3aL Mo Yepes noboro npoeanaepa
OpenidConnect.

JlormpoBaHue coObITUM BXOAaA

Mpv yoayHOM/Heyda4yHOM BXofe nosib3oBaTenem B cuctemy Yyepes OpenldConnect AoMuHucTpaTop
MOXKET BUAETb COOTBETCTBYIOLWMNE COBbITMA B JleHTe cobbITuiA.
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Nor asTopuaauma
Bce w || NocnegHde 10 W || BC@ NoNsI0BATENN v
Bpemn CofibiTwe
20.03.2024 18:19:56
BOLUGAA) B CIAtTERy yapad ciecTewy OpenidConnec] | Bz IDF ¢ ygantkeaio anpeca 178 206 55 188
20.03.2024 18:19:54
Boausen{a) ¥d CACTEME
20002024 151510 BOWEN(a) B CHCTEMY C YAANEHHOND agpeca 178.205.53.174
20.03.2024 18:19:10
BEILEnN 3] W3 CACTEMBI
S03-2024 181817 BOWen{a) B CHCTEMY C YOanésHono agpeca 178.205.53.174
20032024 181811
BRILIENE) W3 CACTEM B
NexTa cobbiTHH
OeRcTEWA NONb30BaTENEN HacTpohka
Heyaa4Haa noneiTka Bxoaa Yepes cuctemy OpenldConnect / Blitz IDP ¢
yaanénHoro agpeca 178.205.55.188.
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