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HacTtpouka aBTopu3sauum yepes Open ID
Connect

HacTpouka KoHdurypauumoHHoro gauna

Ha4ynHas ¢ Bepcun cuctemsl 3.29 B HaCTpoONKax KOH(PUIrypaLumMoOHHOro (hania CUCTeMsl
client.config nosBuncs pasgesn, B KOTOPOM B BUAE MACCUBA MOXKHO YKa3aTb NepeyeHb BHELIHUX
CepBnCcoB ayTeHTUhunkaumm no npotokoay OAuth 2.0 / OpenldConnect.

MepeyeHb NpoBanaepoB aBTopm3aunn Yepes OpenldConnect 3agaetcsa B panne client.config s
pa3gene <openIdConnect>:

/X MaccuB */

openIdConnect

providers

caption="lmsa KkHoNKK BX0oAa C Ha3BaHMeM npoBangepa" clientId="advanta"

metadataURL="https://ssotest.yourcompany.ru/.well-known/openid-configuration

authenticationType="0IDC1" enabled="true" scope="openid profile"

clientSecret="CekpeTHbIh KOA NpoBanaepa" responseType="code"
claimType="user id"

/¥ OnncaHmne BTOpOro ripopaviaepa */

providers
openIdConnect
appSettings
key="AllowedExternalApplicationClientIds" "1;2"
appSettings
MapameTp OnucaHue
caption Ha3BaHwue npoBanaepa aBTopM3aLMN Ha CTPaHULLE BXOAA B CUCTEMY
metadataURL URL-agpec yoaneHHOro cepsepa ¢ MeTafaHHbIMU
authenticationType NpoeHTugurkaTop NnpoBaniepa aBTopmsaLunm
NoeHTudgumkaTop KAneHTa (MpUaoXKeHns), BbiIBUpaeTca cornacHo
clientld npasnjiaM UMeHOBaHNSA CEPBMUCOB AN ayTEHTUMKaLUUN B
OpenldConnect
enabled BkJilo4yeHme/oTKNI0YeHNe npoBanaepa, BO3MOXHbIE 3HaYeHus: true un
false
scope 3anpalwmnBaemble CKOyMbl. Ecnv napameTp He 3a4aH, TO NCMONb3YeTCH
TONbKO CKoyn openid
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MapameTp OnucaHue
clientSecret CekpeT npunoxeHus
Heobs3aTenbHbIn NapamMeTp. Tun oTBeTa, N0 ymonyaHuto id token.
responseType Bo3MoXHble 3HaveHnsa: code,code id token, code id token token,
code token, id token, id token token, token
. Tun yTBEPXXAEHUS, NCNOSb3YEMbIN ANA NONYYeHNS NAEeHTUdUKaTopa
claimType yTBEPXA y A y A o p

NoJib30BaTesNs Ha CepBepe aBTopu3aLum

Heobs3aTenbHbIN NapamMeTp, OTK/OYAET BaMAaLmMio ToOKeHa. Ecam
napameTp He 3aAaH, To 3Ha4veHue false n Bannpaumnsa BKIOYEHa

jwks _uri CtanpgapTt noa OpenldConnect npoBangepa

OnumoHanbHbIN NapameTp. ®ai, KOTOPbLIN COAEPXNUT KJ0YN Banngaumnm
B hopmaTe JSON. ®dopmaT aHanornyeH ctpaHumue jwks uri. Ecnm
jwksFilePath napameTp He 3ajaH, To KJo4n 6epyTca TONbKO € agpeca jwks uri.
MO>XHO UCNOSIb30BaTb, €C/IN MO KaKON-TO NpUYMHe NpoBanaep
OpenldConnect He NnpefoCTaBASAET KJOYM Banngaumnm

disableSignatureValidation

B client.config Takxe HeobxoammMo f06aBUTL MHANKALMIO, 4TO HEOBX04MMO
ncnosb3oBaTb UHTerpaumio ¢ OpenldConnect. 114 3Toro onunoHaabHO B pasgene
<configSections> npegycMoTpeTb pa3MeLleHne cekumm «<section
name=«openIdConnect»
type=«Config.0OpenIdConnectConfigurationSection, smcorelib»/>». Mpn
OTCYTCTBMM OaHHOW Cekumun, ncnonb3oaHne OpenldConnect HeBO3MOXHO.

Bxopn B cuctemy

HacTpoika aBTopu3saumn 4Yepes3 Open ID Connect npon3soanTcs AOMUHUCTPATOPOM CUCTEMBI, B
TOM Yucae npusssKa npodunen nons3osatesien ADVANTA K npoBangepam aBTopu3saLmu.

[Mocne KOPPEKTHbIX HACTPOEK KOHUrypaumnoHHoro anna client.config n nepesanycka
cucTeMbl, Nofb3oBaTenNto byaeT AOCTYMNeH BXOA B CUCTEMY Yepe3 HOBOrO npoBangepa
ayTeHTUduKauun. Ha cTpaHuue Bxoda ANs KaXKAoro HoOBOro HaCTPOEHHOr 0 NpoBanaepa NOSABUTCS
OTAEeNbHAsA KHOMKa C Ha3BaHUEM M3 HAaCTPOEK KOH(UIypaLMOHHOro anna.
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ADVANTA

Bxog B cHcTemy
FiA nonsaceaTenA

Bopoxoe

FaNoMHHTD MEsA

BodTe vapea 550

Bo@Tw wepaa Active Directory

MoapobHasa nHpopMaLms 0 BXOAE B CUCTEMY Yepes NpoBanaepa ayTeEHTURMKALNN Ha CTpaHULe
AsTopu3saumns no npotokosy Open ID Connect.

Mpw oTKNYeHUN NpoBangepa (napameTp enabled), KHONKK aBTOpM3aunn He ByaeT, HO
npvBsi3Ka Mosib3oBaTesNIeNn B CUCTEME COXPaHMTCS. YToObl yaanmMTb CBA3N C CEPBMCAMU
aBTOpM3aLMK, HEO6X0AMMO:

e B MopT/IeTe C CepBMCcaMm aBTopM3aLMmM B HACTPOMKaAx NONb30BaTeNa YOAUTb NPUBA3KY
K cepBucy;

e ncnonb3oBaTb MeTon APl DeleteLinksWithOpenldConnect. NMogpobHee o meToaax APl Ha
cTpaHuue OnncaHne metonos API.

HacTponKa CBA3KM yYETHbIX 3anncemn

Mocne HacTporku B hanne client.config cepBncoB aBTOpM3aLMM, OHM CTaHYT O0TOOpaKaTbCH B
BMIe NopT/ieTa B HAaCTPOMKax noJsib3oBaTesid, nocse noptaeta «Mon HaCTponKn». B gaHHOM
nopTaeTe eCTb BO3MOXXHOCTb YKa3blBaTb/y4ansATe UAEHTU(PMKATOP CepBUCa aBTOpM3aL MM
(co3paBaTb/ynansiTe NPUBA3KY K CEPBUCY).

Tak)xe co3gaTb NPUBA3KY MOJIb30BATENSA K CEPBUCY aBTOPU3aLIMIA MOXHO NCMONb3YS MEeTOS
API LinkUserToOpenldConnect .

B noptneTe ykasaHa nHpopmaums:
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e Ha3BaHWe - Ha3BaHwue nposangepa OpenldConnect (cooTBeTcTBYeT authenticationType B

KOH(UrypaLnoHHOM thaiine);

* 3aroJI0BOK - 3aro/loBoK nposaiiaepa OpenldConnect (cooTBeTcTBYeT caption B

KOH(UrypaLMOHHOM chaiine), Ha3BaHMe KHOMKW Ha CTPaHULLe BXOAa;

e yYyeTHas 3anuchb - y4eTHas 3anncb aHHOro Nosb3oBaTens y nposanaepa OpenldConnect;
e cTONbGEL C KHOMKOW «/3MEHNTL» - HaXXKUMas Ha Hee, OTKPbIBAETCS BO3MOXHOCTb

pPenaKkTMPOBaHUS COOTBETCTBYHOLLEN CTPOKMN.

JanpewaTs aETopUIaLMID
NoNL3IOBATENA NOO NoKANbHOA
YHETHOM 3ANHCHED

HwaA nonezosatena® admin

Henans3oeaTe 3MB
COrNacoBaHMAX

OTNpaenaTE 3anpockl wa E-mail  He=orga
OTnpaBnaTL cobbiTuA Ha E-mail  Hexorpa

OyEnupoBaTe Ha Hert
AONoNHUTENBHBIA E-mail

[ofiaanaTe 8 Tabent HavaTwe w  Oa
JABEPUMEHHDIE MHORD 33084

Do6asnaTe B Tabent HaYaThie W [a
JapepleHHDIE 3308491, BCNA A
pecype

CoenaTe CTAPTOBOA NAHEND Her
ypaBneHns

Habig RU

YueTHbie 3anucK NpoBadgepos openldConnect

Haipanwe JaronoBoK
authenticationType?2 sofTH uepes nposadaepa caption2
authenticationTypel BoATH uepes npoBaidaepa caption
authenticationType3 ncATH uepes nposadgepa caption3

YueTHAR 3aNKik
sdtst

efremow

Mpn HaXXaTuUN KHONKK «M3MeHnTb» B CTONBLE «Y4YeTHasa 3anmcb» NOsSIBASAETCA BO3MOXHOCTb BBECTM
[laHHble Y4eTHOMN 3anncy AaHHOro nosb3oBaTensa y nposangepa OpenldConnect. 1ns coxpaHeHuWs
LaHHbIX He0BX0AMMO HaxaTb KHOMKY «COXpaHUTb».

CaenaTe cTapTOBOR NaHent

YRpABNSHUA

,-I:I,: CTYN E peaKkTHROBAHHED
npodiana

Harnk Ri

YueTHbie 3anuck nposangepos openldConnect

Halpanue JaronoBoxK YUeTHaA JaNHCh
blitz Bofmn yepes 550 | fppewcd I
Bodme uepes Active Directon

Mocne TOro, Kak Co3AaHa NPUBSA3Ka W yKa3aHa KOPPeKTHas MHPOPMaLIMA YYeTHO 3amnncu
nosib3oBaTens y nposanaepa OpenldConnect, y nonb3oBaTens NosBAseTCA BO3MOXKHOCTb BXO/la B
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cuctemy ADVANTA yepe3s 3Toro nposaingepa.

JlormpoBaHue coObiTMIA BXopa

Mpv yoayHOM/Heyda4yHOM BXofe nosib3oBaTenem B cuctemy 4yepes OpenldConnect AoMuHucTpaTtop
MOXKET BUAETb COOTBETCTBYIOLMNE COObITMA B JleHTe CobbITMA.

Nor asTopHIauHn

Bce w | Mocnegsue 10 » || BCg NONsI0EATENN v

Bpams CobibiTwe

20,03 2024 18:19:56
BOLLEA(A) B CIAcTawy Yapad it Tewy DpenidConnest | Btz IDP ¢ yaanéunesh anpecs 178 206 55 168

20.03.2024 18:19:54
BaUsen]a) 13 CACTEM b

20.03.2024 1

o
=
(==

BOWEN[a) B CHCTEMY € YAANEHHOND aapeca 178.205.53.174

20.03.2024 181910
BEILEN| &) M3 CHCTEME

20.03.2024 181817

BOWen(a) B CHCTEMY C YOaneHHoro agpeca 178.205.53.174

20.03.2024 181817
BRILIEME) U3 CACTEM b

NenTa cobbiTHK

&3 nedictenn nonbaoearenen [ Hactpoiika

Heyga4Haa noneiTHa Bxoaa Yepes cuctemy OpenldConnect / Blitz IDP ¢
yaanénHoro agpeca 178.205.55.188.

NMpuMep HACTpPOUKKM aBTOpU3auum yepes Open ID Connect

B npumepe npencTaBiieHa HaCTPOMKa KOHUIrypaLmMoHHOro ganna cuctemsl client.config ans
aBTOpM3aLmMm Yepes nposangepa Blitz IDP.
configSections
section name="openIdConnect"

type="Config.OpenIdConnectConfigurationSection, smcorelib"
configSections

openIdConnect
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providers
caption="Blitz IDP" clientId="Advanta"
metadataURL="https://blitz.domain.ru/blitz/oauth/.well-known/openid-configur
ation"
authenticationType="blitz" enabled="true" scope="openid"
clientSecret="00000000"
responseType="code" claimType="user id"

caption="SS0" clientId="a2nta"
metadataURL="https://blitz.domain2.ru/blitz/o0auth/.well-known/11"
authenticationType="blitz2" enabled="true" scope="profile"
clientSecret="11111111"
responseType="code" claimType="user id"

providers
openIdConnect

AOMUHUCTPATOP MOXKET HAaCTPOUTb aBTopM3aLmio Yepe3 nboro npoangepa
OpenldConnect.
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