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HacTtponka paboTbl cucteMmbl

PaboTa cucteMbl Ha HECTAaHAAPTHOM NOPTY

Mo ymon4yaHuio cncteMa ucnonbsyet 80 nopT npu paboTe no npotokony HTTP n 443 no
3awmuieHHoMy npotokony HTTPS. B cnyvae HE06X0AMMOCTM U3MEHEHUS CTaHAAPTHbLIX MOPTOB
TpebyeTca NpoM3BECTM COOTBETCTBYIOLLME N3MEHEHUSA C Y3/10M, COAEPXKALLUM NPUSIOXKEHNE
streamline:

1. MNepenante Ha y3en, cogepxawum katanor streamline (no ymonyanuio Default Web Site).

2. B obnacTtu «fencteue» (Actions) HaxxmnTe Ha KHOMKY «Mpueaskn» (Bindings) (PucyHok 4.1).

3. OTKpoeTCsa OKHO C NpMBSA3KaMu canTa, 4ToObl N3MEHUTb CTaHAAPTHbLIA NOPT Beb-y3Na,
BblLEJINTE ero N HAXXMUTE Ha KHOMNKY «3MeHnTb» (Edit) (PucyHok 4.1).
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PucyHok 4.1. - OKHO HaCcTpoeK NpuBA30K canTa
4. B oTKpbIBLWIEMCS OKHe «/I3MeHeHne npuBAa3kn canta» (Edit Site Bindings) (PucyHok 4.2), Bbl
MOXXeTe U3MEHUTb NopT.
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MoaTBepXaeHue NpaBa CO6CTBEHHOCTH

https://a2nta.ru/

HTML-taitn

PEKOMEHAYEMBIA CNOCo6 NOATBEDKAEHUA

1. Cravaiite daiin ¥ google249¢14cc6c991970.html

3arpysute HTML-ain Ha cBOW cainT ~

MoapoGHee...

Ter HTML

Google AHanWTuKa

Google MeHenxep TEros

2. 3arpyauTe dain Ha calT hitps://a2nta.ru/

YTo6bl NOATEEPMAEHHE OCTABANOCE B CUNE, He YAANAWTE 3arpysedHsIi dain
faWe Nocne yCnelwHoro 3ageplieHua Npoueaypsl.

Opyrue cnocobbl NOATBEPM AEHUS

NoBaBbTe MeTaTer B KO rMaBHOM CTPaHWUb
CBOEro caWta

WcnonesyiTe akkayHT Google Analytics %

McnonbsyrTe cBoW akkayHT [ucneTyepa

—_————— o

YOANWTE PECYPC  TOTOBO

PucyHOK 4.2, - OKHO HaCTPOWKMK BbIBpaHHOM NPUBA3KM

N3MeHeHue MaKCUMMaJZIbHOro pasMepa NpuKpensiseMoro

dauna

OrpaHunyeHve Ha pa3Mep NpUKpenaseMoro ansia 3agaeTcs B hanne
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httpRuntime.Release.config.
3Ha4veHne maxRequestlLength, pa3smep 3agaetca B Kunobantax

<?xml version="1.0" encoding="utf-8"7?>
<httpRuntime maxRequestlLength="102400" requestValidationMode="4.0"
requestValidationType="streamline.classes.CustomRequestValidator" />

3meHeHne MaKkcMManbHOro pa3mepa B cucteme go sepcum 3.03.2166.x

OrpaHuyeHve Ha pa3mep npukpenasemoro anna 3agaetcs B panne Web.config_.

Ecnun B kayecTBe cepsepa npunoxeHuns ncnonbsyetcs lIS 6 (OC Win2003), To o119 M3MeHeHUs
MaKCMManbHOro pa3Mepa NpUKpenseMoro B CUCTEMY (hanna yKaXkmTe 3HaYeHne napameTpa
maxRequestLength. Pa3mep 3apaetcs B kunobantax. EC/iv B KavecTBe cepBepa NpuioXKeHus
ncnonb3yetcs IIS 7 (OC Win2008), To nommmo yka3aHua 3HavyeHns maxRequestlLength gobasbTe B
cekuuno <system.webServer> TekcT:

<security>

&nbsp;&nbsp; <requestFiltering>
&nbsp;&nbsp; &nbsp; &nbsp;<requestLimits
maxAllowedContentLength=" 250000000 " />
&nbsp;&nbsp; </requestFiltering>
</security>

DenerupoBaHue NpaB aAMUHUCTPATOPA NPU HAJIUYUU TOJILKO
OO HOWN NINLLEH3UM aJMUHUCTPATOPA

1. 3anTun B cMCTEMyY NO4 TEKYLLUM aAMUHUCTPATOPOM
2. B npocune agmMmHucTpaTopa ybpaTh Pnaxxok «KAGMUHUCTPATOP»
3. BbinonHnTb CKPMAT Ha 6a3e AaHHbIX CUCTEMBI:

UPDATE DBO.Security Principals
SET IsAdmin ='True'
WHERE Username = 'admin'

Username - J10rvH roJib30BaTesIs, KOTOPOMY Ha3Ha4yaloTCs rnpasa aAMUHUCTPATOPa

MoaroroBka NoJib30BaTeNIbCKUX CTAHUUMN

Ons nHTerpaumm ¢ MS Project Ha paboyelt CTaHLUMKN [O/MKEH ObiTb YCTaHOBAEH MOAY/b UHTErpaLum,
L1151 Yero HY>KHO BbIMOSIHUTL Clieflytoune AencTBus.

1. Ona uHTerpaTopa nop Bepcuu cuctembl 1.7.9.0 u Bbiwe: YctaHosuTb .NET Framework 3.5
SP1. ®ann 6ubNNOTEKM MOXKHO HAaNTW B MOCTaBNSEMOM BMeCTe C AABaHTON AncTpubyTmnee, nnm
CKayaTb C canTa Microsoft.

2. NMpwm ncnonb3zosanum MS Project 2003": YcTaHoBUTL Habop nakeTa o6HoBNeHU KBI08002.

o extensibilityMSM.msi;
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o lockbackRegKey.msi;
o 0ffice2003-kb907417sfxcab-ENU.exe.
3. YcTaHoBUTbL MHTerpaTop - naketT MSProjectAddin nnm MSProjectAddin64 (ons 64-x
H6uTHbIX Bepcuin MS Project).
4. lNepe3arpy3nTb KOMMbIOTEP.

Hactponka MS Project 2003, 2007 - ecnv npu 3arpyske Project'a He nosBMAOCL NaHeNu
«ApBaHTa» («A2» NS CTapon BepCuMmM UHTerpaTopa) To:

1. 3anTn B MeHto «Bugy».
2. BbibpaTb noameHio «MaHeslb UHCTPYMEHTOB» U OTMETUTb rasIoYKon MYHKT «AfBaHTa» («A2»
ANs CTapon BepCun NHTerpaTopa).

HacTtpouka MS Project 2010 - ecsiv npu 3arpy3ske Project'a He NosaBMNOChL BKNagkn «HaacTponku»
C NaHenbo «AfBaHTa» («A2» Ons CTapon BepCMM MHTErpaTopa) Ha Hew To:

3anTun B MeHto «Pann».

BbibpaTb NyHKT «[MapaMeTpbl».

BbibpaTb NYHKT «HaaCcTponkm».

MpoBepunTb 4TO 3Ha4YeHne «Streamline Connection Addin» HaxogMTCA B @aKTUBHbIX
HaOCTPOMKax, ecin HeT, To AobaBuTb ero.

W

PyKoBoACTBO MO HacTpouke uHTerpauum c Active Directory

Tekywaa MHCTPYKUMS akTyanbHa ansa sepcum ADVANTA 3.20 u BoiLle.

NHcTpykumsa no HacTporke Active Directory ons ADVANTA 3.19 n 6onee paHHUX BEpCUiA
npoaykKTa.

O TOM, KaK U3MEHUTb HAaCTPOWNKM nocsae obHoBIEHUS cncTeMbl € 3.19 Ha 3.20 CM. Ha CTpaHuLe
onncaHmsa obHoeneHmsa 3.20.

OAavH poMeH

O6wan nupopmauus

JaHHbIA TUM MHTErpaLuy No3BoNsSET NOAKI0YaTbLCS K AIBaHTE C UCMO/b30BaHUeM Active
Directory ¢ KOMMNbIOTEPOB, Pa3MeLLeHHbIX B OAHOM AO0MeHe. [1py 3TOM [0NyCcKaeTcs, YTo
CepBep C CMCTEMON MOXKET HAX0AUTCA BHE IOMEHA, a reorpaduryeckmn - B 1toboi YacTn mupa.

WHTerpaumoHHoe peLleHne opueHTUPOBAHO Ha KOMMOHeHTbI Active Directory:
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1. Cnyxb6a depnepaunn Active Directory (AD FS).
2. Cnyxba kaTtanoros Active Directory; nocTyn K Helt ocywecTsnseTcs no LDAP.

Cnyxbbl (henepauun Active Directory ncnonb3syotcs ona ayTeHTUduUKaumm nonb3osatenen. AD FS
NMO3BOJISET UCMOJIb30BaTb TEXHOIOMNI0 eanHoro Bxoda (SSO). B HaweM cny4vae BaxkHO, 410 AD FS
ncnonb3lyeTt BcTpoeHHyo AyTeHTugumkaumo Windows, 4To N03BoNSeT BXOAUTL B cuctemy 6e3 BBoAa
norunHa n napons (tTpebyet HacTponku B IE n Firefox). Ecnm nonb3osatenn byayT ncnonb3oeats AD
FS ToNbKO HaxoAsCb B L,OMEHE, TO He 0653aTeNbHO AenaTb 3Ty CNy>Xby AOCTYMHON BO BHELLHIO0
CeTb.

Cnyx6bl KaTanoros AD 1Cnosb3yloTca ANs UMNopTa nosb3oBaTenei n3 AD B cuctemy u ans Boibopa
y4yeTHow 3anucu AD npu CBA3bIBAHUN C Nosib3oBaTesneM. CBA3biBaHME NPoMCcxXoamnT rno noto SID.

Ba>xHo!

Y1066l NCNONb30BaTb MHTErpauuio ¢ Active Directory, obpalieHune K cuncteme AgBaHTa
[OJDKHO BbINONHATLCSA N0 npoToKony https.

YcTtaHoBKa cnyXbbl pepepauunm Active Directory (B pomeHe knueHnTa, AD FS)

BaxHo!

Cepsep co cnyxbon enepaunn Active Directory (AD FS) oonKeH HaxoAUTbCA B JOMEHE Ha
cepBepe KJimeHTa. pn 3TOM MOXXHO YCTaHOBUTL CNYXXOy Ha cepBep C KOHTPOJIIepOM AOMeHa
(AD), ogHako cny»xba TexXHMYeCKON noaaep>Xku komnaHum Microsoft He pekomeHayeT
nNpoun3BoANTb NOA00OHbIE yCTaHOBKM: CNy>XObl AD 1 ADFS fosKHbI ObITb pa3MeLleHbl Ha
pa3nn4yHbIX XocTax (BM). MNpu 3Tom cepsep IS MOXXeT HaxoAUTbCA Kak Ha cepeepe (KameHTa)
BHYTPY LOMEHHOW CETU, TaK U Ha BHELLUHEM XOCTUH €.

Windows Server 2008R2

1. YcTtaHoBuTe IIS - MHCTPYKLIMSA NO YCTAHOBKE.

2. 3anycTuTe (hann ycTaHoBKU ciyxbbl henepaumm Active Directory 2.0. CKkavyaTb MOXeTe 34eCh.
OTKpoeTca macTep ycTaHOBKK AD FS 2.0 - «[lanee».

3. Ha ware «JIMueH3noHHoe cornaleHne» nocTaBnTh YeK-60KC «A npUHMMal0 yCNoBUsA
JNINLLEH3MOHHOro cornaweHusa» - «[lanee».

4. Ha ware «Posb cepsepa» Bblbepute ponb «Cepsep depepauumn» - «[anee».

5. Ha ware «YcTaHoBKa HeobxoaMMOro nporpamMMHoro obecneyeHns» Mactep yCTaHOBKM
aBTOMaTUYECKUN NPOBEPUT Hanmyne HeobxoamMbix Ansa cayxbbl hefepaumm KOMNOHEHTOB. -
«[lanee».

6. Mocne 3aBepweHunsa paboTbl MacTepa noctasbTe Yek-6okC «Korpa MacTep 3akpoercs,
3anyCcTUTb OCHAcTKy ynpasneHusa AD FS 2.0» onda ganbHenwen HaCTPONKIM Cny6bbl. =
«['0TOBO».
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Windows Server 2019

ke whe

©

10.
11.
12.

OTKponTe «ncnetyep cepsepoB».

YnpasneHue - [o6aBUTb POSiv U KOMMOHEHTHI

Ha ware «lNepen Havanom paboTbl» (eCam Takom NoaBmTCA) = «[lanee».

Ha ware «Tuvn ycTaHOBKW» BbibepnTe «YCTaHOBKa poJiel U KOMMOHEHTOB» — «[lanee».

Ha ware «Bbibop cepBepa» BbiDepuTe cepBep, Ha KOTOpoM ByaeT ycTaHOBJIeHa cnyxba
henepauum Active Directory = «Janee».

Ha ware «Ponn cepsepa» NocTtaBbTe Yek-60KC HanpoTuB ponu «Cny>xobl pepepauun Active
Directory».

MacTep gobasneHuns ponen n KOMMNOHEHTOB NPEeANOXNT A06aBUTb KOMMOHEHTbI, He0bXoAUMble
ana Cnyx6bbl penepaunn Active Directory. » «[1J06aBUTb KOMMOHEHTLI» - «[lanee»

LLUar «KoMMnoHeHTbI» ocTaéTcs 6e3 n3meHeHun - «Janee».,

Ha ware «Cnyx6bl thenepaunn Active Directory (AD FS)» » «[lanee».

. B npomexyTo4HoM ware «Cny6bl ponieit» AomkeH ObiTb akTUBEH Yek-60kc «Cnyxxba

penepauunn» - «lanee».

B npomexyTo4yHOM ware «Cnyx0bl posien» HUYero He MeHsanTe - «[lanee».
Ha ware «loaTBepxaeHne» - «YCTaHOBUTb».

Mocne ycTaHOBKM HEOBXOAMMbIX KOMMOHEHTOB 3aKponTe MacTep yCTaHOBKW.

HayanbHasa HacTpouka AD FS

3T1an 1. B gucneryepe cnyx®o6 IIS

YcTtaHoBuTe cepTuduKaT B [loBepeHHble KOPHEBbIE LIeHTPLI cepTudukaumm HYepes cepsep ADFS nnm
Ha cepsepe lIS.

Ecnu IS ycTaHOBMEH, TO COeNaTbh 3TO MOXHO TakK:

1.
2.
3.
4.

3anycTtute AQucnetyep cnyxb IIS.
BbibepuTte nokanbHbIN cepBep.
Ha HaYanbHOW CTpaHuMLE NOKaNbHOro cepeepa — MeHio «CepTuduKaTbl cepBepa>.
Ha cTpaHuue «CepTudukaTthbl cepeepa»:
1. nobaBbTe cepTUdUKaT:
* 160 3aBepeHHbIN, KYMNJIeHHbIN Y BEHO0PA,
= b0 co3aaHHbIN B LieHTpe cepTudukaumm AD CS (ecnm 3Ta cnyxba ycTaHOBNIEHa).

icnonb3oBaTb CaMO3aBEPEHHbIN CeEPTUDUKAT HE PEKOMEHOYETCS.

[Na Ka)aoro Nosib3oBaTenNs, KOTOpPbIN 3axoanT Yepes AD byaeT
npegynpexaeHve B 6paysepe. Bo MHornx bpaysepax 4Tobbl NPOAOIHKNTL
paboTy C TaknM cepTUDUKATOM, HaLO NpoeniaTb OnNpefesieHHbIe AeCTBUA,
HanpuMep, 806aBNTb CalT B MCKAOYEHMS, YTO MHOMMM MOJ1b30BaTENSAM
OyneT He nof cuny.

2. B none «MoHATHOe ums cepTudukaTta» snuwimte ums, Hanpumep: ADFS Certificate
3. B pa3nene «BbibpaTb XpaHunuulie cepTudukaTa oas HOBOro ceptudurkaTa:» -
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«JINYHBIN>.
4. 3akpounTe Aucnetyep cnyxb IIS.

3tan 2. HacTpouka Ha cepBepe

Windows Server 2008R2: lNocne yctaHoBky AD FS 2.0 ocHacTKa ynpaBsieHMsa AoskHa bbina
3anyCTUTbCA aBTOMaTMUYECKMN.

Ecnm 3Toro He npoun3owwsio, 3anycTmuTe OCHACTKY BPY4YHYto: MNyck = Bce nporpaMmbl -
AoMuHucTpupoBaHue - Ynpasnenue AD FS 2.0.

Windows Server 2019: B gucnetyepe cepBepoB HaXXMUTE Ha 3HAYOK yBegoMaeHuI (dnar ¢
BOCK/IMLATENbHbLIM 3HAKOM B TPeyrojibHUKe) - B OKHe «KOHUrypauma nocne pa3BepTbiBaHNS» KUK
Ha «3anyCcTUTb OCHacTKy ynpasneHus AD FS».

1. B oTKpbIBLUENCS OCHACTKe = «MacTep HacTponku cepeepa penepauum AD FS».

2. Ha ware «[1o6po noxxanosaTb!» BkIO4UTE Yek-bokC «Co3maTb cnyXxOy dpepepauumn» -
«Jlanee».,

3. Ha ware «BbibepnTe TN pa3BepThiBaHMA» - «A30nMpoOBaHHbIA cepBep pepepauum» -
«[lanee».

4. Ha ware «ma cnyxbol hefepauun» MoxHO BbibpaTb SSL-cepTudmkaT onsa seb-canta.
T.K. paHee nNpu HaCTpoMKax co3faBancs ToNbKo oanH cepTudukaT (ADFS Certificate), oH
noAcTaBUTCA NO yMon4aHuio, be3 npasa Bbibopa cepTUDUKATOB.

Ecnn cepTudunkaTos 6osbLue, BbiDEPUTE HYXKHBIN.
- «[lanee».

5. Ha ware «CBoaKa» MacTep HaCTPOMKMN MOKaXKeT, Kakue napameTpbl OyayT HaCcTpoeHbl Ans
cnyx6 AD FS. - «[lanee» = «3akpbITb»

Ecnn ocHacTka AD FS 3akpbiiach, 3anyCcTuTe eé 3aHOoBO.

6. B ocHacTke ynpasneHus AD FS kninmk no ccolike «ObszaTenbHo: podaBbTe AOBEPEHHYIO
NPoBepPSAIoLLYI0 CTOPOHY» = «3anyCTUTb>.

7. Ha ware «Bbibepute NCTOYHUK AaHHbIX» BKIOYUTE YeK-BokC «BBOA, MaHHbIX O
npoBepsAIoLLel CTOPOHE BPYUHYIO» = «[lanee».

8. Ha ware «Ykaxute otobparkaeMoe nms», B none «OTobpakaemoe ums:» BBeANTE UM ONs
npoBepstoLLen CTOPOHbI (Hanpumep: advanta), u, npu HeobxoammocTwn, Ntobbie NpuMeYaHns. -
«Jlanee»,

9. Ha ware «BbibepnTe npotnnb» yCTaHOBUTE 3Ha4YeHMe HanpoTus NyHkTa «Mpodunb AD FS».
- «[lanee».

10. Ha ware «HacTponTe cepTUMKaT» MOXHO yKa3aTb LOMOJHUTENbHbIA CepTUDUKAT
LIMpOBaHMA Mapkepa, ecnm 3To Heobxoaumo. - «[lanee».

11. Ha ware «Hactponte URL-agpec»:

o BK/OYUTE 4eK-60KC «BKNIOYMTb NOgAEepPXXKY NacCMBHOro npotokona WS-
Federation»,

o B none «URL-agpec naccmBHoro npotokona WS-Federation nposepstoLlein CTOPOHbI»
BBeAMTe agpec cTpaHuubl ADFS Login.aspx B Bawen cucteme (Hanpumep:
https://your.system.ru/streamline/ADFS Login.aspx).

- «[lanee».

12. Ha ware «HacTponTe ngeHTudmkaTopbl» B nose «NaeHTnhuKaTop OTHOLWEHMA 40BEPUS
npoBepstoLLe CTOPOHbI:» BBEAMTE agpec Ballen CUCTEMbI (HanpuMmep:
https://your.system.ru/streamline). » «[Janee».

13. Ha ware «BbibepuTe npaBuna aBTopusaLuny Bolfa4ym» = «PaspelwnTb SOCTYM K 3TOW
npoBepsoLLen CTOPOHE BCEM MOJIb30BaTESNIAM».
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nn, nocne HaCTPOMKKM MacTepa, HaCTPONTE KOHKPETHbIX NoJib30oBaTesien. = «[lanee».

14. Ha ware «'0TOBHOCTb As1s 406aBNeHNS OTHOLIEHNS NOBEPUS» MOXKETE NPOBEPUTL BCE
HaCTPONKK N HaXXxMuTe «[lanee».

15. Ha ware «[0TOBO» BKNOYMTE YeK-BOKC «OTKPbITb AUanorosoe oKHo «MiaMmeHeHue npasun
YTBEepXAEeHUN» ANA 3TOro OTHOLUEHUA [0BEepPUA NPOBEpPAIOLLEN CTOPOHLI Nocne
3aKpbITUA MacTepa» - «3aKpbiTb».

16. OTKpoeTCs OKHO «/3MeHeHMe npaBun yTBepXAeHUn ana advanta (otobpaxkaemoe nms,
KOTOPOE Bbl BBE/IN PaHeEe)».

1. Ha Bknaake «[Mpasuno NMpeobpasosaHns Belgaun» - «JobaBuTb NpaBuo...».
2. B macTepe pobasneHus npasuna npeobpasoBaHns YTBEPKAEHUSA:

1. Ha ware «BbibepuTe TN Npasuaa», Bolbepute WabsioH Npasuia yTBepPXAeHNUS:
«OTnpaBkKa yTBep>XAeHUN C NOMOLLbIO HacTpauBaeMoro npasuna». -
«Jlanee»,

2. Ha ware «HacTponTe NpPaBuI0 YTBEPKAEHNS»:

e B noJsie «/iMa npaBuna yTeepXxaeHusa:» Beegute nma: sid;

e B none «HacTpansaemoe npasnao:» BBeanTe Npasuno: c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/p
rimarysid"]=>issue(claim = c); (KonMpoBaTb BMeCTe CO 3HaKOM ;)

e - «[0TOBO>.

17. Nocne 3Toro cHoBa NOSABUTCH OKHO «M3MeHeHne nNpasua yTeepxaeHnn ana advanta» —» «OK»,

HacTtpouka cnyx0bbl katanoroB Active Directory Ha cepBepe ¢ yCTaHOBJIEHHOW A BaHTOM
(cepsep IIS)

Mpexnae 4yeM NpUCTynaTb K HAaCTPOWKaM, MpoBepbTe Haanydne/gobasbTe Ha cepaep
npuioxeHns dann ADFS Login.aspx B KOPEHb MPUIOXKEHUS.

Cnyx6bl kaTanoros AD 00/KHbI 6bITb AOCTYNHbI ANs cepsepa IIS no LDAP. [1ns cnctembl «AaBaHTa»
HaCTpOWKa CNyX0Obl BbINONHAETCS B KOHPUIYPaLMOHHbLIX harnax, HaxoaaWmnMncs B nanke ¢ seb-
KOHTEHTOM CUCTEMbI.

HacTtpouku nHterpauum co cny>xbou AD FS

Tonbko gna Windows Server 2008R2

1. Ha cepsepe cnyxbbl hepepaumnm B IS nepentn K canty AD FS: Cantel -> Default Web
Site -> AD FS = Is . [laHHbIA NYHKT akTyasieH TONbKO Ans cTapbix Bepcuit AD FS,
Ha4YMHasa ¢ Bepcum cnyxbol penepaumm 3.0 8 Windows Server 2012, IIS Ha cepBep co
cnyxbon hepepaunm yctaHaBanMBaTb HEOOXOANMOCTHY HET.

2. Ha cTpaHuue canta pasgen «lposepka NOSAJANHHOCTU» = BKJIKOYUTb KOMMOHEHT
«[Mposepka noannHHocTn Windows».

3. MepenTn B LONOJIHUTESIbHbIE MAapaMeTpbl JAHHOM0 KOMMOHEHTa = B HAaCTPOWKe
«PaclwmpeHHas 3awmTa» YCTAaHOBUTb «BbiK/loYeHa».
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ona HacTpounky ADFS Hy)XKHO yKa3aTb ABa napameTtpa B client.config B cekuun <appSettings>:

0e a2test - Ha3BaHWe fOMeHa
Ballen nHctannsauum ADVANTA.
NoeHTugurkaTop nposepsioLLen
CTOPOHbI, 6epeTcs U3 0CHaCTKK
ADFS «OTHowweHne
nosepns/OTHOLWEHWE [0BepUS
npoBepsoLLen
CTOpPOHbI/oeHTnuKaTop
NpoBepSIoLLEN CTOPOHbI»

<add key="AdfsRealm"
value="https://system.a2test.local/streamline" />

ne a2test - Ha3BaHMe OoMeHa
Bawen nHctannaumm ADVANTA.
Anpec cepsuca ADFS

<add key="AdfsIssuer"
value="https://adfs.a2test.local" />

TakXxe ecTb TPW OOMNOJIHNTEJIbHbLIX MapaMeTpa.

e AdfsShowPII - pexum oTobpakeHns NepcoHasibHOM NOb30BaTENLCKON MHopMaLUK B
coobuieHmnax 06 owmnbkax noaknyeHns K AD FS

<add key="AdfsShowPII" value="false" />

© 3HaYyeHue Nno yMoa4aHuo (Mnn ecnm napaMeTp He ykasaH) false - nHpopmaums,
no3BONAKLWAA NAEHTMDULMPOBaTL Nosib3oBaTens, byaeT ckpbiTa B coobLyeHnsx 0b
owwmbkax

o MpW yCcTaHOBKe 3Ha4veHus B true - B coobweHnn 06 owmnbke nogknwodeHns bynyt
oTobpaxkaTbCA NAEHTUDUKALNOHHbIE faHHble. Icnonb3yeTcsa npu oTaagkKe v noncke
npobnem nogknoveHnsa K AD FS. B pexxnme NpoMbILLNEHHOW 3KCMyaTaunn CUCTEMbI
napameTp LoJKeH BbITb yaaneH nam ycTaHoBJIEH B 3Ha4YeHne false!

e AdfsMode - pexxum npoBepkn cepTudmrKaTa

<add key="AdfsMode" value="Default" />

© MO YMOJIHaHMIO 3Ha4YeHne (nnm ecnm napameTp He ykasaH) Default - cTporum pexum,
KOTOPbI NPOBEPSAET BCIO LIENOYKY CEPTUGNKATOB.

© MOXHO 3a4aTb 3HaYyeHue Thumbprint - gaHHbLIN PeXUM NPUMEHSAETCSH, €CNN
cepTUgMKaAT CaMo3aBEPEHHLIN. ITOT PEXMM MPOBEPSET TONbKO AAThbl U OTNEYATOK
cepTudurkaTa.

e Thumbprint - ecnun B napameTpe AdfsMode ykasaHo 3HaveHne Thumbprint, B 3TOM cnyvae
HeobXxoaMMO yKa3aTb OTNeYaToK cepTudmrKkaTa: ocHacTka AD FS - CepTudmkaTtsl (Service
communications) - CN=ServerADFS.your.domain.local » Coctas - OTney4aTok.) Mpn 3TOM
o0bs3aTeNbHO Hao YKa3aTb AOMNOJHUTENbHLIN NapaMeTp:

<add key="AdfsThumbprint"
value="0cafe3b7025e9cfe48f83f5dcdff36122c6fcbbb" />

Mpun KonupoBaHUKN oTrNeYaTKa Yepe3 rpaduyeckmim NHTepdenc, OH MOXET CKOMMPOBATLCSA C
LOMONHNTESIbHBIMUA HEBUAMMBIMU CUMBOJIaMK. [103TOMY NPy KONMPOBAHMUM UCMOJIb3yNTe
KomaHay certutil.
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» HacTpowika uHterpauum co cnyxboi AD FS B haiine web.config (o sepcun 3.03.2166.x)
e HacTponka nHterpauun co cnyxbom AD FS B channe web.config (oo sepcun 3.19
BKJIIOYNTEJSIbHO)

HacTtpouka LDAP B ¢anne client.config

B rnaBHoMm pa3pene <configuration> nocne 3akpbiBatowero Tera </configSections>
nobasuTh cnepyoulee:

<ldapService ldapPath="LDAP://anpec cepsepa c AD/" baseDN="6a3a noncka o6bekToB B
AD">
<authenticationTypes>

<add authenticationType="Secure" />

<add authenticationType="Signing" />

<add authenticationType="Sealing" />

</authenticationTypes>

</ldapService>

e ldapPath - agpec cnyx6bbl. 3HavyeHMe no ymon4daHuto (LDAP://) MOXHO MCMONb30BaTb, KOrga
cepBep MPUIOXKeEHNS HaXOAUTCA B AOMeHe. VIHaye HY>XXHO yKa3aTb LeNCTBUTENbHbIN agpec
CNyX0bl M MOPT, €C/IM NOPT OTANYAEeTCA OT CTaHAapTHoro (389). Hanpumep:
LDAP://ad.domain.local/

e baseDN - 6a308bii DN KaTasnora nosb3oBaTesen.

o Ecan He yKasaH, To ncnosb3yetcs aedonTHoln DN, KOTOpbIN onpeaeneH B camon cyxbe
KaTanoros. Jlyywe yka3biBaTb AencTButensHoln DN. Hanpumep:

DC=domain,DC=1local

e authenticationTypes - Tunbl ayTeHTUUKaLNN.
BAunaoT Ha 3aWMWEeHHOCTb (LndpoBaHne 1 NoANMUCL) NepefaBaeMbIX AaHHbIX.
Mo ymonyaHuio: Secure, Signing, Sealing.

Ecnn B cnyxbe kKaTanoros HacTpoeH SSL (TpebyeT ycTaHoBku Certification Authority), To
HY>XHO yKa3aTb 3Ha4veHue SecureSocketsLayer B authenticationTypes.

B pa3zgen <configSections> pobaButh Ter:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib" />

Ecnn nogkntoveHune vyepes LDAPS, To npu HacTpoKKe BbIrpy3ku Yyepe3 LDAPS Heobxoanmo
yKa3aTb npoTokon LDAP ¢ noptom 636. Cekumnsa authenticationTypes B client.config
[OJKHa BbIFAAETh cneayowmm obpasom:

<ldapService ldapPath="LDAP://anpec cepsepa c AD:636/" baseDN="6a3a noucka
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obbekToB B AD">
<authenticationTypes>

<add authenticationType="SecureSocketsLayer" />
</authenticationTypes>

be3onacHoOCTb

Cnyxbbl (hefiepauun 1 NpUoXeHne He 0OMEHNBATCS HAaNPAMYIO, TOJIbKO Yepes bpaysep.
Monb3oBaTeslb BBOAUT NIOrMH M Naponb 4518 focTyna K Beb-cepsucam AD FS, a npunoxeHune HUKorga
He noJslydaeT 3Tu OaHHble. BMecTo nornHa v naponsa npuioxxeHue nony4vaet ot AD FS yTBepxaeHus,
a UMEeHHO OOoMeHHbIN sid nonb3oBaTens. [Mepenaya yTBepXAEHUIN MPOUCXOANT C UCMOJIb30BaHNEM
WndgpoBaHma. Takxe yTBepxaeHusa nognuceisatotcsa B AD FS, ncnonbsys SAML. [losepue
NPUSIOXKEHNS K CEPBUCY YTBEPXXAEHWUA OCHOBAHO Ha NOAMNWUCK, KOTOpas NpoBepsaeTcs No oTnevaTky
cepTuurkaTa.

Ba)HO MCMonb30BaTh 3aBEePeHHbIN cepTudukaT ana seb-cepsucos AD FS (3T0T cepTudgmkat
ycTaHaBimBaeTCa B IIS). IT0 He TOT cepTUdUKaT, KOTOPbIA UCMONb3YeTCs A1 NOANUCH U
LINPOBAHNSA YTBEPKOEHUN.

Ecnm cepTudukaTt He 3aBepeH LLEHTPOM cepTUduKaLmm (Co3faH caMo3aBEPEHHbIN), TO HYXXHO
OyneT ycTaHOBUTL €ro Ha paboyne CTaHUMM NONb30BaTENIEN B KOPHEBBIE LIEHTPbI
cepTuduKaumnmn. B 3Tom cnyyae sKCnopTupyeTca cepTUdmrKaT, CO34aHHbIA Ha ware 4 B
nogpasgene «HavyanbHaa HacTtponka AD FS»

HacTtpouka paboumnx ctaHuun

1. YcTtaHoBuTh cepTudurkaT B [loBepuTesibHble KOPHEBbIE LEeHTPbl CEPTUPMKALUN.

2. JobaBuTb cMCTeMy B HalexHble canTbl (CBoNCTBa bpay3epa —» be3onacHoCTb - HagexHsble
cantbl » Cantbl = JobaBnTb canT https://umsa cuctemol B ceptudmrkaTe besonacHoCcTn -
3aKpbIThb).

Hactponka uHTerpauum c AD B cucteme (AD FS)

Mocne BbINONHEHUSA BCEX HACTPOEK, OMUCAHHLIX Bbllle, akTUBUPYNTE CUHXPOHM3aumio ¢ AD B
cucteme ADVANTA.

Ona storo nof Y4€THbIMWN JaHHbIMW aAMUHNCTPATOPa CUCTEMDI:

1. nepenTN B NYHKT MEHI0 «ALMUHUCTPUPOBaHUE» - «ObLLNe HacTponKn» - «HacTonkn Active
Directory»;

2. B nopTneTte «HacTponku ceasm ¢ Active Directory (c ncnonb3osaHnem cny>xbol ADFS)»
YyCTaHOBUTb Yek-60KC B «Pa3pelwnTb NPOBEPKY y4eTHbIX AaHHbIX B Active Directory (c
MCcnosb3oBaHneM cyxobol ADFS)».
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Nanee, 4T0bbI B CUCTEMY MOXKHO ObI10 3aX04UTb MO AOMEHHBLIMU YYETHBIMU AAHHLIMU
NnoJib30BaTeNen, HYy)KHO 3arpy3nTb 3TUX NoJib3oBaTenen n3 AD. 3aecCb ABa BapuaHTa:

1. 3arpy3ka HoBbIX nonb3oBaTenen n3 AD B cuctemy, B HacTponkax Active Directory, nocne
aKTUBaLUMM CUHXPOHU3ALMN, NOSBMUTCSA KHOMKa «3arpy3uTb 13 Active Directory». C nomoLLbto
3TON KHOMKM MOXHO 3arpy3uTb BCEX HEOOXOAMMbIX MOJSib30BaTENEN B CUCTEMY. B 3TOM ciyyae
B CUCTEMe CO34al0TCSA HOBble MOJIb30BaTENMN C NPUBSA3KON K LOMEHHOWN YH4ETHOW 3arnuncu.

2. MNpuBsa3Ka yxe CyLLeCcTBYOLLEro nosb3oBaTtens cuctemol K AD. Ind 3TOro, No4 y4eTHbIMU
AaHHbIMW agMUHUCTPATOPa CUCTEMBI, HYXKHO NEPenTN B MyHKT MeHto «KoMaHaa B nuax» -
«Cnucok». BeibpaTb HeobxoAMMOro Nosib30BaTeNSA U3 CMUCKA U NEPENTM B KAPTOYKY
pefakTUPOBaHWNSA 3TOr0 NoMb30BaTeSNS, HAaXKaB JIEBOW KHOMKOW MbILLK MO CCbIJIKE AaHHOrro
nonb3oBaTtens. B noptnete «YyeTHas 3annch Active Directory» HeobxoANMO HaXKaTb KHOMKY-
CCbIIKY «3afaTb», rAe MOXHO byneT BbibpaTb HEOOXOAMMYIO OMEHHYIO YY4ETHYIO 3anncb ANS
NPUBA3KK NOJib30BaTENS.

Ecnn cepBep € CMCTEMOWN He BKJOYEH B OMEH, NP HaXXaTUK KHOMKK «3arpy3nTb n3 Active
Directory» Bo3HMKHeT owmnbka nogknoyveHns K Active Directory. B 3Tom cnyyae Heobxoammo
Ha)kKaTb KHOMKY «y4e€THas 3anncb» 1 BBECTW B MOSBUBLUEMCS OKHE JIOTVMH 1 Naposib
LOMEHHOro nonb3oBaTens. JIOrnH LO/HKEH BBOANTLCA B hopmaTe domain\user nam
user@domain.local.

Ecnu B nocnepyrowem BO3HUKHET NOTpebHOCTb NPOTOKON aBTOpM3auny noMeHsaTb ¢ AD FS Ha
NTLM, HeobxoanMo Nocne BHECEHNS M3MEHEHUI NPON3BECTM Nepe3arpy3Ky cepsepa
npunoxxeHuns ADVATNA, 4Tobbl N3MEHEeHMA BCTYNUAN B CUATY.

MynbTupomeHHocTb (NTLM)

BHUMAHMUE!

icnonb3oBaHme 3ape3epBnpoBaHHbLIX CMMBOIOB XML B KOH(MIypauMOHHOM (hanne
3anpeLeHo (& «<'>).

MynbTUAOMEHHAst aBTOPMU3aLIMS MO3BOSET NPOBOAUTL ayTEHTUMDMKALNIO NOJIb30BaTENEN C
nomoLbto Active Directory, HaxoaAWMXCS B Pa3IMYHbIX JOMEHaX BHYTpU opraHm3aumu. Mpu
3TOM Heob6XxoAuMo, 4TOObI cepBep C CUCTEeMOW HAaXOOUJICA B KOPHEBOM A OMeHe, a
TaK)Xe Ham4yme ABYCTOPOHHUX TPAH3UTUBHBLIX OTHOLLEHUI MEX Y KOPHEBbLIM 1 OCTasIbHbIMU
JIOMEHaMMU.

MynbTMAOMEHHOCTb paboTaeT no npoTokoay NTLM.
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HacTtpouku Ha cepsepe IIS

1. lna aBTOpM3auumn Ha cepBepe Yepe3 AD HeobxoanMo ycTaHOBUTBL cinyxby «Windows -
npoBepka nogsauMHHocTu» (Windows Authentication).

Windows Server 2008 R2:

OTKpbITb gUCNeT4ep cepeepa.

MepenTn B NYHKT «Ponmn».

Ha Bknagke «Cnyx6bl posien» Ha)kaTb Ha KHOMKY «[106aBuTb CyX0Obl ponen».

B nyHKTe «be30nacHOCTb» BKNOYMTb NYHKT «Windows - npoBepka NOAJNHHOCTU».
HaxaTb «[anee».

«YCTaHOBUTb».

ok wheE

Windows Server 2019:

OTKpbITb gucneT4yep CepBepos.

«YnpasneHne» - «[JobaBUTb POSIN U KOMMOHEHTbI».

Ha ware «Mepep Havyanom paboTbi» HaXxaTb «[anee».

Ha ware «Tun ycTaHOBKMW» BblbpaTb «YCTaHOBKa poJieit Nn KOMMOHEHTOB» U HaXXaTb
«[lanee»,

Ha ware «Bbibop cepBepa» BblibpaTb TEKYLLUIN CcepBep.

MepenTun B NYHKT «Ponb Beb-cepaepa(llS)» —» «Cnyxbbl ponen».

B nyHKTe «be30nacHOCTb» BKOYMTb NMYHKT «MpoBepka noaanHHoct Windows».
HaxaTb «[lanee», 3aTeM «YCTaHOBUTb».

W

© o w

Mocne ycTaHoBkY cNyxbbl «Windows - npoBepka NOAJIMHHOCTU» BbINOJIHATE NOJIHbIA Nepe3anyck
cepsepa c IIS Mocne BbINONHEHNS Nepe3anycka oTKponTe Aucnetyep cnyxob IIS:

1. Nepentn B pasgen «Cantol» = Default Web Site (canT ¢ ycTaHOBNIEHHOWN CUCTEMON).

2. 3aTeM nepenTu B noapasaen «Mposepka NOAMHHOCTU» (B 061acT NpoCcMoTpa
BO3MOXXHOCTEWN).

3. BKno4nTb KOMMNOHEHT «MpoBepka noaanHHocT Windows».

4. BKNOYNTb KOMMNOHEHT «AHOHMMHas NpoBepKa NOAJIMHHOCTU».

5. Bce ocTaJibHble KOMMOHEHTbI BbIKJIIOYNTb, €CJ/IN OHW BKJIIOYEHbI.

2. HacTtpouka client.config:
e nobasnsem Term B <configuration><configSections>:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib"/>

<section name="adDomains" type="Config.ADDomainsConfiguration,
smcorelib"/>

e nobassisem Ter B KOpeHb nocse Tera <configSections>:

Wiki [3.x] - https://wiki.a2nta.ru/



Last update:
04.07.2025  product:settings:system:configuration https://wiki.a2nta.ru/doku.php/product/settings/system/configuration?rev=1751614314
07:31

<adDomains>
<domains>
<add name="lmMa gomeHa" login="JlornH nonb3osaTtens" password="laponb"
ldappath="LDAP://Anpec LDAP(127.0.0.1:389)" />
</domains>
</adDomains>

rpe:

¢ 3HavyeHue «/mMa gomeHa» - noboe NOHATHOE UMS fOMEHa, KOTopoe ByaeT NCrnonb30BaThCA B
flepese npu 3arpysKe noJib3oBaTenen n3 KkaTasaora;

¢ 3HayeHue «JIOrnH Nosib3oBaTens» - OrnH NboOro Nosib3oBaTens Toro 4OMeHa, OT Kyaa byner
NpPon3BOAMTLCA 3arpy3Ka Nnonb3oBaTenen;

¢ 3HayeHue «Maposb» - NapoJib NOJb30BaTENA, JIOFMH KOTOPOr0 MCMO0J1b30BaICsH B 3HAYEHUN
«JlorvH nonb3oBaTens» (Bbiwe);

e 3HayeHne »LDAP://Anpec LDAP« - agpec cnyxbbl LDAP (Hanpumep:
LDAP://192.168.0.200:389 nan LDAP://domain. local:389).

Ons nobaBneHnsa HECKONbKMUX JOMEHOB HY>XXHO nobaBuThb COOTBETCTBYOLLEE KONNYECTBO
CTPOK, Ha4YNHatoWKnXca C Tera «add name...».

Ccbinka Ha npumep (anna Client.config c HacTponkamu nHTerpaunm nog NTLM

HacTpomnka paboumnx ctaHUuK

JobaBuTb cucTemy B pa3gen MecTtHasa nHTpaceTb (CBoncTBa bpaysepa - besonacHocTb - MecTHas
NMHTpaceTb = CanTbl = [lo6aBNTbL CalT C afpecoM CUCTEMbI = 3aKPbIThb).

HacTtpouka uHnterpauum ¢ AD B cucteme (NTLM)

Mocne BbIMNOJIHEHUS BCEX BbILUEOMUCAHHBIX HACTPOEK, HEOOXOAMMO aKTUBMPOBATb CUHXPOHM3ALNIO C
AD B camon cucteme. 114 3TOro nof y4eTHbIMU AaHHBIMU aAMUHUCTPATOPA CUCTEMBI:

1. nepenTN B NYHKT MEHI0 «ALMUHUCTPUPOBaHUE» - «ObLLMe HacTponKmn» - «HacTonkn Active
Directory»;

2. B noptnete «HacTponkm ceasm ¢ Active Directory (c ncnonb3osaHnem NTLM)» NocTaBuUTb YeK-
6okc HanpoTuB «Pa3pelwnTb NPOBEPKY YHeTHbIX AaHHbIX B Active Directory (C ncnosb3oBaHuem
NTLM)» .

Nanee, 4T0bbI NONL30BATENN MOI/IM 3aX0ANTb B cnctemy noa CBOMMU AOMEHHbLIMW YHETHLIMIA
3aMnNCAMM, NX HYXKHO 3arpy3nTb B cuctemy ns AD. 34nech pBa BapUaHTa:

1. 3arpyska HoBbIX nosb3osaTenen n3 AD B cuctemy, B HacTponkax Active Directory, nocne
aKTUBALMM CUHXPOHMU3ALMKM, NOSABUTCSA KHOMKa «3arpy3utb u3 Active Directory». C nomMoLLbIo
3TOM KHOMKM MOXXHO 3arpy3nTb BCeX HeobXxoanMbIX Nosb30BaTeNeN B CMCTEMY. B 3TOM ciyyae
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B CMCTEMe CO3[al0TCA HOBbIe MOJIb30BaTeNN C MPUBA3KON K JOMEHHOW Y4eTHOW 3anucu.

2. lNpuBsa3Ka yxe CyLeCcTBYIOLLEro nojis3oBatesns cuctemol K AD. 1ng 3TOro, No4 y4eTHbIMU
LaHHbIMW aJMUHNCTPATOPa CUCTEMbI, HY)KHO NEPEeNTN B MyHKT MeHI0 «KoMaHaa B nmuax» -
«Cnncok». BeibpaTb He0bX0AMMOro Nonb30BaTeNS U3 CIUCKA U MEPENTU B KapTOUKy
pefaKTUPOBaHMA 3TOr0 NOJIb30BaTeSIA, HaXaB JIeBON KHOMKOW MbILLW NO CCbIJIKE AaHHOro
nonb3oBaTens. B noptnete «YyeTHas 3anuce Active Directory» HeobxoANMO HaXkaTb KHOMKY-
CCbIIKY «3aflaTb», rae MOXHO byaeT BbibpaTe HEOOXOAMMYIO JOMEHHYIO YYETHYI0 3anuchb Ans
NPUBA3KK NOJib30BaTeNS.

HacTtpounka uHterpauum ¢ Google Calendar

Hactpouka uHterpauum c Google Calendar

MoapobHbIn anropuT™m - 3aechb
[Nna HaCTPONKM MHTerpaunm Heobxoanmbi:

1. Y4yeTHa#s 3anuce B Google.
[na 3Ton y4eTHOM 3anuncn fomkeH bbiTb focTyneH cepsuc Google Search Console n KoHconb
pa3paboTymka Google.

2. MpunoxeHne ADVANTA Ha https Beb-cepBepe € akTyanbHbIM 3aBEPEHHbLIM CepTUdnKaTom SSL.

3. MpmnBs3aHHbIN paboynin SSL-cepTUdMKaT K LOMEHY, Ha KOTOPOM HacTpauBaeTCs MHTerpauns
ADVANTA n Google Calendar API.

4. OTKpbITbIA 443 NOPT A5 BXOAALWEro 1 ncxoadiero tTpaduka. Jinbo caenatb
nepeHanpasjeHne nopTta Ha 443 NopT cepBepa, Ha KOTOPOM ycTaHoBsieHa ADVANTA.

B KayecTBe NpvMepa HAaCTPOMKN yKaxeM aomeH Beb-cepsepa https://a2nta.ru, agpec
npunoxeHus https://a2nta.ru/012345.

NHTepdeinc cepsucos Google Search Console n KoHconb pa3paboTyinka Google nocToAHHO
n3MeHseTcs. NprnBeneHHbIe HMKE CKPMHLIOTHI YKaXKyT BaM HamnpaBieHne HaCTPONKMN.

MoaknioyeHne poMeHa

3aBepbTe AoMeH Ha cepsuce Google Search Console, gnsa atoro:

1. nobaBbTe HOBLIV pecypc - «Pecypc ¢ npecdukcom B URL» - ykakute pecypc C MPOTOKOIOM
https B agpece;
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Bbi6epuTe TUN pecypca

Aometmuif pecype Pecypc ¢ npedukcom B URL

+ Bce URL ¢ nioGbiMu cyGaoMeHamu (m, www
wap.)

= Bce URL ¢ npedmkcom npotokona hitps nnu
http

* Heofxoaumo NOATBERMAEHNE C MOMOLLbIO

* Tonbko URL, oTHOCAWMECA K YKa3aHHOMY
= Tonbko URL ¢ onpefeneHHbiM npehukcom
npoToKona

* B03MOXHbI paaHbie cnocobbl
NOATESPKASHUA

hitps://a2nta.ry|

NPOOITIKUTH NMPOAOTKUTE

MNOAPOBHEE  OTMEHA

PucyHok 1 - JobaBuTb pecypc B Search Console
2. DenCcTBYNTe COrnacHoO pekomMeHaaumam (PUCcyHok 2).
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MopaTBepXAeHWe NpaBa CO6CTBEHHOCTH

https://a2nta.ru/

PEeKOMeHAYEMBIA CNOCo6 NOATBEPMAEHNA

HTML-cain 3arpy3sute HTML-daiAn Ha cBOM caiT A~

1. Cravaiite daitn ¥ google249¢14cc6c991970.himl

2. 3arpy3uTe dann Ha cadT hitps://a2nta.ru/

Y7106kl NOATBEPMAEHWE OCTABANOCH B CUME, He YAAnARTe 3arpymeHHbIR Gain
[a¥e Nnocne ycnewHoro 3aBeplleHns npoueaypb.

MoapoGHee...

[pyrue cnocobbl NOATBEDKIEHNA

NobaBbTe MeTaTer B KoM, MMasHON CTPaHWUb

Ter HTML )
CBOEro cavra

Google AHanWTuKa WcnonesyiTe akkayHT Google Analytics W
McnonbayirTe ceBoi akkaydT JucneTyepa

Google Menemxep Teros v -

YOANWTE PECYPC  TOTOBO

PucyHoK 2 - lMoaTeepXxaeHune npas

CKaYaHHbIN han HY>KHO 3arpy3nTb B KOPEHb CanTa, T.e 4Tobbl OH cTan gocTtyneH ana Google
no agpecy https://a2nta.ru/google6e61a8al15f815ba.html.
B cny4yae ycnewHon nposepku = «MoaTBEpPOANTb>.

3. JJoMeH nNosiBUTCA B CMNCKe, eC/n NpaBa YyCnewHo NogTBepXAeHbI.
Mpn BO3HMKHOBEHMM OWNBOK BbIAAIOTCA COOTBETCTBYOWME coobLieHuns. [ocne ycTpaHeHuns
owmnboK nepexoamnTe K crefyoLlemy Lary.
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& paBo co6cTBEHHOCTH NOATBEPXAEHO

Cnocob NogTBepHOEHMA

HTML-daitn

e }"-_'I,ﬁ,':-ql-:ITE' hain NOATEEPMASHWA, MHEYE OHO MOMET GbITh OTMEHEHD. YTObbI
NoaoTBEEPHAEHHWE OCTABANOCk B CHUNE, PEKOMEHAYETCA TakMeE WHCNONE30BaTE OPYIHUE CNocoBbl,

[OCTYMHbIe B pa3fene HacTpoiiku > MogTeepgeHne npaea co6CTREHHOCTH.

roTOBO  MEPEWATW K PECYPCY

PucyHok 3 - CoobLieHne o NoATBEPXXAEHNMN NpaB

Ecnm cepsuc Google Search Console He cMmor HanTu hann robots. txt B ykazaHHOM OOMeHe, TO B
ero KopHeBow KaTanor cinegyeT fobasnte hann ¢ uMeHeM robots. txt n cogepxumeim,
NPUBELEHHBIM HUXE.

YKa3aHHble HaCTp0l7IKVI NO3BOIAT BCEM M3BECTHbLIM B0TaM NHOEKCNPOBATb TOJIbKO MaBHYO CTPpaHULY
OOMeEHa.

User-agent: *
Disallow: /

User-agent: Yandex

Allow: /$

Disallow: /

User-agent: Mail.Ru

Allow: /$

Disallow: /

User-agent: StackRambler
Allow: /$

Disallow: /

User-agent: Googlebot
Allow: /$

Disallow: /

User-agent: googlebot-image
Allow: /$

Disallow: /

User-agent: googlebot-mobile
Allow: /%

Disallow: /

User-agent: Aport

Allow: /$
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Disallow: /

User-agent: msnbot
Allow: /%

Disallow: /

User-agent: psbot
Allow: /$

Disallow: /

User-agent: yahoo-slurp
Allow: /%

Disallow: /

Co3spaHue u HacTponka APl npoekTa

1. Nepengnute B KoHconb pa3paboTymka Google n co3ganTe HOBbIA MNPOeKT (PUCYHOK 4).

2. BBeouTe Ha3BaHue, KoTopoe ByaeT 0Tobpa)kaTbCs TONILKO B KOHCOMM pa3paboTymka.

BbiGepuTe NpoexkT

[— BBeguTe Ha3BaHWe NPOEKTa MNK NanKKW
Q

[3 co3mams nPoacrg./

)

HEOABHWE BCE
Wma

+/ §* Advanta Google Project @

WaeHTHDMKATOD

first-scout-242613

OTMEHA

OTKPbITb

PucyHok 4 - KHonka «Co34aTb NpoekT»
3. C rnaBHOM CTpaHUUbl nepenante K bubnnoteke API.
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= Go gle o* Advanta Google Project + Q - & D O a H A
—
& Bubnnoteka API
*
[obpo noxanoeartb B 6M6nnoTeky API .
,D,OKYMEHTaLIMﬂ, CCbITKK 1 OHTMMHSMDDBGHHb\ﬁ MOUCK.
. Q Mownck APl v cepsucos
L]
dunsTpoBaTh NO KapTtbi MOKA3ATb BCE (15)
BMAMMOCTE =
ch 3 -
JnA Beex (238)
OrpanMueHKbIA socTyn (2) Maps SDK for Android Maps SDK for i0S Maps JavaScript API
Google Google Google
KATErOPUA Maps for your native Android app Maps for your native iOS app Maps for your website
Peknama (11)
Ananuz (1)
Bonblune AaHHble (11)
MalumHHoe o6yyeHHne MOKA3ATb BCE (8)
BRori W cieTeMbl ynpa... (1)
Pecypebi (6)
VnpaeneHne s3aumone.. (1) ' Q [E]
Ba3bl faHHbBIX (2)
Dialogflow API Cloud Vision API Cloud Natural Language API
Rolnnae el spaspay () Google Google Google
WMHCTpyMeHTbI paspat... (13)
Builds conversational interfaces Image Content Analysis Provides natural language
SreKTPoOHHAA nouTa (1)
understanding technologies, such
Firebase (4) as sentiment analysis, entity..

Google Cloud API (24)

PucyHok 5 - Co3faHve HOBOro npoeKkTa
4. Hangute Google Calendar API, nepenauTe Ha CTpaHULY U HAXXMUTE «BKIOYNTb».
T D 6 a : A

1

= Google $* Advanta Google Project w Q -

& bubnuoTeka API

Google Calendar API
Google

Integrate with Google Calendar using the Calendar API
BK/MIOYUTL MOMPOBOBATL 3TOT API [

Tum 063op

S RILIC DL The Calendar AP lets you display, create and modify calendar events as well as work with many other calendar-

MocnepHee obHoBNeHMe related objects, such as calendars or access controls.

19.06.2019, 04:52 _ P
Moppobree.. [7

KaTeropus

G Suite 0 napTHepe — Google

HaaeaHue cepeuca Google's mission is to organize the world's information and make it universally accessible and useful. Through
calendar- products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
json.googleapis.com meaningful role in the daily lives of billions of people.

PucyHok 6 - KHonka nepexoga kK 6ubnvnoteke API
5. MepenguTe B NaHesNb ynpaBJieHNs 1 MPOBEPbTE CMUCOK BKOYEHHBIX 415 npoekTa API.
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= Google & Advanta Google Project + Q

q
H ]

D @ a i A

API APIu cepBuchbl API 1 cepBUChl ~+ BKIIOHMUTD API M CEPBUCDI

-

e MR Ee TS 1yac 64acoe 124acoe Tpaeds 2paHA 4 pguA 7 gven 14 pHen 30 gHen
1 BubnuoTeka

* ¥
Or  YueTHbie faHHble Tpaduk - OLWKBKH - MepauaHHas 3agepmKa =

A HeT fanHbix 33 BbIOPaHHBIA ’9::\"{,1

TekcT AnA puasTpaLum @

WA J 3anpoce OnGKM (%) 3ajlepmKa MegnaHHan (Mc) 3apepmKa 95% (Mc)

Google Calendar AP \| 9077

PucyHok 7 - Cnuncok BkOYEHHbIX APl Ha naHenun ynpasieHus
6. HacTponTe nHhopmaLmio 0 NpoeKTe.

- Mepengnte «Y4€THbIE AaHHbIE» = «Co30aTb YH4ETHbIE AaHHbIE» = «AOEHTUDUKATOP KANEHTa
OAuth»,

= Google & Advanta Google Project + Q

- P 6 a : A
API API v cepBuchl YyeTHble faHHble
o MaHenb ynpaeneHnA YueTHble parHble Okno sanpoca goctyna DAuth MNogTeepmAsHNE Npas Ha 4OMEH
i BuinnoTeka Co3paTh yueTHbIE ABHHbIE ¥
[+ YyeTHble gaHHble Knrou API
Menons3yeTes AnA ADCTYNE U MPOSEPKH KAOTS!

Waertuduxatop knuenta OAuth
MNossonseT 3aNpoCUTE COFNACME NOMBL3OBATENS HA AOCTYM NPUACKEHUA K M0 AaHHbIM @
Knrou cepamcroro akkaynTa

WenonsayeTtca axkayHTamMu poBoTOB ANA MEKCEPBEPHON AYTERTHHOMKALMM Ha YPOBHE NPHNOKEHNA

_,
@
8
=]
| m

MacTep co3gaHus yYeTHbIX BaHHbIX

OTBETETE Ha HECKOMEKO BOMNPOCOE, M Mbl MOMOMEM BaM OMPEAENHTE, KAKON TUM YHETHEIX JaHHLIX HY*HO MCNONE30BATE.

PucyHok 8 - Co3natb ngeHtugukatop kameHta OAuth
7. Mocne BbINOHEHMA NpeabIAyLWero NyHKTa nossuTcs Bkaagka OAuth consent screen:
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= Google Cloud Platform 2 TestCalendar = Q  Search products and resources

API APIs & Services OAuth consent screen

-
% Besbbeard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

o+«  Credentials User Type
() Internal @

Y 0OAuth consent screen

) o Only available to users within your organization. You will not need to
Dappia yerieation submit your app for verification. Learn more about user type

@ External @

s Page usage agreements

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add 1o the list of test
users. Once your app is ready 1o push to production, you may need to
verify your app. Learn more about user type

CREATE

Let us know what you think about our OAuth experience

B HEWN 3anonHuTe oba3aTenbHble NONA B NEPBOM OKHE;
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Google Cloud Platform  $e Test Calendar + arch products and resources
API APIs & Services Edit app registration
& Dashboard App information
m Library This shows in the consent sereen, and helps end users know who you are and contact
" you
[+ Credentials
App name *
{ Test Calendar ]
H OAuth consent screen

The name of the app asking for consent

Domain verification

User support email *
£ Page usage agreements { LT v ]
For users to contact you with questions about their consent %
[ App logo BROWSE ]

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

[ Application home page ]

Provide users a link to your home page

<l [ Application privacy policy link ]

BTOPOE OKHO MOXXHO NPOnyCTUTb,
nobasbTe allpeca nonb3oBaTenen, KaneHaapb KOTOPbIX HYXKHO CUHXPOHN3NPOBATb, B TPETLEM

OKHe.

X Add users

While publishing status is set to “Testing’, only test users are able to access the app. Allowed user cap prior

A
1o app verification is 100, and Is counted over the entire lifetime of the app.
LEARN MORE
I @gmail.com [~]

07100

8. MNocne 3TOro CHoBa NoBTOPUTE AeNCTBUS «llepenanTte «Y4€THble fAaHHble» - «Co3aaTh
YY4€THbIe faHHble» - «aeHTudumkaTop kavneHTa OAuth»».
9. B oTKpbIBLLIEMCA OKHe BbibepuTe «Desktop app».
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APT APIs & Services

v Dashboard

Library

O Credentials

i OAuth consent screen
= Dornain verification

Sa Page usage agreements

& Create OAuth client ID

A client ID is used to (dentify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setfting up OAuth 2.0 for more
information. Learn more about DAuth client types.

Application type *
[ Web application J
Android
Chrome app
i0s
TVs and Limited Input devices
Desktop app

l Universal Windows Platform (UWP)

PucyHok 9 - Bbibop Tuna npunoxxeHus
10. Yka3aB Tum, Bbl MNOJIy4nTE PEKBU3NTLI CEpTUdUKATA.

KnuneHT OAuth

HoenTudukaTop ¥ ceKpeT KNMEHTA MOMHO HARTK Ha cTpaHuue "YueTHsle

AaHHoie" B pazgene "AP| u cepencal

Moka oxno sanpoca goctyna QAuth ne BypeT enybnukosaHo,

fonyckaetes ve Bonee 100 nonmiTox exona ¢ 3anpocom ofnacTen

ACTE bl W H H NbHBIM QaHHBIM.
SHMCTEMA C QOCTYNOM K KO MOEHUMANbHDIM O ma. Nocne

NySnukayMuM B pAge cnydass TpedyeTcR NPOBEPKE, KOTOPaA MOMET
3aHATE HECKOMBKO SHER.

Baw wgeHTHdMRaTOp KNWEHTE

1859768589931 -1sdkg2knte43328jr1knfel j11fvub2v _apps.googleusercontent . con rﬂ

Baw CEKpPET KNWEHTAE

KOx1cOtSOLEWG x|

OK

PucyHok 10 - NoeHTudgukaTop

HacTtpouka cepBepa push-coobweHumn

HacTpoiika Hy>Ha, 4Tobbl Google oTnpasnsn push-coobLieHUs Ha cepBep B C/ly4Yae U3MeHeHNs,
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co3paHuns unn ynaneHuns meponpustus B Google Calendar.

15 3TOro HacTponTe AOMEH 1 noanuwmnTe rnonb3osatens B cucteme ADVANTA Ha KaHasl pacCbliKu
push-coobLieHwuin.

1. Nepenante B «<Y4€THbIE AaHHbIE» - «[0ATBEPXKAEHME MPAB Ha JIOMEH» N HAXXMUTE
«J100aBUTb L,OMEH»
2. Ykaxute nomeH 6e3 npotokona https:// n Haxxmute «1o6aBnTL LOMEH».

HacTpoiTe ygegoMneHus o Beb-nepexsate Ana npoekrta maximal-inkwell-
192410

b ¥SeJOMNeHWA Ha Salu¥ BHelWHWe
2 W NOOTESROWTE, YTO Bbl

ErMCTPHpOBaH B Search Console [F. nA
c hitps:// WK NOATEEPAKTE NPaBo
2o MeTogom Tposanaep AOMEHHBIE MMeH"
Howmer
PazpewnTs cTNpasnaTs Beb-XyKu B CReOYISLUMH OoMEH

aZnta.ru/012345

OTMEHA  OOBABWMTH OOMEH

PucyHok 11 - Beog numeHn gomeHa

Ecnn npun gobaeBneHnn gomeHa BO3HUKNA OWMOKaA, 3HAYUT Y UCNOb3YyeMON y4eTHoM 3anucy Google
HeT A0CTyMna K yKa3aHHOMY AOMeHyY, nMbo JOMeH HEBEPHO 3aBepeH B cepauce Google Search
Console.

Mocne BbIMOSHEHUS BCEX MYHKTOB MOXXHO NEPEXOANTL K HAaCTPONKe nHterpaumm ¢ Google
Calendar B pasgene «ALMUHUCTPUPOBAHNE>.

HacTpouka poctyna Kk MS Office Web Apps Server

NHhopmaumto 06 yctaHoBke MS Office Web Apps Server Bbl MOXXeTe HalTu Ha pecypcax Microsoft,
Hanpumep, 34€eCh.

Ana nHterpauum ¢ MS Office Web Apps, B COOTBETCTBUMN C INLEH3VOHHOW MOMNTUKON
KoMnaHum Microsoft, 4omKHO 6bITh NpMobpeTeHo/apeHa0BaHO TpebyeMoe KOmM4ecTBO
NINLLEH3WI.

HeobxoanMmble a5 pa3BepTbiBaHWS 3TOFO PELIEHNS TUMbI ANLEH3MIA yKa3aHbl Ha
COOTBETCTBYIOLLEM pecypce KoMmnaHum Microsoft.
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Mpw HeBePHO HaCcTpoeHHOM To4ke poctyna K Office Web Apps Server y IOKYMEHTOB B CUCTEME He
oTobpaXkaloTCs MKOHKN MPOCMOTPa AOKyMeHTa B web-uHTepdgence. CoobuieHmnin ob owmbkax npu
3TOM He BO3HMKaeT.

Onsa cepuca obpaboTku nsobpaxkeHnin MS Office Web Apps TpebyeTcs yCTaHOBUTb KOMIMOHEHT
Net.Pipe.
MoapobHble warm no yctaHoBke Net.Pipe.

HecTtaHpapHble NpoTOKONbI ANnA (hOpPMUPOBAHUA CCbINIKM

019 BO3MOXHOCTM NpUKpenesieHns cCbiok B CUCTeMe N0 HeCTaHAAPTHBIM NPOTOKO1aM HeobxoanmMo
B client.config nobaBuTb cnenyroLLyto 3anuck B cekuuio appSettings:

<appSettings>
<add key="CustomSchemes" value="ims;landocs"/>
</appSettings>

raoe 3HavyeHusa «ims» n «landocs» SBNAOTCA NpUMepaMn HeCTaHAAPTHbLIX MPOTOKOJIOB.

OTKNI04YeHne npeobpasoBaHUA HEKOTOPbIX CUMBOJIOB B
HTML-MHeMOHUKY

HauunHas ¢ Bepcun 3.24, nossmnaacb BO3MOXHOCTb YKa3biBaTb CUMBOJIbI, KOTOPbIE He ByayT
aBTOMaTM4eckn npeobpas3osbiBaThCA B UX html-npeacTtaBneHne npy COXpaHeHUM 3HaYeHNS
peKBM3UTA.

Ansa aToro B cekuumio <appSettings> ¢anna client.config Heobxonmmo fobasuTb NapameTp:

<add key="AntiXSSExceptionSymbols"
value="LessThan;GreaterThan;NoBreakSpace;Ampersand"/>

B 3HayeHumn value 4yepes TOYKY C 3ansSTON MOXHO NepedncanTb oT 1 o 4-x napameTpos,
COOTBETCTBYIOLMNX CUMBONAM:

Mapametrp |[CumMmBOn HTML-MHeMOHUKa
LessThan < &lt;

GreaterThan |> &gt;
NoBreakSpace|(Hepa3pbiBHLIN Npoben)|&nbsp;
Ampersand |& &amp;

[06aBnATb OaHHbLIN NnapaMeTpP B HaCTp0l7IKVI HY>KHO C OCTOPOXHOCTbIO, T.K. OH NMOBJINAET Ha
hopMaT XpaHeHUsa BCeX AaHHbIX B MONAX CUCTEMbI B 6yﬂ,yLLl,eM.
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Ina npeobpa3oBaHUs y)ke CoxpaHeHHbIX B B[] 3HayeHnn HTML-MHeMOHUK TpebyeTcs Ha CTpaHuue
/Pages/Utils/RestoreData.aspx HaxaTb kHonky Fix AntiXSSExceptionSymbols. 370
AencTene HeobxoanMo caenaTh OAUH pa3 Nnocsie MU3MEHEHUS 3Ha4YeHUs NapaMmeTpa
AntiXSSExceptionSymbols B ¢panne client.config.

3anyckaTb npoueaypy npeobpa3oBaHns xXenaTenbHO B Hepaboyee BpeMsi, Tak Kak onepauus
Jonras n pecypcoemkas Ha b/l 6onblimnx pasmepos. MNepen 3anyckoMm 3TON onepaunmn
obsizaTenbHo caenaTthb 63kan B/.

1)

Ina KoppekTHon paboTbl HTEerpaTopa ¢ MS Project 2003, Heobxoanmo nepen yCTaHOBKOW
NHTerpaTopa yCTaHOBUTbL NakeT obHoBneHnn KB908002. laHHbIN nakeT 0bHOBAEHMA Bbl MOXXeTe
HaWTW B apxuBe C AUCTpubyTnuBamMm nHTerpaTopa ansa sepcuin MS Project 2003.
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