13.12.2025 15:36 1/28 HacTpolika paboTbl cucTeMmsl

CopepxaHue
PaboTta cuCTeMbl HA HECTAHBAPTHOM MOPTY ....ccuvveeiiiieaiiiiaeaitieeeasiteeesssteeesssbeeesatseesasibeesassseeens 3
N3meHeHne MaKCcMMasibHOro pasMmepa NPUKPEnnaeMoro Gamna ..................ccccccvvvvvvvvvnienennns 4
HdeneruposaHne npas agMUHUCTPaTOpa NPu HaJINYUU TOJILKO OLHOU JINLLEH3UN

QUAMUHUCTPATOPE@  ...ccoooiiiiiiiiiiitte ettt ee e e e e e e e s e s s s bbb et e e ettt et e e e e e e e e s s e e bbb bbb e bbb b et e e e e e e eeessnnnnnssbbbnene e 5
MoAroToBKa MONMb30BATEIIBCKUX CTAHLMM ..........coocoooeeeeiiiiiiiiiiiiiirieaeet e e e e e e e e e s s et arraaeeaeeeas 5
PykoBoacTBO o HacTponke nHTerpauumn c Active Directory .................ccoccoviiiiiiiiiininnnnnn, 6
(0031110 =] T 6
(O L TTT L I oo Lo oLV = T 1< P PEEEURRRR 6
2o D S T L O PPPPPPPPTRTIN 6
YcTaHoBKa cnyxbbl hegepaunn Active Directory (B soMmeHe knmeHTa, AD FS) ...ooooiiiiiivinenen, 7
B KH O i et 7
WiINdows Server 2008R2 ....iviiiiiiiiioiii ittt 7
WINAOWS SEIVEN 2019 oottt et et e e e e e e e s s e s a bbb r e e e e aee s 7
HayvanbHas HACTPOMKA AD FS oo as 8
3Tan 1. B ancneTyepe CRYXO LIS .o 8
ITan 2. HACTPOMKA HA CEPBEPE .uviriieeiiuiiiiiieesaistittteessatttreeesssassbseeeeessasssseaeesaastbeeeessssssnneeasasas 8

HacTpoinka cnyxbbl kaTanoros Active Directory Ha cepBepe € YCTaHOBJIEHHON ALBAHTOM
(=T o)1= o JN 1 1) TP PPPRRT PP 10
HacTponkm nHTerpaumm co cNyXX00M AD FS ... 10
TonbKo ona Windows Server 2008R2 ....vuuiiiiiiiiiiiiiieeee st 10
BHUMAHUIE i e 11
HacTpoinka LDAP B haisie client.CONfIg ..oooooiiiiiiii i 11
Y= ]o] n = [of 2ol 1 YT UP PP SPPPP 12
HACTPOMKA PABOUMX CTAHLIAM coiiviirrieeseiiirite e e s s siitrae s e s s sibss e e e e s sttt e e e e s s bbb e e e e s e s nsbbe e e e e e s snbbnenaeenan 13
HacTponka nHterpaumm € AD B CUCTEME (AD FS) i 13
MynbTULOMEHHOCTD (NTLM) i e e e e e e e e e e e e e e e eeaaaraaees 14
BHUIMAHUIE! .ottt e e e e e e e e s e e e e bbb et e e e e e e eeee e e s s s s s aaanbaerreeees 14
HaCTPOMKIM Ha CEPBEPE [IS oottt et e e et e e e e s naere e e s 14
WiINAOWS SErver 2008 R2: .....iiiiiiiiiiiiiiiiiiee et e e e e e e e e e s s s bbb r e ata e e e e e e e e e s e nanan 14
WINAOWS SEIVEE 2010 L.uiiiiiiiiiiiiiiie ettt e e e e e e e s s bbb rr e et e e e e e ae e e s s s s bbb bbbbreeees 15
HaCTPOMKA PABOUMX CTAHLIMIM ...uvviviiiiiiiiieeeeeee e e e e e s e ees it e e e e e e e e e e e e e e s s s s s nssnnanarssaeeeeaeeeaeaaasnans 16
HacTporka nHterpaumm ¢ AD B cucTeME (NTLM) oo 16
HacTtpoika nuterpaummn ¢ Google Calendar ...................cccccccooiiiiiiiiiiiiiiii e 17
HacTponka uHTerpaumm € Google Calendar ... 17
TTOLKITHOUEHME LIOMEHA oeeeeeeieeiiitiieiettttbttitie e e s s e s e e e e e e e eeeeeeeeee e e ebebe bbb a e s e e e e e e e eeeeeeeeeeeesnensnnnnnnes 17
Co30aHMe Y HACTPOMKA APl TTPOEKTA wevvvvrrriiuniiiiiieiaeeeeeeeeeeeeeeeseessssssssssssnnaaasaaeaeeesaeeesesssssmnnne 21
HacTporKa cepBepa PUSh-COOBLLEHUIM .....ccccuviiiiiiiiiiieeeeee e e e e e e e es s e e e e e e e e e e e e e e s s s e nnnnnrnaeneees 26
HacTtpoiika poctyna K MS Office Web APPS SEIVEer ............ccccoooiiiiiiiiiiiiiiiiiiiiee e 27
BHUMAHUI e et aaaee 27
HectangapHbie NPOTOKOJbl A1 (POPMUPOBAHMA CCBITTKM ..........coooeiiiiiiiiaaiiiiiieeeeeaiieaeae s 28

Wiki [3.x] - https://wiki.a2nta.ru/



Last update:
18.04.2022  product:settings:system:configuration https://wiki.a2nta.ru/doku.php/product/settings/system/configuration?rev=1650289646
13:47

https://wiki.a2nta.ru/ Printed on 13.12.2025 15:36



13.12.2025 15:36 3/28 HacTpolika paboTbl cucTeMmsl

HacTtponka paboTbl cucteMmbl

PaboTa cucteMbl Ha HECTAaHAAPTHOM NOPTY

Mo ymon4yaHuio cncteMa ucnonbsyet 80 nopT npu paboTe no npotokony HTTP n 443 no
3awmuieHHoMy npotokony HTTPS. B cnyvae HE06X0AMMOCTM U3MEHEHUS CTaHAAPTHbLIX MOPTOB
TpebyeTca NpoM3BECTM COOTBETCTBYIOLLME N3MEHEHUSA C Y3/10M, COAEPXKALLUM NPUSIOXKEHNE
streamline:

1. MNepenante Ha y3en, cogepxawum katanor streamline (no ymonyanuio Default Web Site).

2. B obnacTtu «fencteue» (Actions) HaxxmnTe Ha KHOMKY «Mpueaskn» (Bindings) (PucyHok 4.1).

3. OTKpoeTCsa OKHO C NpMBSA3KaMu canTa, 4ToObl N3MEHUTb CTaHAAPTHbLIA NOPT Beb-y3Na,
BblLEJINTE ero N HAXXMUTE Ha KHOMNKY «3MeHnTb» (Edit) (PucyHok 4.1).
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PucyHok 4.1. - OKHO HaCcTpoeK NpuBA30K canTa
4. B oTKpbIBLWIEMCS OKHe «/I3MeHeHne npuBAa3kn canta» (Edit Site Bindings) (PucyHok 4.2), Bbl
MOXXeTe U3MEHUTb NopT.
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PucyHoK 4.2. - OKHO HaCTpOWKM BbIBpaHHON NPUBA3KM

N3MeHeHMe MaKCUMaNIbHOro pa3Mepa NpUMKpennaemMoro
daunna

OrpaHu4yeHne Ha pa3Mep NpuKpennsemMoro ¢ania 3agaeTcs B hanne
httpRuntime.Release.config.
3Ha4veHne maxRequestlLength, pa3mep 3agaetca B kunobantax

<?xml version="1.0" encoding="utf-8"7>
<httpRuntime maxRequestlLength="102400" requestValidationMode="4.0"
requestValidationType="streamline.classes.CustomRequestValidator" />

i3meHeHVe MakcMMasibHOro pa3mepa B cucteme go sepcum 3.03.2166.x

OrpaHuyeHve Ha pa3mep npukpenasemoro anna 3agaetcs B panne Web.config .

Ecnun B KayecTBe cepsepa npunoxeHuns ncnonbsyetcs lIS 6 (OC Win2003), To 4na n3MeHeHuUs
MaKCMMabHOro pa3Mepa NpPUKpPenaseMoro B CUCTeMy (hanna yKaxxuTe 3HavyeHne napameTpa
maxRequestLength. Pa3mep 3apaetcsa B Kunobantax. ECiv B KayecTBe cepBepa NpusioXXeHus
ncnonb3yetca lIS 7 (OC Win2008), To noMnmo ykasaHus 3HavyeHus maxRequestLength nobasbTe B
cekuuio <system.webServer> TekcT:

<security>
&nbsp;&nbsp; <requestFiltering>
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&nbsp;&nbsp; &nbsp; &nbsp;<requestLimits
maxAllowedContentLength=" 250000000 " />
&nbsp;&nbsp; </requestFiltering>
</security>

OenernpoBaHue NpaB aAMUHUCTPATOPA NPU HAJIMYUMU TOJILKO
OO HOWN NINLLEH3UM aJMUHUCTPATOPA

1. 3anTun B cucTemy nofA TeKyLWUM aaMUHUCTPATOPOM
2. B npoune agmMmnHmcTpaTopa ybpaTbh haaxxok «KAGMUHUCTPATOP»
3. BbInonHWTbL CKpUNT Ha 6a3e faHHbIX CUCTEMBI:

UPDATE DBO.Security Principals
SET IsAdmin ='True'
WHERE Username = 'admin'

Username - 710rnH nosib30BaTeJis, KOTOPOMY Ha3Ha4arTCA rnpaBa aAMNUHNCTPATOPa

NMoAroToBkKa NoJib30BaTeIbCKUX CTAHLUMH

Ins nHTerpaumm ¢ MS Project Ha paboyelt CTaHUMKN [O/MKEH BbiTb YCTAaHOBNEH MOAY/b UHTErpaLuu,
ISt 4Ero HY>KHO BbIMOJIHUTL Ceaylolmne feicTBuS.

1. Ona uHTerpaTopa nop Bepcum cuctembl 1.7.9.0 u Bbiwe: YctaHosuTb .NET Framework 3.5
SP1. ®ann 6ubnmMoTEKM MOXXHO HAaNTK B MOCTaB/IAEMOM BMeCTe C AlBaHTON ANCTpubyTuBe, nnu
CKavaTb C canTa Microsoft.

2. Mpu ucnonb3zosaHnu MS Project 2003": YcTaHoBUTL Habop nakeTa o6HoBneHU KB908002.

o extensibilityMSM.msi;
o lockbackRegKey.msi;
o 0ffice2003-kb907417sfxcab-ENU.exe.

3. YcTaHoBUTb UHTerpaTop - nakeT MSProjectAddin unn MSProjectAddin64 (onsa 64-x
H6uTHLIX Bepcuin MS Project).

4. MNepe3arpy3nTb KOMMbIOTEP.

Hactponka MS Project 2003, 2007 - ecqiv npu 3arpy3ske Project'a He NosABMIOCL NaHeu
«ApBaHTa» («A2» ona cTapon BepCun nHTerpaTopa) To:

1. 3anTu B MeHI0 «Bna».
2. BbibpaTb nogMeHto «MaHesb UHCTPYMEHTOB» M OTMETUTL FaNoYKOM NYHKT «AfBaHTa» («A2»
ONs CTapon BepCum NHTerpaTopa).

HacTtpouka MS Project 2010 - eciv npu 3arpy3ske Project'a He NosaBMNOChL BKNagkn «HaacTponku»
C NaHenblo «AfBaHTa» («A2» ons CTapon BepCUU UHTerpaTopa) Ha Hew To:

1. 3anTu B MeHto «Dann».
2. BbibpaTb NyHKT «[MapaMeTpbl».
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3. BbibpaTb NyHKT «HaacTponku».
4. MpoBepuTb 4TO 3HayYeHme «Streamline Connection Addin» HaxoOUTCS B aKTUBHbIX
HaACTPOMKax, ecniv HeT, To fobaBnThb ero.

PyKoBOoACTBO MO HacTpouke uHTerpauum c Active Directory

TekyLas MHCTPYKUMS akTyanbHa gaa sepcun ADVANTA 3.20 v BbiLle.

NHcTpykums no HacTporke Active Directory nna ADVANTA 3.19 n 6oniee paHHUX Bepcun
NpoAyKTa.

O TOM, KaK U3MEeHUTb HacTPOMKK nocsie obHoBIeHNs cucTeMbl € 3.19 Ha 3.20 CM. Ha cTpaHuLe
onncaHusa obHoeneHusa 3.20.

OAavH poMeH

O6wan nudpopmauus

JaHHbIA TN UHTErpaunn NO3BoNIAET NOAKIIIOYATLCA K AABaHTE C UCNosb3oBaHneM Active
Directory c KOMNbIOTEPOB, Pa3MeLLEHHbIX B O HOM AoMeHe. [1Ipn 3TOM JonyCcKaeTcs, YTo
CepBep C CUCTEMON MOXKET HaXOAUTCS BHE JOMEHA, a reorpacduyeckm - B 1toboin YacTn Mupa.

WHTerpaunoHHoe peLLeHne opreHTMPOBaHO Ha KoMMoHeHTbI Active Directory:

1. Cnyxba tenepaunn Active Directory (AD FS).
2. Cnyxb6a kaTanoros Active Directory; noctyn K Hel ocyuiecTsnaseTcs no LDAP.

Cnyx6bbl henepaunn Active Directory nucnonb3ytoTca ana ayTeHTudunKaumm nonb3osatenen. AD FS
No3BOJISET NCNONb30BaTb TEXHOIOMNIO eAnHOoro Bxoaa (SSO). B HaweM cnyyae BaxkHo, 4To AD FS
ncnonb3yet BcTpoeHHyto AyTeHTugukaumo Windows, 4To No3BoasieT BXOAUTb B cucTemy 6e3 BBoga
norvHa n napons (Tpebyet HacTponkm B IE u Firefox). Ecnn nonb3osatenu bynyT ncnosnb3osats AD
FS TONbKO HaxoAAaCh B JOMEHe, TO He 06a3aTeNlbHO AenaTb 3Ty Cyxby AOCTYNHON BO BHELLHIOW
CeTb.

Cnyx6bl kaTanoros AD nCnonb3yTCa Aas uMnopTa nosab3oBaTenen n3 AD B cuctemy v ans seibopa
y4yeTHon 3anuncm AD npu CBA3bIBaHUKM C NoJib3oBaTeneM. Cesa3biBaHMe nponcxoauT no nosto SID.

Ba)xHo!

YT0b6bl nCNoNb30BaTb MHTErpauuio ¢ Active Directory, obpaleHune K cncteme AgBaHTa
[OJKHO BbINOSIHATLCA N0 npoToKony https.
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YcTtaHoBKa cnyXxbbl pepepauun Active Directory (B pomeHe knuenTa, AD FS)

BaxHo!

CepBsep co cnyxbon enepaunn Active Directory (AD FS) nonKeH HaxoAUTbCA B JOMEHE Ha
cepBepe KJimeHTa. [pn 3TOM MOXXHO YCTaHOBUTb CNYXXOy Ha cepBep C KOHTPOJIIEPOM AOMeEHa
(AD), ogHako ciyxba TexHu4eckon noagepXxku komnaHum Microsoft He pekomenanyeTt
NpoOn3BOANTb NOAOOHbIE yCTaHOBKMN: CyX6bl AD 1 ADFS fosiKHbI ObITb pa3MelleHbl Ha
pa3an4yHblxX XocTax (BM). MNpu 3Tom cepsep IS MOXXeT HaxoAUTbCA KaK Ha cepeepe (KameHTa)
BHYTPY LOMEHHOW CETU, TaK U Ha BHELLUHEM XOCTUHTe.

Windows Server 2008R2

1. YcTtaHoBuTe IIS - MHCTPYKLKSA NO YCTAHOBKE.

2. 3anyctuTe thann yctaHoBKK cybbl henepaumm Active Directory 2.0. CkavaTb MOXXeTe 34eCb.
OTKpoeTcsa MacTep ycTtaHoBKM AD FS 2.0 -» «[lanee».

3. Ha ware «JIMueH3noHHoe cornaleHme» nocTaBnTh YeK-60KC «A NnpUHMMalo yCNnoBusA
JINLEH3UOHHOro cornaweHus» - «lanee».

4. Ha ware «Posib cepsepa» Bbibepute ponb «Cepeep depepauumn» - «anee».

5. Ha ware «YcTaHOBKa HeobxoaMMOro nporpamMMHoro obecneyeHns» mactep yCTaHOBKMN
aBTOMaTUYECKN NPOBEPUT Hanmyne HeobxoamMblx Ana cnyxbbl hefepaumm KOMNOHEHTOB. -
«[lanee».

6. Mocne 3aBepleHns paboTbl MacTepa NocTaBbTe Yek-60KC «Korpa MacTep 3akpoeTcs,
3anyCcTUTb OCHAcTKy ynpasneHusa AD FS 2.0» nnda ganbHenwen HaCTPONKKM Cnybbl. =
«[0TOBO>.

Windows Server 2019

OTKponTe «ncnetyep CcepBepoB».

YnpasneHue - [106aBnTb poan 1 KOMAOHEHTI

Ha ware «Mepep HavyanoM paboTbl» (eCnn Takon NosasuTCs) = «Janee».

Ha ware «Tuvn ycTaHOBKW» BbibepnTe «YCTaHOBKa poJiel U KOMMOHEHTOB» — «[lanee».

Ha ware «Bbibop cepBepa» BbiDepuTe cepBep, Ha KOTOPOM byaeT ycTaHOBJIeHa cnyxba

thenepauunm Active Directory = «Janee».

6. Ha ware «Ponn cepeepa» nocTaBbTe Yek-60KC HanpoTue ponn «Cnyxobl pepepauunn Active
Directory».
MacTep gobasneHuns ponen n KOMNOHEHTOB NPEANOXNT A06aBUTb KOMMOHEHTbI, He0bXoanUMble
ans Cnyx6bbl henepaunn Active Directory. = «[106aBUTb KOMNOHEHTbI» = «[lanee»

7. WWar «KoMnoHeHTbI» ocTaétcsa 6e3 nameHeHnn - «[lanee».

Ha ware «Cnyx6bl thenepaunn Active Directory (AD FS)» - «[lanee».

9. B npomexxyTo4yHoM ware «Cnyx6bl ponei» 0o/kKeH 6biTb akTUBEH Yek-60kc «Cnyxxba
penepauunn» - «lanee».
10. B npomexyTo4HOM wware «Cnyx0bbl ponen» HU4Yero He MeHanTe - «anee».

ke whe

©
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11. Ha ware «lloaTBepxaeHne» - «YCTaHOBUTb».
12. Mocne yCTaHOBKN HEOBXOOUMbBIX KOMMOHEHTOB 3aKPOMTE MacTep YCTaHOBKMU.

HauyanbHasa HacTpouka AD FS

3T1an 1. B gucnetyepe cnyx®o6 IIS

YcTtaHoBuTe cepTuduKaT B [loBepeHHble KOPHEeBbIe LIeHTPbl cepTudmkaumm HYepes cepsep ADFS nnu
Ha cepsepe IIS.

Ecnu IS ycTaHOBNEH, TO CAeNnaTh 3TO MOXHO TakK:

1. 3anyctute Oucnetyep cnyxo IIS.
2. BbibepuTe nokanbHbIN CepBep.
3. Ha HavanbHOW CTpaHuUe NoKaNbHOro cepeepa — MeHio «CepTUPuKaTbl cepBepa>.
4. Ha cTtpaHuue «CepTtudmnkaThl cepBepar:
1. pobaBbTe cepTUDUKaT:
* 60 3aBepeHHbIN, KYMNJIeHHbIN Y BEHO0PA,
* MbB0 co3haHHbIN B LieHTpe cepTudukaumnm AD CS (ecnm 3Ta ciykba ycTaHOBEHA).

icmonb30BaTb CaMO3aBEPEHHLIN CEPTUGNKAT HE PEKOMEHOYETCS.

[ns Ka)aoro noJsib3oBaTenNsi, KOTOPbIN 3axoanT Yepes AD byaeT
npenynpexxaeHue B bpaysepe. Bo MHorux 6paysepax 4Tobbl NPOAOIKNTL
paboTy C TaknM cepTUUKATOM, HaLo NpPoaesaTb ONpeaeNieHHbIe AeNCTBUA,
Hanpumep, 106aBUTb CAalNT B UCKJIOYEHNS, YTO MHOIMM MOJIb30BaTENAM
OyneTt He noa cuny.

2. B none «MoHATHOe uMs cepTudukaTa» snuimTe ums, Hanpumep: ADFS Certificate

3. B pa3gene «BbibpaTb xpaHunuLLe cepTudukaTa 418 HOBOrO cepTudukaTa:» -
«JINYHBIN>.

4. 3akponTe Auncnetyep cnyxob IIS.

dtan 2. HacTpouka Ha cepBepe

Windows Server 2008R2: lMocne ycTaHoBku AD FS 2.0 ocHacTKa ynpaBieHus AoJKHa bbina
3anyCTUTbCA aBTOMaTMUYECKH.

Ecnm 3Toro He npoun3oLwwsio, 3anycTmuTe OCHACTKY BPY4HY0: Myck — Bce nporpamMmel -
AnmMunHucTpuposaHue —» Ynpasnenue AD FS 2.0.

Windows Server 2019: B gucneTtyepe cepBepoB HaXXMUTe Ha 3HA4Y0K yBeaoMJeHU (dnar ¢
BOCK/IMLATENbHbBIM 3HAKOM B TpeyrojibHUKe) - B OKHe «KOoH(Urypaums nocne passepTbiBaHUA» KINK
Ha «3anyCcTUTb OCHACTKy ynpasneHus AD FS».

1. B OTKpbIBLLUENCS OCHACcTKe = «MacTep HacTponkmn cepeepa deaepaunn AD FS».
2. Ha ware «[l1o6po no>kanoBaTb!» BKIO4MTE Yek-6okC «Co3maTb cnyXxOy dpepepauunmn» -
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10.

11.

12.

13.

14,

15.

16.

«[lanee»,

. Ha ware «Bbibepute TN pa3sepTbiBaHuA» - «30nupoBaHHbIA cepBep denepauunu» -

«Jlanee».,

Ha ware «Mmsa cnyxbbl hepepaunn» MoXXHO BbibpaTb SSL-cepTudurkaT ans seb-canTa.
T.K. paHee nNpu HacTpoMKax co3aaBasca TONbKO oauH ceptudgukaT (ADFS_Certificate), oH
NoACTaBUTCA No ymMon4yaHuio, 6e3 npasa Bbibopa cepTUDUKaTOB.

Ecnu cepTudukaTos HosibLue, BoibepuTe HYXHbIN.

- «[lanee».

. Ha ware «CBoaka» MacTep HAaCTPOWKM MOKaXeT, Kakne napameTpbl OyayT HAaCTPOEHbI ANs

cnyx6 AD FS. - «[lanee» - «3aKkpblTb»

Ecnmn ocHacTka AD FS 3akpblsiacb, 3anycTuTe e€ 3aH0BO.

B ocHacTke ynpasneHusa AD FS knvk no ccoiike «0bsA3aTenbHO: fo06aBbTe JOBEPEHHYIO
NPoOBEpPSAIOLLYIO0 CTOPOHY» — «3anyCTUTb>.

. Ha ware «BbibepnTe NCTOYHNK LaHHbIX» BKIOYMTE 4Yek-6oKkC «BBOA, MaHHBIX O

npoBepsioLLei CTOPOHE BPYUHYIO» — «[lanee».

. Ha ware «Ykaxute 0T06pa>KaeMoe nmga», B none <<OT06pa>KaeMoe nMa.» BBEOUTE NMA Ond

npoBepstoLLen CTOPOHbI (Hanpumep: advanta), u, npn HeobxoammocTwn, Ntobble NpuMevaHns. -
«[lanee».

. Ha ware «BbibepuTte npodusib» ycTaHOBUTE 3Ha4YeHUe HanpoTus nyHkTa «Mpodunb AD FS».

- «[lanee».

Ha ware «HacTponTe cepTUdrKaT» MOXHO YKa3aTb AOMOJIHATENbHbIA cepTUudukaT
LWnhpoBaHMA Mapkepa, ecam 3To Heobxoaumo. = «[lanee».

Ha ware «HacTtponte URL-agpec»:

o BKJIOYUTE YeK-O0KC «BKNOYUTL NnoaaepXXKy naccMBHoro npotokona WS-
Federation»,

o B none «URL-agpec naccmeHoro npotokona WS-Federation nposepsitowen CTOPOHbI»
BBeauTe agpec ctpaHuubl ADFS Login.aspx B Bawen cucteme (Hanpumep:
https://your.system.ru/streamline/ADFS Login.aspx).

- «[lanee».
Ha ware «HacTponTe naeHTudukatopsl» B nose «AoeHTngrnkaTop 0THOLWEHUS L0BepUs
npoBepstoLLe CTOPOHbI:» BBEAUTE afpec Ballen CUCTeMbl (Hanpumep:
https://your.system.ru/streamline). » «[lanee».
Ha ware «BbibepnTe npaBuaa aBTopm3aunm Bbigadn» = «PaspewmnTb 4OCTYN K 3TON
NpoBepsoLLe CTOPOHE BCEM MOJIb30BaTESNIAM».
nwn, nocne HacTpoMKM MacTepa, HAaCTPOMTE KOHKPETHbLIX NoJib3oBaTenei. - «[lanee».
Ha ware «'oToBHOCTb Ans fobaBneHns OTHOLEHNSA LOBEPUS» MOXETE NPOBEPUTH BCE
HACTPOMKK N HaxXxMnTe «[laneex».
Ha ware «'0TOBO» BKOYNTE YeK-60KC «OTKPbITh AUANOroBoe OKHO «/I3MeHeHue npaBun
YTBEpP)XAEHUW» OIS 3TOro OTHOLLUEeHUA A0Bepus NPoBepPsAIoLLLEN CTOPOHLI Nocne
3aKpbITUA MacTepa» - «3aKPbiTb».
OTKpoeTCs OKHO «M3MeHeHMe NpaBua yTeepxaeHnn gna advanta (otobpaxaemoe nms,
KOTOpPOE Bbl BBE/IN PaHee)».
1. Ha Bknaake «[Mpasuno NMpeobpa3osaHns Bbigaun» - «obaBuTb NpaBuo...».
2. B macTepe pobasneHus npasuna npeobpasoBaHUs yTBEPXLEHNSA:
1. Ha ware «BblibepuTe TUN Npasunia», BbibepuTte WabsoH NpaBuia yTBEPKAEHUSA:
«OTnpaBKa yTBepXXAEHUUA C NOMOLLbIO HacTpauBaeMoro npasuaa». -
«Jlanee».,
2. Ha ware «HacTponTe NpPaBuiI0 YTBEPKAEHNS»:
e B noJsie «iMsa npaBuna yTeepXxaeHusa:» Beeaute nma: sid;
e B none «HacTpamBaemoe npaBuno:» BBeAuTe npasuno: c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/p
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rimarysid"]=>issue(claim = c); (KonMpoBaTb BMeCTe CO 3HaKOM ;)
e - «[0TOBOY.
17. Nocne 3Toro cCHoBa NOSABUTCS OKHO «M3MeHeHne nNpaBua yTeepxaeHnn ana advanta» = «OK»,

HacTtpouka cnyx0bbl katanoroB Active Directory Ha cepBepe ¢ yCTaHOBJIEHHOW AL BaHTOM
(cepsep IIS)

Mpexnae 4yeM NpUCTynaTb K HACTPONKaM, MpoBepbTe Haanyne/gobaBbTe Ha cepBep
npunioxeHuns dann ADFS Login.aspx B KOPEHb MPUNOXKEHUS.

Cnyx6bl kaTanoros AD 00/KHbI 6bITb AOCTYNHbI ANs cepsepa IIS no LDAP. [1ns cnctembl «AfBaHTa»
HaCTpomnKa cny>bbl BbINOMHAETCS B KOHOUIYPALIMOHHbIX (halnax, HaxoAsWwnMncs B nanke ¢ seb-
KOHTEHTOM CUCTEMbI.

HacTpouku nuterpauum co cny>xbou AD FS

Tonbko gna Windows Server 2008R2

1. Ha cepsepe cnyxbbl hepepauum B IS nepentn K canty AD FS: Cantel -> Default Web
Site -> AD FS - Is . [laHHbIN NYHKT aKTyasieH TOJIbKO Ans CTapbix Bepcuin AD FS,
Ha4YMHasa ¢ Bepcum cnyxbol penepaumm 3.0 8 Windows Server 2012, IIS Ha cepBep co
cnyxbon hepepaunn yctaHaBanBaTb HEOBXOANMOCTHY HET.

2. Ha cTpaHuue canta pasgen «lposepka NOSAJANHHOCTU» = BKJIKYUTb KOMMOHEHT
«[posepka noannHHocTn Windows».

3. MepenTn B LONOJHUTESIbHbIE MAapaMeTpbl JaHHOM0 KOMMOHEHTa = B HAaCTPOWKe
«PaclwmpeHHas 3aWwmTa» YCTAaHOBUTb «BbIK/l0YeHa».

Ans HacTtponku ADFS Hy)XHO yKa3aTb ABa napameTpa B client.config B cekuumn <appSettings>:

0e a2test - Ha3BaHWe fOMeHa
Bawen nHctannaumm ADVANTA.
NaoeHTudmrkaTop nposepstoLLen
CTOPOHbI, 6epeTcs N3 0OCHACTKK
ADFS «OTHoLweHne
nosepunsa/OTHOWEHNe noBepus
nposepsioLLein
cTopoHbl/aeHTnduKaTop
NpoBEPSAIOLLLEN CTOPOHbI»

lne a2test - Ha3BaHWe fOMeHa
Bawen nHctannsaumm ADVANTA.
Apnpec cepsuca ADFS

<add key="AdfsRealm"
value="https://system.a2test.local/streamline" />

<add key="AdfsIssuer"
value="https://adfs.a2test.local"” />

Takxe eCTb TPW OOMNOJIHWTENbHbLIX MapaMeTpa:
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e AdfsShowPII - pexxum oTobpaxkeHus nepcoHanbHON NoJsib30BaTeNbCKOM MHOPMaLMKM B
coobueHnax 06 owwnbkax nogknodeHuns K AD FS

<add key="AdfsShowPII" value="false" />

o 3HayYyeHue No YMONYaHMIO (MK ecnn napameTp He ykasaH) false - nHdopmaunms,
no3BoNALWas naeHTMPULMPoBaThL Nosib3oBaTens, byaeT ckpbiTa B coobiyeHmsax 06
owwmbkax

° MpuW YCTaHOBKe 3HayeHus B true - B coobweHunm ob ownbke nogknoveHunsa byayr
oTobpaxaTbCa NAEHTUDUKALMOHHbIE AaHHbIe. Icnonb3yeTca Npu 0TNaAKe U NOnCKe
npobnem nogkntoyeHns kK AD FS. B pexxume NpoMBbILLSIEHHOM 3KCNyaTaLumn CUCTEMBI
napameTp AoJKeH ObITb yAaNieH Uan yCTaHoBJEH B 3HavyeHne false!

e AdfsMode - pexxum npoBepkn cepTudmrKaTa

<add key="AdfsMode" value="Default" />

© M0 YMOJI4aHMIO 3Ha4YeHne (Mnun ecnm napaMeTp He ykasaH) Default - cTporum pexum,
KOTOPbIA NPOBEPSET BCIO LEENOYKY CEpTUGMKATOB.

© MOXXHO 3a4aTb 3Ha4YeHne Thumbprint - gaHHbLIN peXXUM NPUMEHSAETCSH, eCnun
cepTUUKaT CaMO3aBEPEHHbIN. ITOT PEXMM NMPoBepSeT TONbKO AaTbl K OTMNEYaATOK
cepTuduKaTa.

e Thumbprint - ecnu B napametpe AdfsMode yka3aHo 3Ha4yeHne Thumbprint, B 3ToM cnyyae
HeobXxoAMMO yKa3aTb OTNeYaToK cepTudmrkaTa: ocHacTka AD FS - CepTudmkaTtsl (Service
communications) - CN=ServerADFS.your.domain.local » Coctas = OTne4aTok.) Mpn 3TOM
obs3aTesIbHO HaJo yKa3aTb AOMOJHUTENbHLIN NapameTp:

<add key="AdfsThumbprint"
value="0cafe3b7025e9cfe48f83f5dcdff36122c6fcbb6" />

Mpu KONMPOBaHMM OTNEYaTKa Yepe3 rpanyecknin HTepdenc, oH MoXXeT CKOMMPOBATLCS C
AOMONHNTENbHLIMA HEBUAMMBIMU CUMBOJIAaMK. T103TOMY NpU KOMMPOBAHMM UCMOJIb3yNTe
KoMaHgy certutil.

e HacTponka nHterpauum co cnyxbom AD FS B channe web.config (oo sepcun 3.03.2166.x)
e HacTponka nHterpauun co cnyxbom AD FS B channe web.config (oo sepcun 3.19
BKJIIOYNTEJIbHO)

HacTtpouka LDAP B ¢panne client.config

B rnaBHom pa3pene <configuration> nocne 3akpoiBatowiero Tera </configSections>
nobasuTh cnepytoulee:

<ldapService ldapPath="LDAP://anpec cepsepa c AD/" baseDN="6a3a noncka o6bekToB B
AD">
<authenticationTypes>
<add authenticationType="Secure" />
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<add authenticationType="Signing" />
<add authenticationType="Sealing" />
</authenticationTypes>
</ldapService>

e ldapPath - agpec cnyx6bbl. 3Ha4eHMe no ymon4daHuio (LDAP://) MOXXHO MCMONb30BaTb, KOrga
cepBep MPUNOXKEHNS HaXOAUTCA B JOMeHe. VIHa4ye HY>XXHO yKa3aTb AeNCTBUTENbHbIN agpec
CNyx0bl 1 MOPT, €C/IM NOPT OTANYAETCA OT CTaHAapTHoro (389). Hanpumep:
LDAP://ad.domain.local/

e baseDN - 6a3oBbii DN KaTanora nosib3oBaTtesen.

o Ecan He ykasaH, To ucnosb3yetcs gedonTHel DN, KoTopbIn onpeaeneH B camown ciyxbe
KaTanoros. Jlyywe yka3blBaTb AelcTBUTENbHbIN DN. Hanpumep:

DC=domain,DC=1local

e authenticationTypes - Tunbl ayTeHTUGUKaLUN.
BAnsoT Ha 3aWuLLeHHOCTb (LWndpoBaHne 1 NoANUCk) nepeaBaeMbliX LaHHbIX.
Mo ymonyaHuio: Secure, Signing, Sealing.

Ecnn B cnyxbe kaTanoros HacTpoeH SSL (TpebyeT ycTaHoBku Certification Authority), To
HY>XHO YKa3aTb 3Ha4veHue SecureSocketslLayer B authenticationTypes.

B pa3gen <configSections> pobasuth Ter:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib" />

Ecnm nogkntoyeHne vyepes LDAPS, To npu HacTpowke Bbirpy3ku Yepes LDAPS Heobxoaumo
yKa3aTb npoTokon LDAP c nopTtom 636. Cekumsa authenticationTypes B client.config
LOJDKHa BbIrNAAETb Ciegytowmm obpasom:

<ldapService ldapPath="LDAP://anpec cepsepa c AD:636/" baseDN="6a3a noucka
obvekToB B AD">
<authenticationTypes>

<add authenticationType="SecureSocketsLayer" />
</authenticationTypes>

be3onacHoOCTb

Cnyxbbl hefepauun 1 NpuoXeHne He 0OMeHNBATCS HaNPAMYIO, TOJIbKO Yepes bpaysep.
Monb3oBaTeNb BBOAUT NOrMH 1 Naponb AN1a focTyna K Beb-cepsmucam AD FS, a npunoxeHne HUKorga
He noJjlydaeT 3Tu OaHHble. BMeCcTo nornHa v naponsa npuioxxeHue nony4vaet oT AD FS yTBepxaeHus,
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a MMeHHO [OMeHHbIN sid nonb3oBaTens. MNepefada yTeep)XAeHUA NPONCXOLUT C UCNOJIb30BaHNEM
wudposaHua. Takxe yTBepxaeHus noanucsisatotca B AD FS, ucnonssysa SAML. losepue
NPWUJIOXKEHNS K CEPBUCY YTBEPXKAEHWUA OCHOBAHO Ha NOAMWUCK, KOTOpas NpoBepseTcs No oTneyvaTky
cepTudukaTa.

Ba)XHO nCnonb3oBaThb 3aBEPEHHbIN cepTudukaT ana seb-cepsucos AD FS (3T0T cepTudmkar
ycTaHaBnmBaeTca B IIS). 3To He TOT cepTUPMKaAT, KOTOPBIN NCNOb3yeTCs ANd NOAMNCKU 1
LWNpPOBaHMA YTBEPXKAEHNN.

Ecnv cepTudukaT He 3aBepeH LeHTPOM cepTUUKaumnm (Co3gaH caMo3aBePEHHbIN), TO HYXXHO
OyneT ycTaHOBUTL ero Ha paboyune CTaHUMM NONb30BaTeIen B KOPHEBBIE LIEHTPbI
cepTudurkauun. B 3Tom ciydae skcnopTupyeTca cepTudurkaT, CO34aHHbIN Ha ware 4 B
nogpasnene «HavanbHas HacTpomka AD FS»

HacTtpounka paboumnx ctaHuM#

1. YcTaHoBUTL cepTudumKaT B [loBepuTe/ibHble KOPHEBLIE LEHTPblI CEPTUPUKALUN.

2. OobaBuTb cucTeMy B HagexHble canTol (CBoncTea bpaysepa - be3onacHoCTb = HafexHsble
cantbl =» Cantbl = JobaBnTb canT https://uma cuctemol B ceptudmkaTe 6esonacHoCcTn =
3aKpbITh).

HacTtpouka unterpauuu c AD B cucteme (AD FS)

Mocne BbINONHEHNSI BCEX HACTPOEK, ONMUCaHHbIX BbILE, aKTUBUPYNTE CMHXPOHM3auuio ¢ AD B
cucteme ADVANTA.

Ina s3Toro nof y4eTHbIMU OaHHbIMWM agMUHUCTPATOPa CUCTEMbI:

1. NnepenTn B NYHKT MEHI0 «KAAMUHUCTPUPOBaHME» —» «ObLmne HacTponkn» - «HacTonkn Active
Directory»;

2. B noptneTte «HacTponkuy ces3m ¢ Active Directory (¢ ncnono3oaHunem cnyxbbsl ADFS)»
YyCTaHOBUTb YeK-B0KC B «Pa3spelunTb NpoBepKy y4eTHbIX AaHHbIX B Active Directory (c
NCnosib30BaHMeM cyxbel ADFS)».

Nanee, 4T0ObI B CUCTEMY MOXKHO BbIN10 3aX04UTb NOA LOMEHHBIMUA YHETHLIMU OAHHBLIMU
nosib30BaTesNien, HY)KHO 3arpy3nTb 3TUX Nofb3oBaTenen n3 AD. 3aecb AaBa BapuaHTa:

1. 3arpy3ka HoBbIX nonb3oBaTenen n3 AD B cuctemy, B HacTponkax Active Directory, nocne
aKTUBALMM CUHXPOHU3ALMKM, NOABUTCSA KHOMKa «3arpy3untb n3 Active Directory». C noMoLLbIo
3TON KHOMKM MOXHO 3arpy3uTb BCEX HEOOXOAMMbIX MOJib30BaTENEN B CUCTEMY. B 3TOM ciyyae
B CMCTeMe CO3[alTCsA HOBble N0JIb30BaTesM C MPUBA3KON K JOMEHHOW Y4eTHOW 3anucu.

2. MNpuBsa3Ka yxe CyLLeCcTBYOLLEro nosb3oBaTtens cuctemol K AD. 1nd 3TOro, No4 y4eTHbIMU
AaHHbIMW agMUHUCTPATOPa CUCTEMBI, HYXKHO NEPENTU B MYHKT MeHI0 «KoMaHAa B nuax» -
«Cnucok». BeibpaTb Heobxo0AMMOro Nosib30BaTeNS U3 CMUCKA U NEPENTM B KAPTOYKY
pefakTUPOBaHWSA 3TOr0 NoMb30BaTeNs, HAaXKaB JIEBOM KHOMKOW MbILKW MO CCbIJIKE AaHHOrro
nonb3oBaTtens. B noptnete «Y4yeTHas 3annce Active Directory» HeobxoAnMO HaXKaTb KHOMKY-
CCbIIKY «3afaTb», rAe MOXHO byaeT BbibpaTb HEOOXOAMMYIO OMEHHYIO YHETHYIO 3anncb ANS
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NMPUBA3KKN NOJIb30BaTENA.

Ecnn cepBep € CUCTEMON He BKJIIOYEH B JOMEH, MPW HaXXaTUM KHOMKK «3arpy3nTb u3 Active
Directory» BO3HUKHeT owimbka noakatoyeHns K Active Directory. B 3Tom cnyvae Heobxogmmo
Ha)aTb KHOMKY «y4YeTHas 3anucb» 1 BBECTU B MOABMBLLUEMCS OKHE JIOTUH U NapoJib
LOMEHHOro nonb3oBaTens. JIOrMH LO/KEH BBOANTLCA B hopmaTe domain\user nau
user@domain. local.

Ecnn B nocneaytoLleM BO3HUKHET NOTPeOHOCTbL NPOTOKOJT aBTOpM3aUmn noMmeHaTb ¢ AD FS Ha
NTLM, Heobx04MMO MOCNe BHECEHMSA N3MEHEHWIA MPOU3BECTM Nepe3arpysKky cepeepa
npunoxeHns ADVATNA, 4Tobbl n3MEHeHNs BCTYNWUAN B CUAY.

MynbTupgomeHHocTb (NTLM)

BHUMAHMUE!

icnonb3oBaHme 3ape3epBrpoBaHHbIX CMMBOI0B XML B KOH(MIypauMOHHOM (hanne
3anpeweHo (& «<'>).

MynbTULOMEHHAs aBTOPWU3aLMs NO3BONSET NPOBOANTL ayTEHTUMPUKALMIO NONb30BaTeNeN C
nomoubto Active Directory, HaX0AALMXCS B Pa3NYHbIX JOMEHaX BHYTPM opraHusaumu. Mpu
5TOoM Heobxonumo, 4To6bl cepBep ¢ CUCTEMOU HAXOAMUJICA B KOPHEBOM iOMEHe, a
TaKXXe HaJmyme ABYCTOPOHHMX TPAH3UTUBHbIX OTHOLLUEHWIA MeXAY KOPHEBBIM WU OCTaslbHbIMU
LOMEHaMW.

MynbTUAOMEHHOCTb paboTaeT no npoTokoay NTLM.

Hactponku Ha cepsepe IIS

1. lna aBTOpM3auumn Ha cepBepe yepe3 AD HeobxoanMo ycTaHOBUTBL cnyxby «Windows -
npoBepka nogsauMHHocTu» (Windows Authentication).

Windows Server 2008 R2:

1. OTKpbITb gUcCneTYyep cepeepa.
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2. MepenTn B NYHKT «Ponun».

Ha Bknagke «Cnyx6bl posien» HaXkaTb Ha KHOMKY «[106aBUTb CiyX0bl posien».

B nyHKTe «be30nacHOCTb» BKAOYUTL NYHKT «Windows - npoBepKa NoAJIMHHOCTU».
HaxaTb «[anee».

«YCTaHOBUTbL».

o v W

Windows Server 2019:

OTKpbITb gucneTyep CepBepos.

«YnpaBneHne» - «[106aBUTb POSN N KOMIMOHEHTbI.

Ha ware «MNepen Havyanom paboTbi» HaXaTb «[anee».

Ha ware «Tun ycTaHOBKW» BblbpaTb «YCTaHOBKA POJIEN UM KOMMOHEHTOB» N Ha)XaTb
«[lanee»,

Ha ware «Bbibop cepsepa» BblibpaTb TEKYLLUN CcepBep.

MepenTun B NYHKT «Ponb Beb-cepaepa(llS)» —» «Cnyxbbl ponen».

B nyHKTe «be30nacHOCTb» BKOYMUTbL NYHKT «NpoBepka noaanmHHocTn Windows».
HaxaTb «[lanee», 3aTeM «YCTaHOBUTb».

N E

© N o w

Mocne yctaHoBkM cnyxbbl «Windows - npoBepka NOAJMHHOCTM» BbINOJIHATE NOJIHbIA Nepe3anyck
cepsepa c IIS Mocne BbINONHEHNS Nepe3anycka oTKponTe Aucnetyep cnyxb IIS:

1. Nepentn B pasgen «Cantol» = Default Web Site (caT ¢ ycTaHOBNIEHHOWN CUCTEMON).

2. 3aTeM nepenTun B nogpasgen «fposepka NOAJMHHOCTM» (B 061acTy npocMoTpa
BO3MOXXHOCTEN).

3. BkounTb KOMNoHeHT «lpoBepka NoaiMHHOCTM Windows».

4. BKNOYNTb KOMMNOHEHT «AHOHMMHas rMpoBepka NOOJIMHHOCTU».

5. Bce ocTasibHble KOMMOHEHThI BbIKJIYNTb, €C/IN OHW BKJTKOYEHbI.

2. HacTpouka client.config:
e nobasnsem Term B <configuration><configSections>:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib"/>

<section name="adDomains" type="Config.ADDomainsConfiguration,
smcorelib"/>

e nobasnsem Ter B KOpeHb nocne Tera <configSections>:

<adDomains>
<domains>
<add name="Wmsa gomeHa" login="JlornH nonb3osatens" password="laposb"
ldappath="LDAP://Anpec LDAP(127.0.0.1:389)" />
</domains>
</adDomains>

roe:

* 3HayeHue «NMsa foMeHa» - Ntoboe NOHATHOE M oMeHa, KoTopoe ByAeT NCNonb30BaTLCS B
[epeBe Npu 3arpysKe nosjib3oBaTeseil U3 KaTanora;
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* 3Ha4yeHwue «JIorMH Nosib3oBaTensa» - NOruMH NbOro NoNbL30BaTENA TOro AOMEHA, OT Kyaa byner
Npou3BOAMTbLCA 3arpy3ka noJsib3oBaTenen;

* 3Ha4yeHue «llaposb» - NapoJib NOJIb30BaTESIA, JIOFMH KOTOPOro UCMO0J1b30BaJiCsA B 3HaYeHUN
«JlornH nonb3osaTens» (BblLLe);

* 3HaveHue »LDAP://Anpec LDAP« - agpec cnyx6bl LDAP (Hanpumep:
LDAP://192.168.0.200:389 nnu LDAP://domain. local:389).

Ona nobaBneHns HECKONbKNX 4OMEHOB HY>XXHO 006aBMTb COOTBETCTBYIOLLEE KOIMYECTBO
CTPOK, Ha4YMHalowWwmxca ¢ Tera «add name...».

Ccblsika Ha npumMep ¢anna Client.config ¢ HacTporkamm nHTerpaunn nog NTLM

HacTtpounka paboumnx ctaHuu”

[o6aBnTb cucTemy B pa3aen MecTHas nHTpaceTh (CBoncTBa bpay3epa - besonacHoCcTb - MecTHas
NHTpaceTb = CanTbl = [lo6aBNTb CalNT C aApPecoM CUCTEMbI = 3aKpbIThb).

Hactponka uHTerpauum c AD B cucteme (NTLM)

Mocsie BbINOJIHEHMS BCEX BbILLIEONUCAHHbBIX HAaCTPOEK, Heobxoaunmo dKTUBUPOBATb CUHXPOHMN3aLUNIO C
AD B camon cucteme. 1ns 3TOro nog Y4€THbIMN OAaHHBbIMW aAMUHUCTPATOPa CUCTEMDI.

1. NnepenTn B NYHKT MEHI0 «KAAMUHUCTPUPOBaHME» —» «0Obmne HacTponkn» - «HacTonkn Active
Directory»;

2. B noptneTte «HacTpomnkn cea3m ¢ Active Directory (¢ ncnonb3zosaHnem NTLM)» NOCTaBUTb Yek-
OoKC HanpoTuB «Pa3pelnTb NPOBEPKY Y4EeTHbIX AaHHbIX B Active Directory (¢ ucnosb3oBaHmem
NTLM)» .

Nanee, 4TobblI NONb30BATEIN MOIJIM 3aX0OAUTb B CUCTEMY NMOL CBOUMWU LOMEHHBLIMW YHETHLIMU
3aMnCcamMun, NX HYXKHO 3arpy3nTb B cuctemy 13 AD. 3neck aBa BapMaHTa:

1. 3arpy3ka HoBbIx Nonb3oBaTenen n3 AD B cuctemy, B HacTporkax Active Directory, nocne
aKTUBaLUMM CUHXPOHU3ALMN, NOSBMTCA KHOMKa «3arpy3utb u3 Active Directory». C nomoLLbto
3TOW KHOMKM MOXXHO 3arpy3unTb BCeX HeobxoAMMbIX Mosib30BaTeNen B cucTemy. B 3Tom cnyyae
B CMCTEME CO3[al0TCA HOBbIE MOJIb30BaTENN C MPUBA3KON K LJOMEHHOW Y4EeTHOW 3anucu.

2. lNpuBsa3Ka yxe CyLLeCcTBYOLLEro nojib3osatens cuctemol K AD. 1ng 3TOro, No4 y4eTHbIMU
LaHHbIMW aAMUHUCTPATOPa CUCTEMbI, HY)KHO NEPENTU B MYHKT MeHI0 «KoMaHa B nmuax» -
«Cnncok». BelibpaTb He0bX0AMMOro Nonb30BaTENSA U3 CIUCKA U MEPENTN B KapTOUKy
pefaKTUPOBaHMA 3TOr0 NOJIb30BaTesA, HaXaB JIeBON KHOMKOW MbILLMW NO CCbIJIKE AaHHOro
nonb3oBaTtens. B noptnete «Y4yeTHas 3anuck Active Directory» Heobxo4MMO HaXaTb KHOMKY-
CCbIIKY «3aflaTb», rAe MOXHO byaeT BbibpaTe HEOOXOAMMYIO LJOMEHHYIO YYETHYI0 3anuchb Ans
NPWBA3KK NOJib30BaTeNS.
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HacTtpounka uHTerpauum ¢ Google Calendar

Hactpouka uHterpauum c Google Calendar

MoapobHbIA anropuT™m - 31eCh
JNsi HACTPONKIN UHTErpaLmum HeobxoauMsi:

1. Y4yeTHas 3anucb B Google.
Ina 3ToM y4eTHOM 3anucy aokeH bbiTb gocTyneH cepsuc Google Search Console n KoHconb
pa3paboTymka Google.

2. MpunoxeHne ADVANTA Ha https Beb-cepBepe C akTyanbHbIM 3aBEPEeHHbIM cepTudukaTom SSL.

3. MpmBs3aHHbIN paboynin SSL-cepTUdUKAT K LOMEHY, Ha KOTOPOM HacTpauBaeTCs MHTerpauus
ADVANTA n Google Calendar API.

4. OTKpbITbIA 443 NOPT AN BXOASALWEro 1 ncxoasaulero Tpaduka. Jinbo caenatb
nepeHanpasjeHne nopTta Ha 443 NopT cepBepa, Ha KOTOpPOM ycTaHoBseHa ADVANTA.

B KayecTBe npumepa HaCTPOMKM yKaxkeM AoMeH Beb-cepBepa https://a2nta.ru, agpec
npunoxeHuns https://a2nta.ru/012345.

NHTepgenc cepsucos Google Search Console n KoHconb pa3paboTynka Google nocTosHHO
n3meHseTcs. MpuBeLeHHbIE HMKE CKPUHLLOTBI YKaXKyT BaM HanpaBfieHNe HaCTPOVKW.

MoaxknioyeHue poMeHa

3aBepbTe AoMeH Ha cepsuce Google Search Console, gnsa atoro:

1. nobaBbTe HOBLIN pecypc = «Pecypc ¢ npecdukcom B URL» - ykaxute pecypc C MPpOTOKOIOM
https B agpece;
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Bbi6epuTe TUN pecypca

Aometmuif pecype Pecypc ¢ npedukcom B URL

+ Bce URL ¢ nioGbiMu cyGaoMeHamu (m, www
wap.)

= Bce URL ¢ npedmkcom npotokona hitps nnu
http

* Heofxoaumo NOATBERMAEHNE C MOMOLLbIO

* Tonbko URL, oTHOCAWMECA K YKa3aHHOMY
= Tonbko URL ¢ onpefeneHHbiM npehukcom
npoToKona

* B03MOXHbI paaHbie cnocobbl
NOATESPKASHUA

hitps://a2nta.ry|

NPOOITIKUTH NMPOAOTKUTE

MNOAPOBHEE  OTMEHA

PucyHok 1 - JobaBuTb pecypc B Search Console
2. DenCcTBYNTe COrnacHoO pekomMeHaaumam (PUCcyHok 2).
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MopaTBepXAeHWe NpaBa CO6CTBEHHOCTH

https://a2nta.ru/

PEeKOMeHAYEMBIA CNOCo6 NOATBEPMAEHNA

HTML-cain 3arpy3sute HTML-daiAn Ha cBOM caiT A~

1. Cravaiite daitn ¥ google249¢14cc6c991970.himl

2. 3arpy3uTe dann Ha cadT hitps://a2nta.ru/

Y7106kl NOATBEPMAEHWE OCTABANOCH B CUME, He YAAnARTe 3arpymeHHbIR Gain
[a¥e Nnocne ycnewHoro 3aBeplleHns npoueaypb.

MoapoGHee...

[pyrue cnocobbl NOATBEDKIEHNA

NobaBbTe MeTaTer B KoM, MMasHON CTPaHWUb

Ter HTML )
CBOEro cavra

Google AHanWTuKa WcnonesyiTe akkayHT Google Analytics W
McnonbayirTe ceBoi akkaydT JucneTyepa

Google Menemxep Teros v -

YOANWTE PECYPC  TOTOBO

PucyHoK 2 - lMoaTeepXxaeHune npas

CKaYaHHbIN han HY>KHO 3arpy3nTb B KOPEHb CanTa, T.e 4Tobbl OH cTan gocTtyneH ana Google
no agpecy https://a2nta.ru/google6e61a8al15f815ba.html.
B cny4yae ycnewHon nposepku = «MoaTBEpPOANTb>.

3. JJoMeH nNosiBUTCA B CMNCKe, eC/n NpaBa YyCnewHo NogTBepXAeHbI.
Mpn BO3HMKHOBEHMM OWNBOK BbIAAIOTCA COOTBETCTBYOWME coobLieHuns. [ocne ycTpaHeHuns
owmnboK nepexoamnTe K crefyoLlemy Lary.
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& paBo co6cTBEHHOCTH NOATBEPXAEHO

Cnocob NogTBepHOEHMA

HTML-daitn

e }"-_'I,ﬁ,':-ql-:ITE' hain NOATEEPMASHWA, MHEYE OHO MOMET GbITh OTMEHEHD. YTObbI
NoaoTBEEPHAEHHWE OCTABANOCk B CHUNE, PEKOMEHAYETCA TakMeE WHCNONE30BaTE OPYIHUE CNocoBbl,

[OCTYMHbIe B pa3fene HacTpoiiku > MogTeepgeHne npaea co6CTREHHOCTH.

roTOBO  MEPEWATW K PECYPCY

PucyHok 3 - CoobLieHne o NoATBEPXXAEHNMN NpaB

Ecnm cepsuc Google Search Console He cMmor HanTu hann robots. txt B ykazaHHOM OOMeHe, TO B
ero KopHeBow KaTanor cinegyeT fobasnte hann ¢ uMeHeM robots. txt n cogepxumeim,
NPUBELEHHBIM HUXE.

YKa3aHHble HaCTp0l7IKVI NO3BOIAT BCEM M3BECTHbLIM B0TaM NHOEKCNPOBATb TOJIbKO MaBHYO CTPpaHULY
OOMeEHa.

User-agent: *
Disallow: /

User-agent: Yandex

Allow: /$

Disallow: /

User-agent: Mail.Ru

Allow: /$

Disallow: /

User-agent: StackRambler
Allow: /$

Disallow: /

User-agent: Googlebot
Allow: /$

Disallow: /

User-agent: googlebot-image
Allow: /$

Disallow: /

User-agent: googlebot-mobile
Allow: /%

Disallow: /

User-agent: Aport

Allow: /$
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Disallow: /

User-agent: msnbot
Allow: /%

Disallow: /

User-agent: psbot
Allow: /$

Disallow: /

User-agent: yahoo-slurp
Allow: /%

Disallow: /

Co3spaHue u HacTponka APl npoekTa

1. Nepengnute B KoHconb pa3paboTymka Google n co3ganTe HOBbIA MNPOeKT (PUCYHOK 4).

2. BBeouTe Ha3BaHue, KoTopoe ByaeT 0Tobpa)kaTbCs TONILKO B KOHCOMM pa3paboTymka.

BbiGepuTe NpoexkT

[— BBeguTe Ha3BaHWe NPOEKTa MNK NanKKW
Q

[3 co3mams nPoacrg./

)

HEOABHWE BCE
Wma

+/ §* Advanta Google Project @

WaeHTHDMKATOD

first-scout-242613

OTMEHA

OTKPbITb

PucyHok 4 - KHonka «Co34aTb NpoekT»
3. C rnaBHOM CTpaHUUbl nepenante K bubnnoteke API.
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= Go gle o* Advanta Google Project + Q - & D O a H A
—
& Bubnnoteka API
*
[obpo noxanoeartb B 6M6nnoTeky API .
,D,OKYMEHTaLIMﬂ, CCbITKK 1 OHTMMHSMDDBGHHb\ﬁ MOUCK.
. Q Mownck APl v cepsucos
L]
dunsTpoBaTh NO KapTtbi MOKA3ATb BCE (15)
BMAMMOCTE =
ch 3 -
JnA Beex (238)
OrpanMueHKbIA socTyn (2) Maps SDK for Android Maps SDK for i0S Maps JavaScript API
Google Google Google
KATErOPUA Maps for your native Android app Maps for your native iOS app Maps for your website
Peknama (11)
Ananuz (1)
Bonblune AaHHble (11)
MalumHHoe o6yyeHHne MOKA3ATb BCE (8)
BRori W cieTeMbl ynpa... (1)
Pecypebi (6)
VnpaeneHne s3aumone.. (1) ' Q [E]
Ba3bl faHHbBIX (2)
Dialogflow API Cloud Vision API Cloud Natural Language API
Rolnnae el spaspay () Google Google Google
WMHCTpyMeHTbI paspat... (13)
Builds conversational interfaces Image Content Analysis Provides natural language
SreKTPoOHHAA nouTa (1)
understanding technologies, such
Firebase (4) as sentiment analysis, entity..

Google Cloud API (24)

PucyHok 5 - Co3faHve HOBOro npoeKkTa
4. Hangute Google Calendar API, nepenauTe Ha CTpaHULY U HAXXMUTE «BKIOYNTb».
T D 6 a : A

1

= Google $* Advanta Google Project w Q -

& bubnuoTeka API

Google Calendar API
Google

Integrate with Google Calendar using the Calendar API
BK/MIOYUTL MOMPOBOBATL 3TOT API [

Tum 063op

S RILIC DL The Calendar AP lets you display, create and modify calendar events as well as work with many other calendar-

MocnepHee obHoBNeHMe related objects, such as calendars or access controls.

19.06.2019, 04:52 _ P
Moppobree.. [7

KaTeropus

G Suite 0 napTHepe — Google

HaaeaHue cepeuca Google's mission is to organize the world's information and make it universally accessible and useful. Through
calendar- products and platforms like Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google plays a
json.googleapis.com meaningful role in the daily lives of billions of people.

PucyHok 6 - KHonka nepexoga kK 6ubnvnoteke API
5. MepenguTe B NaHesNb ynpaBJieHNs 1 MPOBEPbTE CMUCOK BKOYEHHBIX 415 npoekTa API.
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= Google & Advanta Google Project + Q

q
H ]

D @ a i A

API APIu cepBuchbl API 1 cepBUChl ~+ BKIIOHMUTD API M CEPBUCDI

-

e MR Ee TS 1yac 64acoe 124acoe Tpaeds 2paHA 4 pguA 7 gven 14 pHen 30 gHen
1 BubnuoTeka

* ¥
Or  YueTHbie faHHble Tpaduk - OLWKBKH - MepauaHHas 3agepmKa =

A HeT fanHbix 33 BbIOPaHHBIA ’9::\"{,1

TekcT AnA puasTpaLum @

WA J 3anpoce OnGKM (%) 3ajlepmKa MegnaHHan (Mc) 3apepmKa 95% (Mc)

Google Calendar AP \| 9077

PucyHok 7 - Cnuncok BkOYEHHbIX APl Ha naHenun ynpasieHus
6. HacTponTe nHhopmaLmio 0 NpoeKTe.

- Mepengnte «Y4€THbIE AaHHbIE» = «Co30aTb YH4ETHbIE AaHHbIE» = «AOEHTUDUKATOP KANEHTa
OAuth»,

= Google & Advanta Google Project + Q

- P 6 a : A
API API v cepBuchl YyeTHble faHHble
o MaHenb ynpaeneHnA YueTHble parHble Okno sanpoca goctyna DAuth MNogTeepmAsHNE Npas Ha 4OMEH
i BuinnoTeka Co3paTh yueTHbIE ABHHbIE ¥
[+ YyeTHble gaHHble Knrou API
Menons3yeTes AnA ADCTYNE U MPOSEPKH KAOTS!

Waertuduxatop knuenta OAuth
MNossonseT 3aNpoCUTE COFNACME NOMBL3OBATENS HA AOCTYM NPUACKEHUA K M0 AaHHbIM @
Knrou cepamcroro akkaynTa

WenonsayeTtca axkayHTamMu poBoTOB ANA MEKCEPBEPHON AYTERTHHOMKALMM Ha YPOBHE NPHNOKEHNA

_,
@
8
=]
| m

MacTep co3gaHus yYeTHbIX BaHHbIX

OTBETETE Ha HECKOMEKO BOMNPOCOE, M Mbl MOMOMEM BaM OMPEAENHTE, KAKON TUM YHETHEIX JaHHLIX HY*HO MCNONE30BATE.

PucyHok 8 - Co3natb ngeHtugukatop kameHta OAuth
7. Mocne BbINOHEHMA NpeabIAyLWero NyHKTa nossuTcs Bkaagka OAuth consent screen:
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= Google Cloud Platform 2 TestCalendar = Q  Search products and resources

API APIs & Services OAuth consent screen

-
% Besbbeard Choose how you want to configure and register your app, including your

target users. You can only associate one app with your project.
i Library

o+«  Credentials User Type
() Internal @

Y 0OAuth consent screen

) o Only available to users within your organization. You will not need to
Dappia yerieation submit your app for verification. Learn more about user type

@ External @

s Page usage agreements

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add 1o the list of test
users. Once your app is ready 1o push to production, you may need to
verify your app. Learn more about user type

CREATE

Let us know what you think about our OAuth experience

B HEWN 3anonHuTe oba3aTenbHble NONA B NEPBOM OKHE;
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Google Cloud Platform  $e Test Calendar + arch products and resources
API APIs & Services Edit app registration
& Dashboard App information
m Library This shows in the consent sereen, and helps end users know who you are and contact
" you
[+ Credentials
App name *
{ Test Calendar ]
H OAuth consent screen

The name of the app asking for consent

Domain verification

User support email *
£ Page usage agreements { LT v ]
For users to contact you with questions about their consent %
[ App logo BROWSE ]

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

[ Application home page ]

Provide users a link to your home page

<l [ Application privacy policy link ]

BTOPOE OKHO MOXXHO NPOnyCTUTb,
nobasbTe allpeca nonb3oBaTenen, KaneHaapb KOTOPbIX HYXKHO CUHXPOHN3NPOBATb, B TPETLEM

OKHe.

X Add users

While publishing status is set to “Testing’, only test users are able to access the app. Allowed user cap prior

A
1o app verification is 100, and Is counted over the entire lifetime of the app.
LEARN MORE
I @gmail.com [~]

07100

8. MNocne 3TOro CHoBa NoBTOPUTE AeNCTBUS «llepenanTte «Y4€THble fAaHHble» - «Co3aaTh
YY4€THbIe faHHble» - «aeHTudumkaTop kavneHTa OAuth»».
9. B oTKpbIBLLIEMCA OKHe BbibepuTe «Desktop app».
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APT APIs & Services

v Dashboard

Library

O Credentials

i OAuth consent screen
= Dornain verification

Sa Page usage agreements

& Create OAuth client ID

A client ID is used to (dentify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setfting up OAuth 2.0 for more
information. Learn more about DAuth client types.

Application type *
[ Web application J
Android
Chrome app
i0s
TVs and Limited Input devices
Desktop app

l Universal Windows Platform (UWP)

PucyHok 9 - Bbibop Tuna npunoxxeHus
10. Yka3aB Tum, Bbl MNOJIy4nTE PEKBU3NTLI CEpTUdUKATA.

KnuneHT OAuth

HoenTudukaTop ¥ ceKpeT KNMEHTA MOMHO HARTK Ha cTpaHuue "YueTHsle

AaHHoie" B pazgene "AP| u cepencal

Moka oxno sanpoca goctyna QAuth ne BypeT enybnukosaHo,

fonyckaetes ve Bonee 100 nonmiTox exona ¢ 3anpocom ofnacTen

ACTE bl W H H NbHBIM QaHHBIM.
SHMCTEMA C QOCTYNOM K KO MOEHUMANbHDIM O ma. Nocne

NySnukayMuM B pAge cnydass TpedyeTcR NPOBEPKE, KOTOPaA MOMET
3aHATE HECKOMBKO SHER.

Baw wgeHTHdMRaTOp KNWEHTE

1859768589931 -1sdkg2knte43328jr1knfel j11fvub2v _apps.googleusercontent . con rﬂ

Baw CEKpPET KNWEHTAE

KOx1cOtSOLEWG x|

OK

PucyHok 10 - NoeHTudgukaTop

HacTtpouka cepBepa push-coobweHumn

HacTpoiika Hy>Ha, 4Tobbl Google oTnpasnsn push-coobLieHUs Ha cepBep B C/ly4Yae U3MeHeHNs,
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co3paHuns unn ynaneHuns meponpustus B Google Calendar.

15 3TOro HacTponTe AOMEH 1 noanuwmnTe rnonb3osatens B cucteme ADVANTA Ha KaHasl pacCbliKu
push-coobLieHwuin.

1. Nepenante B «<Y4€THbIE AaHHbIE» - «[0ATBEPXKAEHME MPAB Ha JIOMEH» N HAXXMUTE
«J100aBUTb L,OMEH»
2. Ykaxute nomeH 6e3 npotokona https:// n Haxxmute «1o6aBnTL LOMEH».

HacTpoiTe ygegoMneHus o Beb-nepexsate Ana npoekrta maximal-inkwell-
192410

b ¥SeJOMNeHWA Ha Salu¥ BHelWHWe
2 W NOOTESROWTE, YTO Bbl

ErMCTPHpOBaH B Search Console [F. nA
c hitps:// WK NOATEEPAKTE NPaBo
2o MeTogom Tposanaep AOMEHHBIE MMeH"
Howmer
PazpewnTs cTNpasnaTs Beb-XyKu B CReOYISLUMH OoMEH

aZnta.ru/012345

OTMEHA  OOBABWMTH OOMEH

PucyHok 11 - Beog numeHn gomeHa

Ecnn npun gobaeBneHnn gomeHa BO3HUKNA OWMOKaA, 3HAYUT Y UCNOb3YyeMON y4eTHoM 3anucy Google
HeT A0CTyMna K yKa3aHHOMY AOMeHyY, nMbo JOMeH HEBEPHO 3aBepeH B cepauce Google Search
Console.

Mocne BbIMOSHEHUS BCEX MYHKTOB MOXXHO NEPEXOANTL K HAaCTPONKe nHterpaumm ¢ Google
Calendar B pasgene «ALMUHUCTPUPOBAHNE>.

HacTpouka poctyna Kk MS Office Web Apps Server

NHhopmaumto 06 yctaHoBke MS Office Web Apps Server Bbl MOXXeTe HalTu Ha pecypcax Microsoft,
Hanpumep, 34€eCh.

Ana nHterpauum ¢ MS Office Web Apps, B COOTBETCTBUMN C INLEH3VOHHOW MOMNTUKON
KoMnaHum Microsoft, 4omKHO 6bITh NpMobpeTeHo/apeHa0BaHO TpebyeMoe KOmM4ecTBO
NINLLEH3WI.

HeobxoanMmble a5 pa3BepTbiBaHWS 3TOFO PELIEHNS TUMbI ANLEH3MIA yKa3aHbl Ha
COOTBETCTBYIOLLEM pecypce KoMmnaHum Microsoft.
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Mpw HeBePHO HaCcTpoeHHOM To4ke poctyna K Office Web Apps Server y IOKYMEHTOB B CUCTEME He
oTobpaXkaloTCs MKOHKN MPOCMOTPa AOKyMeHTa B web-uHTepdgence. CoobuieHmnin ob owmbkax npu
3TOM He BO3HMKaeT.

Onsa cepuca obpaboTku nsobpaxkeHnin MS Office Web Apps TpebyeTcs yCTaHOBUTb KOMIMOHEHT
Net.Pipe.
MoapobHble warm no yctaHoBke Net.Pipe.

HecTtaHpapHble NpoTOKONbI ANnA (hOpPMUPOBAHUA CCbINIKM

N5 BO3MOXKHOCTW NPUKPENeneHns ccoinok B CuctemMe No HeCTaHAAPTHLIM NPOTOKOaM Heobxoanmo
B client.config nobaBnTb CneaytoLlyto 3anucb B cekumnio appSettings:

<appSettings>
<add key="CustomSchemes" value="ims;landocs"/>
</appSettings>

1)

Ina KoppekTHon paboTkl HTEerpaTopa ¢ MS Project 2003, Heobxoanmo nepen yCTaHOBKOW
NHTerpaTopa yCTaHOBUTbL NakeT obHoBneHnn KB908002. aHHbIN nakeT obHOBAEHNA Bbl MOXXeTe
HaWTW B apxuBe C AUCTpubyTnuBamm nHTerpaTopa ansa sepcuin MS Project 2003.
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