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PYKOBOACTBO NO HAaCTPOUKE UHTerpaLum ¢
Active Directory

TekyLwas MHCTPYKUMa akTyanbHa gaa sepcun ADVANTA 3.20 v Bbille.

NHcTpyKkums no HacTporke Active Directory ona ADVANTA 3.19 n 6oniee paHHUX Bepcun
NpoAyKTa.

O TOM, KaK U3MEeHUTb HacTPOMNKK nocsie obHoBIeHNS cucTeMbl € 3.19 Ha 3.20 CM. Ha cTpaHuLe
onncaHusa obHoeneHus 3.20.

OaouH poMmeH

O6wasn uHpopmauums

JaHHbIA TN UHTErpaunn No3BoSIAET NOAKIIIOYATLCA K AABaHTE C UCnob3oBaHneM Active
Directory c KOMNbIOTEPOB, Pa3MeLLEHHbIX B O HOM AoMeHe. [1pn 3TOM JOonyCcKaeTcs, YTo
CepBep C CUCTEMON MOXKET HaXOAUTCA BHE JOMEHA, a reorpacduyeckm - B 1tobon YacTun Mupa.

WHTerpaunoHHoe peLLeHne opreHTMPOBaHO Ha KoMMoHeHTbI Active Directory:

1. Cnyxba tenepaunn Active Directory (AD FS).
2. Cnyxb6a kaTtanoros Active Directory; noctyn K Hel ocyuiecTsnaseTcs no LDAP.

Cnyx6bl hepepaunn Active Directory ncnonb3ytoTca ana ayTeHTudunkaumm nonb3osatenen. AD FS
No3BOJISET NCMNONb30BaTb TEXHOOINIO eAnHOro Bxoaa (SSO). B HaweM cnyyae BaxkHo, 4To AD FS
ncnonb3yet BcTpoeHHyto AyTeHTugukaumo Windows, 4To No3BoasieT BXOAUTb B cucTemy 6e3 BBoga
norvHa n napons (Tpebyet HacTponkm B IE u Firefox). Ecnn nonb3osatenu byayT ncnosnb3osats AD
FS TOonbKO HaxoAAaCh B JOMEHe, TO He 06a3aTeNlbHO AenaTb 3Ty Cyxby AOCTYNHON BO BHELLUHIOW
CeTb.

Cnyx6bl KaTanoros AD nCnonb3yTCa 4S9 UMNOPTa noJsib3oBaTenen n3 AD B cuctemy u gns seibopa
y4yeTHon 3anuncm AD npu CBA3bIBaHUKM C NoJib3oBaTeneM. Cesa3biBaHMe nponcxoauT no nosto SID.

Ba)xHo!

YT0b6bl nCNoNb30BaTb MHTErpauuio ¢ Active Directory, obpaleHune K cncteme AgBaHTa
[OJDKHO BbINOSIHATLCSA N0 npoToKony https.
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YcTtaHoBKa cnyXxbbl pepepauun Active Directory (B momeHe knueHTa, AD FS)

Ba>xHo!

Cepsep co cnyxbon henepaumm Active Directory (AD FS) pomkeH HaxoaMTbCA B JOMEHE Ha
cepBepe KJmeHTa. Mpn 3TOM MOXXHO YCTaHOBUTL CNy>XOy Ha cepBep C KOHTPOJIIEPOM AOMEHA
(AD), ooHako cny>xba TeXHMYECKON Noadep>XKn KomnaHum Microsoft He pekomeHayeT
npon3BoanTbL NOA0OHbIE YCTaHOBKN: cnyx6bbl AD n ADFS 0omKHbI 6bITb pa3MeLLeHbl Ha
pa3nunyHbIX XocTax (BM). Mpu 3Tom cepsep IIS MOXeT HaxoANTLCA Kak Ha cepBepe (KaneHTa)
BHYTPW LOMEHHOWN CETU, TaK U Ha BHELLHEM XOCTUHTeE.

Windows Server 2008R2

1. YcTaHoBuTe IIS - MHCTPYKLUMSA MO YyCTaHOBKeE.

2. 3anycTute (hann ycTaHoOBKU ciyxbbl hegepaumm Active Directory 2.0. CKkavyaTb MOXeTe 34eCh.
OTkpoeTca macTtep ycTaHoBKM AD FS 2.0 -» «[Janee».

3. Ha ware «JInueH3noHHoe cornalleHne» nocTaBuTb Y4ek-60kC «fl npUuHMMalo yCcnoBus
JNINLLEH3MOHHOro cornaweHusa» - «[lanee».

4. Ha ware «Ponb cepBepa» Bbibepute ponb «CepBep pepepauumn» - «[lanee».

5. Ha ware «YcTaHoBKa Heobxoaumoro nporpaMMHoro obecneyvyeHns» Mactep yCTaHOBKM
aBTOMaTUYeCKN NPOBEPUT Hanu4yme HeobxoamMbix ons Cnyxbbl hefepau KOMNOHEHTOB. -
«[lanee».

6. MNocne 3aBepweHns paboTbl MacTepa NocTaBbTe Yek-60kC «Korpa MacTep 3akpoercs,
3anyCcTUTb OCHAcTKy ynpasneHusa AD FS 2.0» onda ganbHenwen HaCTPOMKKM Cnyxbbl. =
«[oTOBO».

Windows Server 2012

OTkponTe «lucneTyep CepBepoB».

YnpasneHue - [o6aBUTb POSiv N KOMMOHEHTHI

Ha ware «Mepep HavyanoM paboTbl» (€Cnn Takon NosasuTcs) = «anee».

Ha ware «Tun ycTaHOBKW» BbibepnTe «YCTaHOBKA pPoJied U KOMMNOHEHTOB» — «[lanee».

Ha ware «Bbibop cepBepa» BbibepuTe cepBep, Ha KOTOpoM ByaeT ycTaHOBNIeHa Clyxba

enepaumm Active Directory —» «[anee».

6. Ha ware «Ponu cepeepa» noctaBbTe YeK-60KC HanpoTne poan «Cnyxxobl pepepauun Active
Directory»>.
MacTep gobaBneHuns ponen n KOMNOHEHTOB NPEANOXUT A06aBUTb KOMMOHEHTbI, He0bXoANMble
ans Cnyx6ébl hepepaunn Active Directory. - «[106aBUTb KOMNOHEHTbI» = «[lanee»

7. War «KoMnoHeHTbI» 0CTAéTcsa 6e3 nameHeHnn - «[lanee».

Ha ware «Cnyx6bl henepaunn Active Directory (AD FS)» - «[lanee».

9. B npomexxyTo4yHoM ware «Cnyx6bl ponei» 0o/KeH 6biTb aKTUBEH Yek-60kC «Cnyxxba
pepnepauun» - «[lanee».

10. B npomexyToyHOM ware «Cnyxbbl posienn» HAYEro He MeHsAnTe — «[lanee».

11. Ha ware «lNoaTteep)xaeHne» - «YCTaHOBUTbL».

12. MNocne ycTaHOBKN HEOOXOAMMbIX KOMMOHEHTOB 3aKpOMTe MacTep YyCTaHOBKMN.

ke whe

®
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HavyanbHan HacTpouka AD FS

9T1an 1. B aucnetyepe cnyxo IIS

YcTaHoBUTe cepTUdMKAT B [JoBepeHHbIe KOPHEBLIE LIEHTPbI CepTudunkaumnm Yepes cepesep ADFS nnn
Ha cepsepe IS.

Ecan IIS ycTaHOBMEH, TO cAenaTbh 3TO MOXHO Tak:

1. 3anyctute Oncnetyep cnyxo IIS.
2. BbibepuTe nokanbHbIN CEPBEP.
3. Ha Ha4vanbHOW CTpaHuLe JIOKaJIbHOro cepeepa - MeHio «CepTudukaTtsl cepeepa».
4. Ha cTpaHuue «CepTudumkaTbl cepsepax:
1. pobaBbTe cepTUdUKAT:
= 1160 3aBepeHHbIN, KYMEHHbIN Y BEHA0PA,
* nbH0o co3aaHHbIN B LieHTpe cepTudukaumnm AD CS (ecnm 3Ta cnyxba ycTaHOBNEHA).

Micnonb3oBaTb CaMO3aBEPEHHbIN CEPTURUKAT HE PEKOMEHAYETCS.

[Na KaXx4oro nosib3oBaTens, KOTOpbIN 3axoanT vyepes AD byneT
npenynpexgeHune B bpaysepe. Bo MHorux 6paysepax 4Tobbl NPOA0IKNTL
paboTy C TakuM cepTUdMKATOM, Hafo NpoaenaTb onpeneneHHble 4ENCTBIS,
HanpuMmep, 806aBUTb CalT B MCKAOYEHMWS, YTO MHOMMM MOJ/1b30BaTENSAM
OyneT He noa cuny.

2. B none «MoHATHOe uMsA cepTudukaTa» snuwimTe umsa, Hanpumep: ADFS Certificate

3. B pa3nene «BbibpaTb XpaHunuuie cepTudukaTa aas HOBOro ceptTudurkaTa:» -
«JINYHBIN».

4. 3akpounTe Aucnetyep cnyxb IIS.

3tan 2. HacTpo#ka Ha cepBepe

Windows Server 2008R2: lNocne yctaHoBky AD FS 2.0 ocHacTKa ynpaBfieHMa Ao/kHa bbina
3anyCTUTbCA aBTOMaTMUYECKN.

Ecnm 3Toro He npoun3oLwsio, 3anycTuTe OCHACTKY BPY4YHYto: MNyck = Bce nporpaMmbl -
AoMuHucTpupoBaHue - Ynpasnenue AD FS 2.0.

Windows Server 2012: B gucnetyepe CepBepoB HaXXMUTE Ha 3HAYOK yBeaoMAeHuI (dnar ¢
BOCK/IMLATENbHbLIM 3HAKOM B TPeyrojibHUKe) - B OKHe «KOoHUrypaums nocne pasBepTbiBaHNS» KUK
Ha «3anyCcTUTb OCHacTKy ynpasneHus AD FS».

1. B oTKpbIBLUENCS OCHACcTKe = «MacTep HacTporku cepeepa penepauum AD FS».

2. Ha ware «[1o6po noxxanoBaTb!» BKIO4UTE Yek-60kC «Co3maTh cnyXxOy dpepepauumn» -
«Jlanee».,

3. Ha ware «BblibepuTe TN pa3BepThiBaHMA» - «A30n1MpoOBaHHbIA cepBep pepepauum» -
«[lanee».

4. Ha ware «ma cnyxbbl hepepauumn» MoXxHO BbibpaTb SSL-cepTudmkaT onsa seb-canta.
T.K. paHee nNpu HaCTpoMKax co3faBancs TosbKo oanH cepTudukaT (ADFS Certificate), oH
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13.

14.

15.

16.

17.

noAcTaBUTCA NO yMon4vaHuio, 6e3 npaBa Bbibopa CepTUDUNKATOB.
Ecnu cepTudunkaTos H6osbLue, BoibeprUTE HYXXHBIN.
- «[lanee».

. Ha ware «CBogka» MacTep HaCTPOMKMN NOKaXET, Kakne napameTpbl OyayT HaCcTPOEeHbl ANS

cnyx6 AD FS. - «[Janee» = «3aKpbITb»

Ecnm ocHacTka AD FS 3akpblfiacb, 3anycTuTte e€ 3aHoBO.

B ocHacTke ynpaBneHus AD FS knnk no ccoiike «0bA3aTenbHO: fo06aBbTe fOBEPEHHYIO
NPOBEPAIOLLYI0 CTOPOHY» — «3anyCTUTb».

. Ha ware <<Bb|6ep|/|Te NCTOYHMK OaHHbIX» BKNOYMTE YeK-60KC «BBOA AaHHbIX O

npoBepsAIoLLell CTOPOHE BPYUHYIO» — «[lanee».

. Ha ware «Ykaxute otobpakaemoe ums», B none «OTobpaxaemoe nms:» BBeANTE UMS 0N

NpoBepstoLLEN CTOPOHbI (Hanpumep: advanta), u, npn HeobxoammocTn, Ntobbie NpuMeYaHns. -
«[lanee»,

. Ha ware «BbibepuTte npognsib» ycTaHOBUTE 3Ha4YeHUe HanpoTus nyHkTa «Mpodunb AD FS».

- «[lanee».

Ha ware «HacTponTe cepTuduKaT» MOXXHO YKa3aTb AOMOJIHUTENbHbIA CepTudukaT
LWnpOBaHMA MapKepa, ecin 3To Heobxoanmo. - «lanee».

Ha ware «HactponTe URL-agpec»:

o BK/OYUTE 4eK-B0KC «BKNIOYMTb NnoaAepXXKYy NacCMBHOro nportokona WS-
Federation»,

o B none «URL-agpec naccnBHoro npotokona WS-Federation nposepstoLein CTOPOHbI»
BBeAuTe agpec cTpaHuubl ADFS Login.aspx B Ballen cucteme (Hanpumep:
https://your.system.ru/streamline/ADFS Login.aspx).

- «[lanee».
Ha ware «HacTponTte naeHTudunkatTopbl» B none «MaeHTuduKaTop 0THOLWEHNS 00BEPUS
npoBepsoLLen CTOPOHbI:» BBEAMTE agpec Ballen CUCTeMbI (Hanpumep:
https://your.system.ru/streamline). » «[anee».
Ha ware «BbibepuTe npaBunaa aBTopmn3aLnm Bbigadym» - «Pa3pewwmnTb 4OCTYMN K 3TON
npoBepstoLLe CTOPOHe BCEM MOJIb30BaTENAMY.
nwn, nocne HacTpoMKK MacTepa, HaCTPOMNTE KOHKPETHbLIX NoJib3oBaTenen. - «[anee».
Ha ware «[0TOBHOCTb AN fo6aBneHns OTHOLLEHNS [OBEPUS» MOXKETE NPOBEPUTb BCE
HaCTPONKN N HaXXMuTe «[lanee».
Ha ware «'0TOBO» BKOYNTE YEK-60KC «OTKPbITh AUANOrOBOe OKHO «/I3MeHeHue npaBun
yTBEep>XXAEeHUN» ANA 3TOro OTHOLUEHUSA [,0BEepPUs NPOBEepsAIoLLLEN CTOPOHBI Nocne
3aKpbITUA MacTepa» - «3aKPbITb».
OTKpoeTCs 0OKHO «M3MmeHeHMe NpaBua yTeepxaeHnn gna advanta (otobpaxaemoe nms,
KOTOpOE Bbl BBE/IN paHee)».
1. Ha Bknagnke «[Mpasuno MNpeobpa3oBaHuns Beiga4un» - «[JobaBuTb NpaBuo...».
2. B macTepe pobaBneHusa npasuna npeobpaszoBaHNs YTBEPKOAEHUSA:
1. Ha ware «BbibepuTe TN NpaBuaa», Boibepute WabnoH Nnpasunna yTBEPXXAEHNUS:
«OTnpaBKa yTBEpPXXAEHUA C NOMOLLbIO HacTpauBaeMoro npasunaa». -
«[lanee»,
2. Ha Wware «HacTponTe nNpaBuIo yTBEPXAEHNA»:
e B noJsie «iMa npaBuna yTBepXxaeHusa:» BeeauTe nma: sid;
¢ B none «HacTpaneBaemoe npasnio:» BBeguTe npasuio: c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/p
rimarysid"]=>issue(claim = c); (KonMpoBaTb BMECTe CO 3HAKOM ;)
e - «[0TOBO».
Mocne 3TOro CHoBa MOSIBUTCA OKHO «/I3MeHeHue npasun yTeepxaeHun ons advanta» - «OK».
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HacTponka cnyx6bl katanoroB Active Directory Ha cepBepe ¢ yCTaHOBNI€HHOM
ApBaHTtou (cepsep lIS)

Mpexnae 4yeM NpUCTynaTb K HACTPONKaM, NpoBepbTe Hann4ne/gobasbTe Ha cepsep
npunioxeHus ann ADFS Login.aspx B KOPEHb MPUIOXKEHNUS.

Cnyx6bl kaTanoros AD fo/mkHbI BbITb 4OCTYNHbI Ans cepeepa IS no LDAP. [1na cuctemsl «AfBaHTa»
HacTporKa cnyX0bl BbINOJIHAETCA B KOHPUTYPaLMOHHBIX (haliax, Haxo4AaWmMMNCS B nanke ¢ Beb-
KOHTEHTOM CUCTEMBI.

HacTpouku uHTerpauum co cnyxoom AD FS

Tonbko gna Windows Server 2008R2

1. Ha cepsepe cnyxbbl hegepaumnm B IS nepentn K canty AD FS: Cantel -> Default Web
Site -> AD FS - Is . laHHbIV MYHKT aKTyaneH TOJIbKO Ans cTapbix Bepcuid AD FS,
Ha4unHasa ¢ Bepcumn cnyxbbl henepaunn 3.0 8 Windows Server 2012, 1IS Ha cepBep €O
cnyxbon henepaumm yctaHaBAMBaTb HEOOXOANUMOCTM HET.

2. Ha cTpaHuue canTa pasgen «lposepka NOAJINHHOCTU» — BKIOYUTb KOMMOHEHT
«[Mposepka noannHHocTn Windows».

3. MepenTun B LONONHUTESIbHbIE MAapPaMeTPbl JaHHOM0 KOMMOHEHTa = B HAaCTPOMKe
«PacwmpeHHas 3awmTa» yCTaHOBUTb «Bbikllo4eHa».

ona Hactpounky ADFS Hy)KHO yKa3aTb ABa napameTtpa B client.config B cekuun <appSettings>:

Oe a2test - Ha3BaHWe fOMeHa
BalLen nHctannaumnm ADVANTA.
NoeHTugmKkaTop NnposepstoLen
CTOPOHbI, 6epeTcsa U3 0OCHACTKK
ADFS «OTHoweHune
nosepua/OTHOLWEHWE foBepus
npoBepstoLLen
CTOpOHbI/geHTumkaTop
NpoBepstoLLLen CTOPOHbI»

lne a2test - Ha3BaHWe LOMeHa
Bawen nHctannsaumm ADVANTA.
Apnpec cepsuca ADFS

<add key="AdfsRealm"
value="https://system.a2test.local/streamline" />

<add key="AdfsIssuer"
value="https://adfs.a2test.local" />

TakXe eCTb TPW JONOJIHUTESIbHLIX NapamMeTpa:

e AdfsShowPII - pexxum oTobpaxkeHUs nepcoHanbHON NoJsib30BaTENbCKOW MHOPMaLMKM B
coobueHnax 06 owwnbkax nogknodeHuns K AD FS

<add key="AdfsShowPII" value="false" />
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o 3HaYeHume rno ymon4yaHuo (nnm ecnv napameTp He ykasaH) false - uHgopmauums,
No3BONAKLANA NAEHTMdULMPOBaTL Nosib3oBaTens, byaeT ckpbiTa B coobLyeHnsx 0b
owwmbkax

o MpW yCTaHOBKe 3Ha4veHus B true - B coobeHnn 06 owmnbke nogknodeHns byoyt
0TobpaxkaTbCA NAEHTUDUKALNOHHbIE faHHble. Icnonb3yeTcsa npu oTaagke v noncke
npobnem nogknoyeHnsa Kk AD FS. B pexxnme NpoMbILLNEHHOW 3KCMyaTaunn CUCTEMbI
napameTp LOJKeH BbITb yaaneH nam ycTaHoBJIEH B 3Ha4YeHne false!

e AdfsMode - pexum nposepku cepTugukaTa

<add key="AdfsMode" value="Default" />

© MO YMOJIHaHMIO 3Ha4YeHne (Mm ecnm napameTp He ykasaH) Default - cTporum pexum,
KOTOPbIA MPOBEPSET BCIO LLEMOYKY CepTUDUKaTOB.

© MOXXHO 3a4aTb 3HavyeHue Thumbprint - gaHHbLIN PEXUM NPUMEHSAETCS, €CNN
cepTUgMKaT CaMo3aBEPEHHLIN. ITOT PEXMM MPOBEPSET TONbKO AAThbl U OTNEYaTOK
cepTudurkaTa.

e Thumbprint - ecnu B napameTpe AdfsMode ykasaHo 3HavyeHne Thumbprint, B 3TOM cnyvae
HeobXxoaMMO yKa3aTb OTNeYaToK cepTudmrKkaTa: ocHacTka AD FS - CepTudmkaTtsl (Service
communications) - CN=ServerADFS.your.domain.local » Coctas - OTney4aTok.) Mpn 3TOM
obs3aTeNbHO Hao YKa3aTb AOMNOJHUTENbHLIN NapaMeTp:

<add key="AdfsThumbprint"
value="0cafe3b7025e9cfe48f83f5dcdff36122c6fcbbb" />

Mpu KonupoBaHMKM oTrNeYaTKa Yepes rpaduyeckmin NHTepdenc, OH MOXET CKOMUPOBATLCS C
AOMONHNTESIbHBIMUA HEBUAMMBIMU CUMBOJIaMU. [103TOMY NPy KONMPOBAHMUM UCMOJIb3yNTe
KomaHay certutil.

e HacTponka nHterpauuu co cnyxbon AD FS B hanne web.config (8o Bepcum 3.03.2166.x)
e HacTpomnka nHterpauuu co cnyxbon AD FS B panne web.config (8o Bepcum 3.19
BKJIIOYUTEIbHO)

HacTtpouka LDAP B cpanne client.config

B rnasHom pasgene <configuration> nocne 3akpobiBatowero Tera </configSections>
nobasuTb cnegytoulee:

<ldapService ldapPath="LDAP://anpec cepsepa c AD/" baseDN="6a3a noncka o6beKToB B
AD">
<authenticationTypes>
<add authenticationType="Secure" />
<add authenticationType="Signing" />
<add authenticationType="Sealing" />
</authenticationTypes>
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</ldapService>

e ldapPath - agpec cnyx6bbl. 3HavyeHne no ymon4yaHuto (LDAP://) MOXKHO MCMONb30BaTh, KOrga
cepBep MPUIOXKEHNS HAXOAUTCA B AOMeHE. VIHayYe HY>XXHO yKa3aTb AENCTBUTENbHbIN agpec
CNyx0bl M NOPT, €C/IM NOPT OTANYAETCA OT CTaHAapTHoro (389). Hanpumep:
LDAP://ad.domain.local/

e baseDN - 6a3oBbii DN KaTasnora nosib3oBaTtesien.

o Ecnin He ykasaH, To ucnonb3yetcs AeonTHbin DN, KOTOpbIA onpeaeneH B camoin ciyxbe
KaTanoros. Jlyywe yka3biBaTb AencTBuTeNbHbIN DN. Hanpumep:

DC=domain,DC=1local

e authenticationTypes - Tunbl ayTeHTUPUKALUN.
BAnsoT Ha 3aWwmLLeHHOCTb (LWwndpoBaHne n NOANUCL) NepeaBaeMbliX AaHHbIX.
Mo ymonyaHuio: Secure, Signing, Sealing.

Ecnn B cnyxbe KaTanoros HacTpoeH SSL (TpebyeT ycTaHoBku Certification Authority), To
HY>XHO YKa3aTb 3Ha4veHue SecureSocketslLayer B authenticationTypes.

B pasgnen <configSections> pobasuTthb Ter:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib" />

Ecnv nogknioyeHmne vyepes LDAPS, To npu HacTpowke Bbirpy3ku Yepes LDAPS Heobxoaumo
yKa3saTb npoTokosn LDAP c noptom 636. Cekumsa authenticationTypes B client.config
LOJ/DKHa BbIFNAAETb criegytowmm obpasom:

<ldapService ldapPath="LDAP://anpec cepsepa c AD:636/" baseDN="6a3a noucka
obvekToB B AD">
<authenticationTypes>

<add authenticationType="SecureSocketsLayer" />
</authenticationTypes>

Bbe3onacHoOCTb

Cnyx6bl hepepaunn 1 NPUNOXKeHNe He 0OMEHNBAIOTCA HaANPSMYIO, TONLKO Yepes bpay3ep.
Monb3oBaTeNb BBOAWUT JIOTMH U NapoJib ANna AocTyna K Beb-cepsucam AD FS, a npuno)xeHne HUKorga
He noJiy4yaeT 3TU AaHHble. BMeCcTo florvHa n napons npuaoxeHue nonydaet ot AD FS yTBepxaeHus,
a IMEHHO [OMeHHbIN sid nonb3oBaTens. MNepefada yTeepXAeHU MPONCXOAUT C UCNOJIb30BaHNEM
wudposaHua. Takxe yTBepxaeHus nognucsisatotca B AD FS, ucnonssys SAML. Josepue
NPUJIOXKEHNS K CEPBUCY YTBEPXKAEHWUA OCHOBAHO Ha NOAMWUCK, KOTOpas NpoBepseTcs No oTneyvaTky
cepTudukaTa.
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Ba)xHO MCnonb30BaTh 3aBEPEHHbLIN cepTudukaT gnsa seb-cepsncos AD FS (3ToT cepTudmkaTt
yCTaHaBsmBaeTcsd B IIS). 370 He TOT cepTUdUKaAT, KOTOPbIA NCNONb3YeTCA ANA NOAMUCK U
LWNPOBaAHMA YTBEPXKAEHNNA.

Ecnn cepTudukaTt He 3aBepeH LLEHTPOM CcepTUdUKaLMN (CO3aaH CaMO3aBEPEHHLIN), TO HYXHO
byneT ycTaHOBUTb ero Ha paboyne CTaHUMM Nonb30oBaTeNien B KOPHEBbIE LIEHTPbI
cepTudurKaumnmn. B aTom cnyyae sKCNopTUpyeTCa cepTUdmKaT, CO3AaHHbIA Ha Wware 4 B
nogpasnene «HavanbHas HacTporka AD FS»

HacTtpouka paboumx cTaHUuMK

1. YcTtaHoBuTh cepTudurkaT B [loBepuTesibHble KOPHEBbIE LEeHTPbl CEpTUPUKALUN.

2. JobaBuTb cMCTeMy B HaleXHble canTbl (CBoNCTBa bpay3epa —» be3onacHoCcTb - HagexHsble
cantbl =» Cantbl = JobaBnTb canT https://umsa cuctemol B ceptudmrkate 6esonacHoCcTn -
3aKpbIThb).

Hactpouka uHterpauum c AD B cucteme (AD FS)

Mocne BbINOMHEHNS BCEX HACTPOEK, ONMUCAHHbIX BbllE, aKTUBUPYNTE CMHXPOHM3auuio ¢ AD B
cucteme ADVANTA.

Ina storo nofa y4€THbIMN OaHHbIMWN aAMUHUCTPATOPa CUCTEMDI:

1. nepenTu B NYHKT MEHI0 «AOMUHUCTPUPOBaHUE» = «ObLine HacTponkm» - «HacTtonkn Active
Directory»;

2. B nopTneTte «HacTponkn cea3m ¢ Active Directory (c ncnonb3osaHunem cnyxbol ADFS)»
YyCTaHOBUTb YeK-60KC B «Pa3pelunTb NPOBEPKY Y4ETHLIX AaHHbIX B Active Directory (c
ncnonb3oBaHuem cyyxool ADFS)».

Janee, 4T0bbl B CUCTEMY MOXXHO ObIJI0 3aX0ANTb NOA AOMEHHBIMU YYETHBIMU JaHHbIMI
NoNb30BaTeNEN, HYXHO 3arpy3nTb 3TUX Nonb3oBaTenen us AD. 3aeck ABa BapMaHTa:

1. 3arpy3ka HoBbIX nonb3oBaTenen n3 AD B cuctemy, B HacTponkax Active Directory, nocne
aKTUBALMM CUHXPOHU3ALMK, NOABUTCSA KHOMKa «3arpy3utb u3 Active Directory». C noMoLLbIo
3TON KHOMKM MOXHO 3arpy3mnTb BCEX HEOOXOAMMbIX MOJIb30BaTeNEN B CUCTEMY. B 3TOM ciyyae
B CMCTEeMe CO34alTCsA HOBble N0JIb30BaTesN C MPUBA3KON K JOMEHHOW Y4eTHOW 3anucu.

2. MNpuBa3Ka yxe CyLecTBYOLLero nojb3osatens cuctemol K AD. Ing 3Toro, No4 y4eTHbIMU
AaHHbIMW agMUHUCTPATOPa CUCTEMBI, HYXKHO NEPENTU B MYHKT MeHIo «KoMaHAa B nuax» -
«Cnuncok». BeibpaTb HE0OX0AMMOro NoJb30BaTeNA U3 CNIUCKA U NEPENTU B KApPTOUKY
pefakTUPOBaHWNS 3TOr0 NMob30BaTeNS, HaXKaB JIEBOM KHOMKOW MbILLUKW MO CCbIJIKE AaHHOrro
nonb3oBaTens. B nopTnete «YyeTHas 3anucb Active Directory» Heo6X0AMMO Ha)KaTb KHOMKY-
CCbIIKY «3afaTb», rAe MoOXXHO 6yaeT BbibpaTh HEOOXOAMMYO LOMEHHYIO YYETHYI0 3anunchb Ans
NPUBSA3KM NOJIb30BaTENS.
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Ecnn cepBep C CUCTEMOWN He BKJOYEH B JOMEH, NMPU HaXXaTUK KHOMKK «3arpy3unTb u3 Active
Directory» BO3HUKHeT owwimbka noakntoyeHns K Active Directory. B sTom cnyvae Heobxogmmo
Ha)aTb KHOMKY «y4YeTHas 3anvcb» 1 BBECTU B MOABMBLLUEMCS OKHE JIOTUH U NapoJib
[OMEHHOro nosib3oBaTens. JIornH 4oJXKeH BBOAUTLCA B hopMaTe domain\user nam
user@domain. local.

Ecnn B nocneaytoLleM BO3HUKHET NOTPeOHOCTbL NPOTOKOJ aBTopM3aunn noMmeHaTb ¢ AD FS Ha
NTLM, Heobx04MMO NOCNe BHECEHMSA N3MEHEHUI MPOU3BECTM Nepe3arpysKky cepsepa
npunoxeHns ADVATNA, 4T0obbl n3MEHEeHUs BCTYNWUAN B CUAY.

MynbTuaOMEeHHOCTb (NTLM)

BHUMAHMUE!

icnonb3oBaHme 3ape3epBnpoBaHHbLIX CMMBOI0B XML B KOH(MIypaLuMOHHOM (hanne
3anpeLeHo (& «<'>).

MynbTUAOMEHHAs aBTOPW3aLMs NO3BONSET NPOBOANTL ayTEHTUPUKALMIO NONb30BaTeNeN C
nomoLubto Active Directory, HaxoaAWMXCS B Pa3IMYHbIX JOMEHaX BHYTpU opraHm3aumu. Mpw
3TOM Heob6xoAuMO, 4TOOLI cepBep C CUCTEeMOW HaXOAUJICA B KOPHEBOM A OMEHe, a
TaK)XXe Ham4me ABYCTOPOHHUX TPAH3UTUBHBLIX OTHOLIEHWUI MeXAY KOPHEBLIM M OCTasIbHbIMU
LOMEHaMu.

MynbTMAOMEHHOCTb paboTaeT no npoTokoay NTLM.

HacTtpouku Ha cepBepe IS

1. lns asTOpM3auum Ha cepsepe Yepe3 AD HeobxoanMo ycTaHOBUTBL cnyxby «Windows -
npoBepka nogsuHHocTu» (Windows Authentication).

Windows Server 2008 R2:

1. OTKpbITb ANCNeTYep cepsepa.

2. MepenTn B NYHKT «Ponun».

3. Ha Bknagke «Cnyx6bl posien» HaxkaTb Ha KHOMKY «[106aBUTb CyX0bl posien».

4. B nyHKTe «be3onacHoCTb» BKAOYNTb NYHKT «Windows - npoBepka NOAJMHHOCTM».
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5. HaxaTtb «[Janee».
6. «YCTAHOBUTb».

Windows Server 2012:

OTKpbITb AUCNETYEep CEPBEPOB

«YnpaBneHne» - «[106aBUTb POSN N KOMIMOHEHTbI.

Ha ware «lNepen Havanom paboTbi» HaXaTb «[anee».

Ha ware «Tun ycTaHOBKW» BblbpaTb «YCTaHOBKA POJIEN UM KOMMOHEHTOB» N Ha)XaTb
«[lanee».

Ha ware «Bbibop cepBepa» BbibpaTb TeKyLLMIN CepBep.

MepenTtn B NyHKT «Ponb Beb-cepeepa(llS)» = «Cnyxbbl ponen».

B nyHKTe «be30nacHOCTb» BKJOYUTb NMYHKT «MpoBepka noganHHocTh Windows».
HaxaTb «[lanee», 3aTeM «YCTaHOBUTb».

e

o ~Now

Mocne yctaHoBKKU cnyxbbl «Windows - npoBepka NOANMHHOCTM» 0TKponTe ducnetyep cayxob IIS:

1. Nepentn B pasgen «Cantol» - Default Web Site (canT ¢ ycTaHOBNIEHHON CUCTEMON).

2. 3aTeM nepenTun B Nogpasgen «fposepka NOAIMHHOCTM» (B 061acTy npocmMoTpa
BO3MOXXHOCTEWN).

3. Bko4nTb KOMNOHEHT «[MpoBepka NoAMHHOCTM Windows».

4. BKNOYNTb KOMMNOHEHT «AHOHMMHas NpoBepKa NOAJIMHHOCTU».

5. Bce ocTasibHble KOMMOHEHTbI BbIKJIYNTb, €CJI OHU BKJIKOYEHbI.

2. HacTtpouka client.config:
e nobasnsem Term B <configuration><configSections>:

<section name="ldapService" type="Config.LDAPConfigurationSection,
smcorelib"/>

<section name="adDomains" type="Config.ADDomainsConfiguration,
smcorelib"/>

e nobaBnsem Ter B KOpeHb nocse Tera <configSections>:

<adDomains>
<domains>
<add name="lmsa gomeHa" login="JlornH nonb3osaTtens" password="llaponb"
ldappath="LDAP://Anpec LDAP(127.0.0.1:389)" />
</domains>
</adDomains>

rpe:

* 3HayeHue «ms gomeHa» - ftoboe NOHATHOE UMA AOMEHa, KOTopoe byaeT UCMob30BaThCS B
JlepeBe npu 3arpyske nonb3oBaTeneln U3 KaTanora;

* 3HayeHwue «JIorvH Nosib30BaTeNs» - NOrMH Ntoboro Nosb3oBaTENS TOro AOMEHaA, OT Kyaa byner
NPON3BOANTbLCS 3arpy3Ka nosb30BaTenen;
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e 3HayeHue «Maposb» - Naposib NOJb30BATENA, JIOFMH KOTOPOr0 MCMO0J1b30BafCA B 3HAYEHUN
«JlorvH nonb3oBaTens» (Bbiwe);

e 3HavyeHne »LDAP://Anpec LDAP« - agpec cnyxbbl LDAP (Hanpumep:
LDAP://192.168.0.200:389 nan LDAP://domain. local:389).

Ons nobaBneHns HECKONbKMX IOMEHOB HYXKHO [106aBNTb COOTBETCTBYIOLLEE KONIMYECTBO
CTPOK, HaYMHalLLMXCA € Tera «add name...».

Ccbinka Ha npumep (anna Client.config c HacTponkamu nHTerpaunm nog NTLM

HacTtpouka paboumx cTaHUUHK

[lobaBnTb cucTemy B pasfen MecTtHas nHTpaceTb (CBoncTBa bpay3epa - besonacHoCTb » MecTHas
NHTpaceTb —» CanTbl = [lo6aBNTb CalT C aApPeCcOM CUCTEMbI = 3aKpbIThb).

Hactpouka uHterpauum c AD B cucteme (NTLM)

Mocsie BbINOJIHEHMS BCEX BbILLIEONMUCAHHbBIX HAaCTPOEK, Heobxoamnmo dKTUBUPOBATb CUHXPOHMN3aLNIO C
AD B camon cucteme. 1ns 3TOro nog, Y4€THbIMN OaHHbIMW aAMUHUCTPATOPa CUCTEMDI.

1. NnepenTn B NYHKT MEHI0 «KAAMUHUCTPUPOBaHME» - «ObLmne HacTponkn» - «HacTonkn Active
Directory»;

2. B noptnete «HacTpomnku ceasm ¢ Active Directory (¢ ncnonb3osaHnem NTLM)» NOCTaBUTb YeK-
BoKC HanpoTuB «Pa3pelnTb NPOBEPKY y4eTHbIX AaHHbIX B Active Directory (¢ ucnosb3oBaHmem
NTLM)» .

Nanee, 4TobblI NOb30BATEIN MOIJIM 3aX0AUTb B CUCTEMY NMOL CBOUMWU LOMEHHBLIMW YHETHbIMU
3aMnCcAaMun, NX HYXKHO 3arpy3nTb B cuctemy 13 AD. 3neck aBa BapMaHTa:

1. 3arpy3ka HoBbIx Nonb3oBaTenen n3 AD B cuctemy, B HacTporkax Active Directory, nocne
aKTMBaLUMW CUHXPOHU3ALMN, NOSBMTCA KHOMKa «3arpy3uTb 13 Active Directory». C nomoLLbto
3TOW KHOMKM MOXXHO 3arpy3unTb BCeX HeobxoAMMbIX Mosib30BaTeNen B cucTemy. B 3Tom cnyyae
B CMCTEME CO3[al0TCA HOBbIE MO0JIb30BaTENN C MPUBA3KON K LJOMEHHON YH4EeTHOW 3anucu.

2. lNpuBa3Ka yxe CyLeCcTBYOLLEro nojb3osatesns cuctemol K AD. 1ng 3TOro, No4 y4eTHbIMU
LaHHbIMW aJMUHUCTPATOPA CUCTEMbI, HY)KHO NEPEeNTU B MYHKT MeHI0 «KoMaHaa B nmuax» -
«Cnncok». BeibpaTb He0BX0AMMOro NoNb30BaTENSA U3 CIUCKA U MEPENTN B KapTOUKy
pefaKTUPOBaHMA 3TOr0 NOJIb30BaTesA, HaXaBs JIeBON KHOMKOW MbILLX NO CCbIJIKE AaHHOrro
nonb3oBaTtens. B noptnete «Y4yeTHas 3anuck Active Directory» Heobxo4MMO HaXaTb KHOMKY-
CCbIIKY «3aflaTb», rAe MOXHO byaeT BbibpaTe HEOOXOAMMYIO LJOMEHHYIO YYETHYI0 3anuchb Ans
NPWUBA3KK NOJib30BaTeNS.
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