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TecTupoBaHue ObICTPOAENUCTBUSA CUCTEMDI

MOHMTOPUHI Npou3BOAUTENbHOCTU Bl

[aHHas NHCTPYKUMA NpefHa3HavyeHa 419 MOHUTOPUHIa npomssoantensHocTn bl PostgreSQL,
pewweHne ana Microsoft SQL Server oTcyTCTBYET.

MOHUTOPUHI BpEMeHW BbINOSHEHNA 3anpocoB B B[] PostgreSQL ocyLiecTBaseTCsA C NOMOLLbIO
NHCTPYMeHTa pgBadger. pgbadger - 310 aHann3aTop XXypHanos Postgres Pro/PostgreSQL, KoTopbIn
ObICTPO CTPOUT NoApPobHbIE 0TYETHI, 0bpabaTbiBas halnbl XXypHanoB cepeepa.

NHCTpyKums no yctaHoBke pgBadger n MOHMTOPUHrY: 1. YcTaHOBMTb pgBadger. AHanu3aTtop
yCTaHaB/MBaeTCa Ha Linux-cepsepe B[l PostgreSQL.

sudo apt install pgbadger
2. HacTpouTb norvposaHue.

log line prefix = 'St [%pl: [%L-1] '
log statement = 'none’

log min duration statement =

log checkpoints = on

log connections = on

log disconnections = on

log lock waits = on

log temp files =

log autovacuum min duration =
logging collector = on

log directory = '/var/log/postgresquerylog/"
log filename = 'postgresql.log’

log destination = 'csvlog,stderr!’

log min duration statement - napameTp, KOTOpLI OTBEYaET 3a NoMNagaHWe 3anpocoB
AAnTenbHocTblo 6onee log min duration statement cekyHp B fior onsa nsyyeHus
MHCTpyMeHTOM pgBadger.

3. Co3paTb nanky AJis oros.
mkdir -p /var/log
4. CHATb OTYeT.
cat /rs-analyse/log/postgresql- -09- .log | grep -viE "create

index|insert into analytics|vacuum analyze analytics" rs-
analyse/log/pg clean.log
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5. CreHepupoBaTb html-cann.
pgbadger -j 4 rs-analyse/log/pg clean. log

MpumMep oTyeTa:
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e 1 - BO3MOXXHOCTb MOCMOTPETb TOP 3anpoCoB MO BPEMEHM BbINOJIHEHUS;
2 - rnaBHas CTpaHuLa 0TYETa C OCHOBHOW UH(OpMaLnen;

e 3 - BO3MOXHOCTb NOCMOTPETb CNUCOK 6I0KNPOBOK;

4 - KONNYeCTBO 3aMnpoCcoB, NOMaBLLUNX B OTHET;

5 - cyMMapHoe BpeMs BbINMOJIHEHUS BCEX 3aNpPOCOB B OTHETE;

6 - BpeMs nepBoro v nocaeHero 3anpoca, nonasLlero B OTHET,

JONONHUTENbHYO UHGOPMALNIO MOXXHO NMOCMOTPETb Ha CTPaHULAX:

e OnncaHwue pgBadger;
e YCTaHOBKa 1 HacTponka pgBadger.

MOHUTOPUHI Npou3BoAUTEsNIbHOCTHU noros 1IS

MoHuTOpUHr npounssoguTensHocTy noros IIS (Internet Information Services) ocywecTsnseTcs C
nomoubto nnatgopmbl OpenSearch.

OpenSearch - 370 OTKpbITad NONCKOBAA U aHaNUTU4YecKasa naatopma, ocHoBaHHas Ha Elasticsearch.
OHa 6blna co3gaHa Amazon B OTBET Ha M3MeHeHNs B NnueH3npoBaHun Elasticsearch n
npenocTaBfiseT BO3MOXXHOCTU A1 NOJIHOTEKCTOBOMO MOMCKA, aHaiM3a AaHHbIX U BU3yanau3auuu.
COCTOUT M3 HECKOSIbKUX MHCTPYMEHTOB:

e OpenSearch Dashboard - nuHTepdenc gna susyannsaumm n aHaamsa gaHHbIX;
* Logstash - ueHTpanm3oBaHHaa paboTa c fnoramu;
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e OpenSearch - agpo cuctemsbl, obecneyvmsatowiee GyHKLMM NOJHOTEKCTOBOIO NOUCKa,
NHOEKCAUUN N aHaNn3a AaHHbIX.

B naHHOM cnydae OpenSearch ncnonb3yeTcs Kak LeHTPaAN30BaHHbIA MHCTPYMEHT XpaHWaMLWwa
JIOrOB AN151 XpaHeHus:

noros IS (4epe3 nHcTpymeHT FileBeat);

e 710roB npunoxexus (SeriLog Sinks);
e owwnbok npunoxxeHus (SeriLog Sinks);

e ayauTa AEeNCTBUIM NoSib30BaTeNEN.

Ha nnaTgopme BO3MOXKEH MMMOPT TEKCTOBLIX hanioB noro. IS ons aHannsa npon3BoaANTENbHOCTH
n npobnem.
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date;

time;

* sip;

e csmethod;

e csuristem;

e csuriquery;
e sport;

e Ccsusername;
* Cip;

e csUserAgent;
e csReferer;

e scstatus;
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e scsubstatus;

e scwin32status;
¢ timetaken.
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» Search Dashboands

7 Expanded document

Tabile J50H

Mpumepsbl ckpuHLWOTOB M3 OpenSearch Dashboards:

o Search Dashboards

= Discover

108,228 hit
2, W4 @ 1

trwatarp par 12 houra
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MOHUTOPUHI XapaKTEPUCTUK CepBepoB NnpunoxxeHusa u bJj

MOHUTOPUHI XapaKTepPUCTUK CEPBEPOB NPUNOXKeEHNA 1 Bl ocyLecTBAAeTCA C MOMOLW b0 NAaTHOPMbI
Zabbix. Zabbix - 310 6ecnnaTtHoe MO C OTKPbLITLIM UCXOAHLIM KOLOM.

B Zabbix MOXXHO MOHUTOPUTbL XapakKTEPUCTUKN CepBEPOB, HanpuMep: notpebneHne RAM, Harpyska
Ha CPU, Harpy3ka Ha ceTb 1 gpyruve. Takxe B Zabbix BO3MOXHO HaCTPOUTb TPUrrepbl Ha
npeBbleHNe KaKNX-TO 3HaYeHnin. Hanpumep, npm HeAOCTaTOYHOM KOJIMYeCTBE MeCcTa Ha cepBepe,
nnbo npu Harpy3ske Ha CPU nam RAM 6onee 90%.

Zabbix Heobxoaum oS onepaTUBHOrO MOHUTOPWHIA Harpy3Ky Ha TECTOBOM M MPOMbILLIEHHbIX
KOHTYpax NpoLyKTOB.

2neMeHTbl Zabbix:
1. Bknagka «MOHUTOPUHI» = Y3/1bl CETUN - CNNCOK CEPBEPOB, rAe MOXHO NOCMOTPETh:

e rpauky - BO3MOXXHOCTb NOCMOTPETb MH(OPMaLMIO MO cepBepaM B BUAE rpaukos 3a
NPOU3BOJIbHbIV NEPUOL;

e nocjieHNe faHHble - BO3MOXHOCTb NOCMOTPETb MH(OPMALIMIO MO CepBepaM B BUAE YNCeN Ha
TeKyLLMA MOMEHT BPEMEHM;

e nNpobnembl 1 NpoYee Mo BCEM CepBepaM.

MpumMep MCMob30BaHNS BKAAAKN «MOHUTOPUHT» — Y3/ibl CETK:
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2. Bknagka «MOHUTOPUHI» — Mpobnembl - CNUCOK Npobnem c cepBepamu.

MprMep NCnoab30BaHUSA BKAAAKN «MOHUTOPUHI» - MNpobnembl:

ZABBIX Mpofinemel

i

R e — — 071 a3 1 imrtnce 4B Vg e b 43 tor 2y B

T e e

3. Bknagka «[MaHenn» - Ha BKJaAKe MOXXHO COCTaBUTb CBOU 3KpaHbl C NPOnN3BOJIbHbIM HaGOpOM

CEPBEPOB 1 UX XapPaKTEPUCTUK.

anMepr NCNOJIb30BaHUSA BKNaAKN «[TaHenn»:

Maxenu
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[oNoAHUTENBbHYI0 MHPOPMALINIO MOXKHO MOCMOTPETL Ha CTPaHuLUe AOKYMeHTauum Zabbix.
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