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TecTupoBaHue ObICTPOAENUCTBUSA CUCTEMDI

MOHMTOPUHI Npou3BOAUTENbHOCTU Bl

[aHHas NHCTPYKUMA NpefHa3HavyeHa 419 MOHUTOPUHIa npomssoantensHocTn bl PostgreSQL,
pewweHne ana Microsoft SQL Server oTcyTCTBYET.

MOHUTOPUHI BpEMeHW BbINOSHEHNA 3anpocoB B B[] PostgreSQL ocyLiecTBaseTCsA C NOMOLLbIO
NHCTPYMeHTa pgBadger. pgbadger - 310 aHann3aTop XXypHanos Postgres Pro/PostgreSQL, KoTopbIn
ObICTPO CTPOUT NoApPobHbIE 0TYETHI, 0bpabaTbiBas halnbl XXypHanoB cepeepa.

NHCTpyKums no yctaHoBke pgBadger n MOHMTOPUHrY: 1. YcTaHOBMTb pgBadger. AHanu3aTtop
yCTaHaB/MBaeTCa Ha Linux-cepsepe B[l PostgreSQL.

sudo apt install pgbadger
2. HacTpouTb norvposaHue.

log line prefix = 'St [%pl: [%L-1] '
log statement = 'none’

log min duration statement =

log checkpoints = on

log connections = on

log disconnections = on

log lock waits = on

log temp files =

log autovacuum min duration =
logging collector = on

log directory = '/var/log/postgresquerylog/"
log filename = 'postgresql.log’

log destination = 'csvlog,stderr!’

log min duration statement - napameTp, KOTOpLI OTBEYaET 3a NoMNagaHWe 3anpocoB
AAnTenbHocTblo 6onee log min duration statement cekyHp B fior onsa nsyyeHus
MHCTpyMeHTOM pgBadger.

3. Co3paTb nanky AJis oros.
mkdir -p /var/log
4. CHATb OTYeT.
cat /rs-analyse/log/postgresql- -09- .log | grep -viE "create

index|insert into analytics|vacuum analyze analytics" rs-
analyse/log/pg clean.log
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5. CreHepupoBaTb html-cann.
pgbadger -j 4 rs-analyse/log/pg clean. log

MpumMep oTyeTa:

pgBadger  Overview - Connections ~  Sessions ~  Checkpoints ~  TempFiles - Vacuums ~  Locks - Queries~ Top~ Events~ @

@ Overview
@ Global Stats
© Queries @ Durations w Events ¢ Vacuums & Temporary files  Sessions Connections
126 1,665 54m54s 2024-09-16 2024-09-16 10 queries/s
Number of unique Number of queries Total query duratior | 17:08:50 23:51:57 at 2024-09-16
normalized queries 4 5 First auerv Last query 18:57:35
6 Query peak
A SQL Traffic
KEY VALUES o QUERIES PER SECOND (5 MINUTES AVERAGE)
10 queries/s Maximum

Average

10.0
Query Peak W pinimum

2024-09-16 18:57:35 8.0
Date

2.0
Sep1604:00  Sep1608:00  Sep1612:00  Sep1616:00  Sep1620:00  Sepi1700:00  Sep1704:00  Sep170&:(
Download

e 1 - BO3MOXXHOCTb NOCMOTPETb TOP 3anNpoCoB MO BPEMEHM BbINOJIHEHUS;
e 2 - rlaBHas CTpaHMUA OTYETa C OCHOBHOM MHDOPMaLMEN;

e 3 - BO3MOXHOCTb NOCMOTPETb CNUCOK 6/TI0KNPOBOK;

4 - KONNYeCTBO 3aMnpoCcoB, NOMaBLUNX B OTHET;

5 - cyMMapHoe BpeMs BbINMOJIHEHNS BCEX 3aNpPOCOB B OTHETE;

6 - Bpems nNepBoro 1 nocaefHero 3anpoca, nonasLUero B OTYET.

JONONHUTENbHYO MHGOPMALNIO MOXXHO NMOCMOTPETb Ha CTPaHULAX:

e OnwncaHwue pgBadger;
e YCTaHOBKa 1 HacTponka pgBadger.

MOHUTOPUHI NPOU3BOAUTENBHOCTHU Nioros |IS

MoHuTOpUHr npounssoguTensHocTy noros IIS (Internet Information Services) ocywecTsnseTcs €
nomoubto nnatgopmbl OpenSearch.

OpenSearch - 370 OTKpbITad NONCKOBAA U aHaNUTU4YecKas niaaTgopma, ocHoBaHHas Ha Elasticsearch.
OHa 6bla co3gaHa Amazon B OTBET Ha M3MeHeHWS B NnLeH3npoBaHun Elasticsearch n
npenocTaBsIieT BO3MOXHOCTU AJ15 MOJIHOTEKCTOBOr0O MNOWCKa, aHasin3a OAaHHbIX U BU3yanm3aunu.
CoCTOUT U3 HECKONbKNX NHCTPYMEHTOB:

e OpenSearch Dashboard - nHTepdenc gna susyannsaumm n aHaamsa gaHHbIX;
* Logstash - ueHTpanu3oBaHHaa paboTa c fnoramu;
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e OpenSearch - sapo cuctemsl, obecneymnBatoLee (GyHKLUM NMOHOTEKCTOBOI0 NMOUCKaA,
MHIEKCaUWn 1 aHann3a AaHHbIX.

B naHHOM cnyyae OpenSearch ncnosb3yeTcsa Kak LLeHTpaan30BaHHbIA MHCTPYMEHT XpaHUAWLLA
NOroB A1 XpPaHeHUs:

e noros IIS (4epe3 nHcTpymeHT FileBeat);
e 710roB npunoxexus (SeriLog Sinks);
e owmnbok npunoxeHns (SeriLog Sinks);

e ayauTa AEeNCTBUIM NoSib30BaTeNEN.

Ha nnaTtdopme BO3MOXXEH MMMNOPT TEKCTOBbLIX (PansioB noro. IIS 4ns aHanmsa Npon3BOANTESILHOCTH
n npobnem.

Mpumep nora:

& z Lex24092410g - Notepad++ - x
Qaitn [paska Mouck Bua Koamposxu CuwTakcucel Onumv MnctpymenTsl Makpocsl 3anyck Mnarvus Brnaaxn 2 + ¥ X
sHHRR LB 4 Db g2z |BE 1 - EEEBlc(®BErBE
1 ex24092410g E3
#Software: Microsoft Internet Information Services 10.0 A
#Version: 1.0
2l #Date: 2024-09-24 0 :00
4 $Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-substatus sc-win32-status time-taken
5 2024-09-24 0 0:00 192.168.49.5 GET /components/Services/APIService.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 10
6 2024-09-24 0 0:00 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 19
7 2024-09-24 0 0:00 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 22
2024-09-24 O 0:00 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 42
2024-09-24 0 0:00 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 24
2024-09-24 0 0:00 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 24
2024-09-24 00:00:01 192.168.49.5 GET /components/services/APIProjects.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 13
2024-09-24 0 0:01 192.168.49.5 POST /components/services/Login.asmx wsdl 443 trigger 192.168.49.11 - - 200 0 0 16
2024-09-24 0 0:01 192.168.49.5 POST /components/services/Login.asmx wsdl 443 trigger 192.168.49.11 - - 200 0 0 12
2024-09-24 0 0:01 192.168.49.5 GET /components/Services/APIService.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:01 192.168.49.5 GET /components/Services/APIService.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 10
2024-09-24 0 0:01 192.168.49.5 GET /components/services/login.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 0 0:03 192.168.49.5 POST /components/services/APIProjects.asmx wsdl 443 trigger 192.168.49.11 - - 200 0 0 656
2024-09-24 00:00:03 192.168.49.5 GET /components/services/persons.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:04 192.168.49.5 GET /components/Services/APIDiscussions.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 10
2024-09-24 0 0:04 192.168.49.5 GET /components/services/APIProjects.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 12
2024-09-24 0 0:04 192.168.49.5 GET /components/services/APIProjects.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 8
2024-09-24 O 0:04 192.168.49.5 GET /components/Services/APIPlans.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 O 0:04 192.168.49.5 POST /components/Services/PageState.ashx action=QueryState 443 Anastasia 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrc
2024-09-24 0 0:04 192.168.49.5 GET /signalr/ping _=1727098783229 443 Anastasia 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/128.0.0.0+Safari/537
2024-09-24 00:00:04 192.168.49.5 GET /signalr/ping _=1727098783228 443 Anastasia 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/128.0.0.0+Safari/537.2
2024-09-24 0 0:05 192.168.49.5 GET /components/Services/SystemUtils.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 0 0:05 192.168.49.5 GET /components/services/login.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 10
2024-09-24 0 0:05 192.168.49.5 GET /components/services/login.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 146
2024-09-24 0 0:06 192.168.49.5 POST /components/services/Persons.asmx wsdl 443 trigger 192.168.49.11 - - 200 0 0 1059
2024-09-24 00:00:06 192.168.49.5 GET /components/services/persons.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 8
2024-09-24 0 0:06 192.168.49.5 GET /components/Services/APIService.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:06 192.168.49.5 GET /components/services/persons.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 15
2024-09-24 0 0:08 192.168.49.5 GET /components/Services/APIDiscussions.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:08 192.168.49.5 GET /components/Services/APIDiscussions.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 0 0:08 192.168.49.5 GET /components/services/APIProjects.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:10 192.168.49.5 GET /components/Services/APIPlans.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 &
2024-09-24 00:00:10 192.168.49.5 GET /signalr/ping _=1727088260199 443 olga.lovygina@advanta-group.ru 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/1
2024-09-24 00:00:10 192.168.49.5 GET /signalr/ping _=1727088260198 443 olga.lovyginaadvanta-group.ru 192.168.49.11 Mozilla/5.0+ (Windows+NT+10.0;+Hin64; +x64) +AppleWebKit/537. 36+ (KHTML, +1ike+Gecko) +Chrome/1
2024-09-24 0 0:10 192.168.49.5 GET /components/Services/APIPlans.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+ (compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 9
2024-09-24 0 0:10 192.168.49.5 GET /components/services/login.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 0 0:10 192.168.49.5 GET /components/Services/SystemUtils.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 6
2024-09-24 0 0:10 192.168.49.5 POST /components/Services/PageState.ashx action=QueryState 443 Tarpansa 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrom
2024-09-24 0 0:11 192.168.49.5 GET /components/Services/SystemUtils.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 6
2024-09-24 00:00:11 192.168.49.5 GET /components/services/persons.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 8
2024-09-24 0 0:13 192.168.49.5 POST /components/services/login.asmx - 443 - 192.168.49.11 ChangeContext-Authenticate_ Request - 200 0 0 19
2024-09-24 0 0:13 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 24
2024-09-24 0 0:13 192.168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 130
2024-09-24 0 0:13 192.168.49.5 GET /components/Services/APIDiscussions.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 0 0:15 192.168.49.5 GET /components/Services/APIPlans.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 &
2024-09-24 0 0:16 192.168.49.5 GET /components/Services/SystemUtils.asmx WSDL 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 7
2024-09-24 00:00:17 192.168.49.5 POST /components/services/login.asmx - 443 apil23 192.168.49.11 CustomerActivity-CheckSession_Request - 200 0 0 8
2024-09-24 O 0: .168.49.5 GET /signalr/ping _=1727086815682 443 volkov_a 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Win64;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/126.0.0.0+YaBrowser/24.
2024-09-24 0 0: .168.49.5 GET /signalr/ping _=1727086815683 443 volkov_a 192.168.49.11 Mozilla/5.0+(Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/126.0.0.0+YaBrowser/24.
2024-09-24 0 0 .168.49.5 POST /components/Services/PageState.ashx action=QueryState 443 ag\bukharov_i 192.168.49.11 Mozilla/5.0+(Macintosh;+Intel+Mac+OS+X+10_15_7) +AppleWebKit/537.36+ (KHTML, +1ike+
2024-09-24 0 0: .168.49.5 GET /signalr/ping 727072992354 443 sbugayskiy 192.168.49.11 Mozilla/5.0+ (Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/128.0.0.0+Safari/537
2024-09-24 00:00: .168.49.5 GET /signalr/ping _=1727072992355 443 sbugayskiy 192.168.49.11 Mozilla/5.0+ (Windows+NT+10.0;+Winé4;+x64) +AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/128.0.0.0+Safari/537.
2024-09-24 0 0 .168.49.5 POST /components/services/login.asmx - 443 - 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0; +MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 18
2024-09-24 0 0: .168.49.5 POST /components/Services/APIService.asmx - 443 apil23 192.168.49.11 Mozilla/4.0+(compatible;+MSIE+6.0;+MS+Web+Services+Client+Protocol+4.0.30319.42000) - 200 0 0 206 v
< >
Normal text file length: 121709102 lines 353410 Ln:3 Col:27 Pos:99 Windows (RL) _ UTF-6 ns

Mons:

date;

time;

* sip;

e csmethod,;

e csuristem;

e csuriquery;
e sport;

e Ccsusername;
* Cip;

e csUserAgent;
* csReferer;

e scstatus;
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e scsubstatus;
e scwin32status;
¢ timetaken.

MyTb, NO KOTOPOMY MOXXHO HanTu noru lIS:

ey =
“ € SRVVR-1T

Maiin  Pexsaa  Cnpaexa

Nogenoyenna
- i (=] | “'i! BeaeHwe xypHana

Hﬂ HawanoHas CTRaHWLA
w -"Ei SRVVR-17 (AG\babich_av)
i J Mynbl NpHACHKeHA Oanm daiin xypHana Ha:
W cafite Caitr

31a GyHKLMA NOIBONARET HACTPOWTL BEAEHME JYPHANS Sanpocos k seb-cepoepy.

Dain xypHana
Dopman

W3C hd Beifpars nona...

Earanor

SaSysternDrvetalinetpub’logsiLogFiles Ofaop...

Kogmposxa:
UTF-8 ~

Haznauenine gna cobuiTuii Xyprans

BeiBepiTe Nanky HasHaYeHWA A0 2anucs cmycbod 15 cobismui xypHana.
() Tonexo dailn sypHana
() Tonseo cobomue Tpaccuposkn cobemii Windows

() haiin sypHana u cobeime Tpaccuporxn cobemmil Windows

Mepexog Ha HoBRIA $aRn XxypHANS

BoiBepute gna lIS MeToq Co358HWA HOBOTD daiina XypHana.
@ Pacrmcanme:
Exeanenmo b

() MakcumaneHeill pazumep daina (B Gairax):

) He coagasars Hoekie daiine sypHanos

Mpumep nMnopTMpoBaHHoro tana noros IS B OpenSearch:
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S) Search Dashhoards

= 0 Discover New Save Open Share Reporting Inspect (a @

0221001
fis-logs* v ¢

timestamp per 12 hours.

QU Search field names ® Filterbytype 0
Selected fields v
source

Available fields

B Expanded document

¢ _id
Table JSON

t _index
e € _id bbSbbbc4-8c60-415€-2695-939:
t _type is-logs
t cip

# _score
t cs-method

t _type
¢ cs-uri-query

t cip 192.168.49.11
t cs-uri-stem

t https://a2nta.ru/cmn.aspx?pageNane=Home_Default
t csusername
. t Mozi1la/5.0+ (Windows+NT+10.0; +Win64; +x64) +AppleWebKit/537.36+ (KHTHL, +1ike+Gecko) +Chrome/12 36

cs(Referer I

t cs(User-Agent)

t sport s

€ scstatus tocs

# time-taken

6 timestamp

. o
t o
# time-take 8
© tinestamp Sep 24, 2024 @ 09:52:08.000
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