10.12.2025 13:18 1/6 HacTtpowka Active Directory

CopepxaHue
3arpy3ska nonb3oBatesien N3 ACtive DIreCtory ..................cc.ccccccciiiiiiiiiiiiiiiiii 3
CHUHXPOHM3aLINA Y)Ke co3aaHHbIX B AaBaHTe noJib3oBaTesied ¢ nosb3oBatensimm Active
Dir@CEOIrY ... et 4

Wiki [3.x] - https://wiki.a2nta.ru/



Last update:
30.01.2025 product:auth:admin:active_directory https://wiki.a2nta.ru/doku.php/product/auth/admin/active_directory?rev=1738234010
10:46

https://wiki.a2nta.ru/ Printed on 10.12.2025 13:18



10.12.2025 13:18 3/6 HacTtpowka Active Directory

HacTtpouka Active Directory

NHTerpauns c ActiveDirectory no3sonseT nosnb3oBaTensam aBTopusoBaTbcsi B ADVANTA o
LOMEHHbLIMW y4E€THbIMW AaHHbIMK, 6e3 BBOAA OTAEIbHOr0 JI0rMHa 1 Napons.

NHTerpaumna BO3MOXXHa OBYMS cnocobamu:

1. Yepes cnyxbbl hepepaunin ADFS - 04HOOMEHHAsA NHTErpaLus.
2. Yepes npoTokoa NTLM - MynbTUAOMEHHAA MHTerpaums.

Ecnv B nocneayoLleM BO3HUKHET NOTPebHOCTb NPOTOKON aBTopmn3aLmm nomeHaTb ¢ AD FS Ha
NTLM, HeobxoAMMO Nocsie BHECEHNS U3MEHEHUI NPON3BECTY Nepe3arpy3Ky cepsepa
npunoxeHns ADVATNA, 4Tobbl M3MEHeHUs BCTYMWUAN B CUAY.

[N9 HAaCTPOMKN MHTErpaLum HYXHO CBSA3aTb (3arpy3nTb) Nonb3oBaTesien n3 AD € noib3oBaTensamMu
n3 ADVANTA. CeA3biBaHMe nponcxoaut no nosto SID.

EcTb Ba BapmMaHTa HaCTPONKMN:

1. 3arpy3ka HoBblx nonb3osaTenen n3 AD B ADVANTA. 3To MaccoBas onepaLus, MOXXHO
3arpy3unTb 60IbLLION CINCOK NOJIb30BaTENEN.

o B ADVANTA co3aat0TCs HOBble M0b30BaTENN, C CUCTEMHBLIM JIOFMHOM W MaposieMm, C
NPUBSA3KON K LOMEHHOWN Y4ETHOW 3anuncu.

o MMonb3oBaTento ans exona B ADVANTA ¢ LOMEHHbBIMU YY4E€THbIMU OAHHBIMU CUCTEMHbIN
noruH 1 naposib ADVANTA 3HaTb He HYXHO.

o [Tonb3oBaTenb B ADVANTA MOXET X U3SMEHUTb BPYYHYIO, 3TO HE MOBJIUSET Ha NPUBA3KY
npocuns nosnb3osatens ADVANTA K yyeTHon 3anumcum AD.

2. MNpuBa3Ka cywecTeytowero nosib3dosatensd ADVANTA k AD.

o KaXblin NoNb30BaTeSb NPUBA3bIBAETCA MHAMBUAYAIbHO: aaMUHMCTpPaTop ADVANTA
nepexoamnT B Npodusib HY)XHOro NoAb30BaTeNs, F4e eCTb MHTepdenc ana soibopa
HeobxoauMoN LOMEHHON y4eTHoW 3anucu AD.

o M3mMeHeHue nHdopmaLmm o nonb3osatene B ADVANTA nnu B AD Ha nNpuBA3KY npogusien
APYr K OpYry He BAMAeT, T.K. OHW CBA3aHbl N0 naeHTupunkaTopy. ismeHeHne
nHopmaumm o nosnb3osaTtene B ADVANTA He BANSAET Ha YY4ETHYI0 3anncb B AD 1
HaobopoT: U3MEHEHUS faHHbIM B y4eTHON 3anucu AD He BAMAKT Ha MHopMaLmnio 0
nonb3oBaTesie B ADVANTA .

e Ecnm nonb3osaTenb 3abnokmposaH B ADVANTA 1 nbiTaeTca B Heil aBTOpM30BaThCs Yyepes AD,
To ADVANTA oTKaXeT B JoCTyne.
e Ecan nonb3oBaTenb 3abnokmposaH B AD, n B npogmne ADVANTA y HEro CUCTEMHbIE JIOFVH 1
napoJsib, To aBTopn3oBaTbCca B ADVANTA nosib3oBaTeslb He CMOXET.
o Ecnn B npocmne ADVANTA norvH v naposib N3BeCTHbI N0JIb30BaTest0, TO OH CMOXEeT
aBTopusoBaTbCca B ADVANTA, MunHys AD.

3arpy3ska nosb3oBaTtesieu u3 Active Directory
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Ona 3arpysku nonb3osaTenien u3 Active Directory:

1. BKJOYMTE MHTerpaunio No ogHoOMy U3 oByx metonos: ADFS nnm NTML;
2. BKJIIOYNTE B CUCTEME HAaCTPOEHHbIN MeTOA MHTEerpaunu;
3. HaXXMuTe KHOMKY «3arpy3ntb n3 Active Directory»;

|| OfWKe HACTPOMKK ™ || CeoiicTea ofbekTos ™ | CTpyKTypa B3sbl DaHHLIX ™ | [OnonHWTENEHbIE CEPBMCH ™ | YMpaBneHue GE30NacHOCTER ™

HacTpoiku cBA3M ¢ Active Directory (C ucnonezoBaHueM cnywoel ADFS)

¥ PaspelwnTs NpoBEPKY YYeTHBIX AaHHbIX B Active Directory (C MCNonb3osaHnem
cnykGbl ADFS)

[T0.Te3083TEITH MOTYT BXOAWTE B CHCTEMY, MCTOMBIYA CBOW NOMMH i N3p0Is THO0
YHETHYO 3amice Active Directory

Appec LDAP cnywbel LDAP:fag.a2nta.ru/
Bazoewiid DN [OToyTCTRYET]

Monez0BaTenu 3arpyzuTo w3 Active Directory

HacTpoiku cBA3M ¢ Active Directory (c ucnonbsosaHnem NTLM)

|| PaapewnTs NnpoBEpKy YYETHBIX OaHHEIx B Active Directary (C Mcnons3oBaHuem

NTLIM}

4. B MOABMBLUEMCS OKHE — y4YeTHas 3aMnuchb;

Monesosartenn Active Directory

Bwibpate Ormena YYBTHAA 3aNUck

¥/ He uMnopTMpoBaTL 2336N10KMPOBAHHLIX NONES0BATENEH

®

|

®

9 Buittin

®

% Computers

®

% Domain Controllers

®

"9 ForeignSecurityPrincipals

®

" Managed Service Accounts

®

U Users

5. ykaxuTte noruH (no macke domain\login) v naponb LOMEHHOro aAMUHUCTPATOPA;
6. BblibepuTe Hy>XXHbIX N0Sib30BaTENEN (MK FPynnbl NoNb30BaTenen) - BuibpaTsb.

1. Ecan cepBep C cUCTEMOW BK/OYEH B IOMeH, CucTeMa NPpUHUMaeT JIOrMH He TOJIbKO Mo
YKa3aHHbIM MacKaM, HO 1 NPOCTO B BUAE MMEHW NOJib30BaTeNd, 6€3 LONONHEHWNNA.

2. [lna onepauuu 3arpy3Ku noab3oBaTeNen BaXKHO y4nUTbiBaTb HE0BX0AMMOCTb
3anonHeHnsa nosien Vima, ®ammnusa n agpec 3J1eKTPOHHON NOYTbI B HACTPONKaX
npodunen nonb3oBaTtenein B Active Directory.

CUMHXPOHM3aLMA y)XKe Co3aaHHbIX B AgBaHTe NnoJsib3oBaTesieM C
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nonb3oBaTtenamu Active Directory

HacTponTe uHTerpawumio no 04HOMy 13 AByX METO0B.

BkJilounTe B CUCTEME HAaCTPOEHHbIM MEeTOA UHTErpaLunu.

MepenanTe Ha CTPaHULY NapaMeTpoB NoJib3oBaTens A4BaHTbI.

B noptnete «Y4yeTHada 3anucb Active Directory» HaxxmuTe 3agaThb.

B nosBMBLUEMCS OKHE = y4eTHas 3anncb = yKaxxute fornH (no Mmacke domain\login) u
naposb JOMEHHOro agMUHUCTPATOPA.

6. BbibepnTe nonb3oBaTens ANna CMHXpoHM3auun (u3 cnucka Active Directory) — BoibpaTb.

vk wh -

Ecnm cepeep C CUCTEMOW BKJItOYEH B oMeH, Cuctema NMPUHWUMAET JIOr'H He TOJIbKO No
YKa3aHHbIM MaCKaM, HO 1 MPOCTO B BUAE MMEHWN NMOJ1Ib30BaTeNA, 6e3 nonosHeHWN.

AOMWUHWCTPATOR
THUA NULLEH3WK KMcnonHUTENL
FaspellvTe BXOO B CHCTEMY

NaTa okoHYaHWA ASACTEMA
VYETHOI 3aNKUCH

MocTh

MmA nons3osatena® Edpemos

WIMEHWTE NARONE

AKTMBMpOBATE CUCTEMY Hert
ofy4eHnA

OTNpaenATE 3anpockl Ha E- Bcerga
mail

OTnpasnATe cobblTWA Ha E- Hukoroa
mail

OyGnUpoBaTe Ha Het
AONONHUTENEHEIA E-mail

NoGaBnATe B Tabens Het
HAYATLIE W 3ABEPLUEHHEIE
MHOK 3a4a4K

YyerTHan sanuce Active Directory

Japarh
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