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NHuTerpauua ADVANTA c Blitz Identity
Provider

Cepsep ayTeHTUdUKaumm Blitz Identity Provider - 3To poccuinckoe MO gna ynpaeneHns BXOLOM
nosib30BaTeNeN B MPUJIOXKEHMS, NO3BONSAIOLWEE OCHACTUTL BED-CalThl U MOBWJIbHBIE MPUIOXKEHUS
KOMMaHUKN (PYHKLUMAMY 3aLLUThI YHETHbIX 3anuncein nosib3osaTtenen. bnarogaps nHterpaunm
BO3MOXXHO OCYLWeCTBNATE aBTopu3aunio B Cuctemy ADVANTA Yepes cepBep ayTeHTURUKALNKX MO
npoTtokoay OpenldConnect.

MogkntoyeHne Cnctembl ADVANTA K Blitz IDP BbinonHsaeTca no npotokony OpenldConnect 1
COCTOWT U3 ABYX 3Tanos:

1. HacTtpownkun Ha cTopoHe Blitz Identity Provider.
2. HacTtponkn Ha ctopoHe Cuctembl ADVANTA.

Ins peanusaunn UHTErpauun y Bac fo/KeH 6biTb OCTYN MO KpaHeh Mepe K LeMo-BepCusm
AaHHbIX NPOAYKTOB.

O Blitz IDP

Blitz Identity Provider - nnaTdgopma co3gaHns equHoOro cepemnca LoCTyna B opraHnsaumn. EaqnHbin
cepsuc goctyna obecneymBaeT UAEHTUPUKALMIO, ayTEHTUPUKALMIO U KOHTPOJIb A0CTYNa
nosib3oBaTenemn K NpuIoKeHNsAM opraHn3aLnu.

NonbsosaTtenn -

&
&

H @

Blitz Identity

D Provider

MpunoXkeHWa KOMNaHWUW

MpoayKT pa3BepThIBAETCA Ha cepBepax opraHmn3aunn 1 NO3BOASET OCHACTUTb BHYTPEHHow UT-
NHPPACTPYKTYPY PYHKUMAMUK 3alLMUTbI YHETHbIX 3anucen nonb3osatenei. Blitz IDP nogaepxueaet
COBPEMEHHbIE NPOTOKOJIbl ayTEHTUDUKALUK, NONYNAPHbIE OTEYeCTBEHHbIE ONEepPaLMOHHbIE CUCTEMBI
n CYBA.

OcHoBHble pyHKuMK Blitz IDP:

e obecneyeHne eanHOro CKBO3HOIro BXoaa Nonb3oBaTens B npunoxerHus (Single Sign-On);

e NBYX(haKTOpHasa ayTeHTUpnKaums;

* KOH(UIYpPUPYEMbIA NOb30BaTENLCKUA NHTEPKENC CTPaHUL, BXO4a, pernctpaumm,
BOCCT@HOBJIEHNS AOCTYMNa, YyNpaBieHNs Y4ETHOM 3amnuncbio;

* BXO/, C NCMNOJIb30BaHNEM CTOPOHHUX MOCTABLUNKOB NAEHTU(MUKALMN: BXOL C MOMOLLbIO
aKKayHTOB couManbHbIX ceTen, 6aHKOB, EAMHON cncTeMbl nAEHTUDNKALUN N ayTEHTUDUKAL NN
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(ECWA, Tocycnyru), Mos ID (CYOWP), chenepaTUBHbIA BXOA NOJb30BaTeNIEN C UCNOJSIb30BaHNEM
BHELUHWX MOCTaBLUNKOB NAeHTUpMKaLnK;
e MpoBepKa npas AOCTYMNa Ha BXO[ Mosb30BaTesIen B MPUI0XKEHNS;
* MpoBepKa npas JOCTYyna noJib3oBaTenen n NPUIOXKEHUN Npu ncnonb3osaHnn REST-cepBMCOB;
* MPOTOKOJIMPOBaHWe CobbITUI JOCTYyNa U AENCTBUI C YYETHBIMU 3annCaMu.

MonpobHee 0 cepBepe MOXHO Y3HaTb U3 AOKYMeHTauumn Ha cante Blitz IDP unun ckavatb PDF-chainsbi.

Blitz IDP 3apeructpupoBaH B EanHom peectpe poccuinckoro MO (Ne842) n ceptudmnumposarH ®CTIK
Poccum (Ned525 ot 10.03.2022), 4TO NOATBEPXKAAET COOTBETCTBME TPeboBaHMAM UHDOPMALIMOHHON
6e30nacHOCTY 1 JONYyCKaeT NpYMEHeHe NPoAYyKTa B rOCyAapCTBEHHbIX MHGOPMALIMOHHbIX
cmcTemax.

YcTaHoBKa u HacTpouka Blitz IDP

OOLuas MHCTPYKLMSA MO YCTAaHOBKE

MoapobHasa nHhopmaums 06 yctaHoBke 1 HacTpomke Blitz IDP B gokyMeHTaunn Ha canTe Blitz IDP Ha
cTpaHuue ObLias MHCTPYKLMUSA MO YCTaHOBKE.

B 3aBMCUMOCTM OT NCMOJIb3YEMOiA ONEPALMOHHON CUCTEMbI €CTb CBOS Cneunduka rno
yCTaHOBKe HeobX0AMMOro OKpyXeHUS.

TakXXe MOXXHO MOCMOTPeTb IeMOBEPCUIO MPUIOXKEHNS.
HacTpouku uHTerpauum Ha ctopoHe Blitz IDP
INs HaCTPOMKKM MHTEerpaunmn B KoHcon ynpasneHus Blitz IDP nepenguTte B pasgen «lMpunoxxeHus» n
BbINOJIHNTE AENCTBUSA:
1. Co3panTe HoBOe NpunoxxeHne ADVANTA, 3agaB ero 6a3oBble HaCTPONKMK:
e ngeHTudukaTtop (entityID mnm client id): <client id>;
* Ha3BaHuWe: <name>;
* [IOMEH.

2. Haxxmnte «CoxpaHnTb».

3. [lanee HaxmuTe KHoMky «MapameTpbl» y npeanoxeHns ADVANTA n oTpefakTUpynTe napaMmeTpsl
NPUNOXKEHNS:

e npoTokosbl: BbibepnTe OAuth 2.0 / OpenldConnect 1 HaxxmuTe «CKOH(PUTYpUpoBaTh»;
e [lajfiee B NapaMeTpax YKaXxute gaHHble, Kak B KOH(UrypauunoHHom canne client.config:
cekpeT (client secret), npedukchl cCblNOK BO3BpaTa, LONyCTUMble pa3pelleHus: profile.
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4. Haxxmute «CoXpaHUTb».
locne NpoxoXXAeHNsA BCEX LIaroB pekoMeHayeM NpoBepuTb KOPPEKTHOCTL BXxoAa B ADVANTA.

bonee noapobHy0 MHGMOPMaLIMIO O HACTPOMNKaX UHTErpaLum MOXXHO HaTN B LOKYMEHTaLUN Ha
canTe Blitz IDP B pa3nene HTerpauus.

HacTtpoukun B ADVANTA

HacTpoika aBTopu3aunn yepes Open ID Connect nponsBoanTcs AAMUHNCTPATOPOM CUCTEMBI.

B HacTponKkax KOH(MrypaunoHHoro ansia cuctemsl client.config, HayMHasa c BepCcmMm CUCTEMDI
3.29, nosBUAICA pa3fen, B KOTOPOM B BULE MAaCC/Ba MOXHO YKa3aTb NepeyeHb BHELIHMUX CEPBUCOB
ayTeHTUdhuKaumm no npotokoay OpenldConnect:

/* MaccuB */

openIdConnect

providers

caption="lms KHONKK BXxoAa C Ha3BaHWeM npoBangepa" clientId="advanta"

metadataURL="https://ssotest.yourcompany.ru/.well-known/openid-configuration

authenticationType="0IDC1" enabled="true" scope="openid profile"

clientSecret="CekpeTHbln KO4 NpoBangepa" responseType="code"
claimType="user id"

/* OnucaHne BToporo rposavigepa */

providers
openIdConnect

MapamMmeTp OnucaHue
Obsa3aTenbHbIn NnapaMeTp

caption Ha3BaHue npoBangepa aBTopuaunm oas oTobpaxeHns KHOMKN C 3TUM
NMEeHeM
O6s3aTenbHbIN NapameT

metadataURL P P

URL-agpec yoaneHHOro cepsepa ¢ MeTafaHHbIMU

Obsa3aTenbHbIN NapaMeTp

NoeHTngrkaTop NnpoBanaepa aBTopusaumnm, nog 3TUM UMEHEM AaHHbIN
authenticationType nposangep OpenldConnect 6ynet oTobpaxaTbCa B npodune
Nnosb30BaTesNs, a TakXXe Ucnonb3oBaTbCca B APl MeTofax. MOXHO
MCNoab30BaThb N0bon yaobHbIN

Obsa3aTenbHbIn NnapaMeTp

NoeHTudgurkaTop KAneHTa (NpUaoXeHns), BbiIbUpaeTca cornacHo
npaBnJiaM MMEHOBAHUS CEPBUCOB A8 ayTeHTUDUKaLUMN B
OpenldConnect

clientld
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MapamMmeTp OnucaHue
Obsa3aTenbHbIn NapaMeTp
enabled Bklo4eHMe/0TKAIOYEeHNE NpoBanaepa, BO3MOXXHbIE 3HaYeHUs: true un
false
YKa3blBalOTCA 3anpallmBaemMble CKoynbl. ECn napaMeTp He 3afaH, To
scope NCMosb3yeTcsa TOJIbKO CKoyn openid

Mo>)xeT 6blTb HECKOJIbKO

O6s3aTenbHbI MapaMeTp
YKa3blBaeTCA CEKPET NPUIOXKEHUS

Heobs3aTenbHbIN NapameTp.

Tun oTBeTa, No ymonyaHuio id token. Bo3MOXHble 3HAYeHMS:
code,

code id token,

responseType code id token token,

code token,

id token,

id token token,

token

TN yTBEPXAEHUS, UCMOJIb3YEMBIA ANS NOyYeHUs MAEHTUPUKaTOPa
claimType Nosib30BaTeNs Ha cepBepe aBTopu3auun. byaeTt ncnonb3oBaTbCs As
CBSI3KU MOJIb30BaTENA CUCTEMbI C MoJsib3oBaTeseM OpenldConnect

Heobs3aTeNbHbIN NapamMeTp
disableSignatureValidation|OTknto4aeT Banmaauno TokeHa. ECam napaMeTp He 3afaH, TO 3Ha4YeHne
false n Bannpauma BkoYeHa

OnunoHanbHLIN NapameTp

®ainn, KOTOPbIA COOEPXUT KNo4M Banngaumm B oopmate JSON. dopmaTt
aHanormyeH ctpaHuue jwks uri. Eciv napameTp He 3afiaH, TO KO4M
bepyTcs ToNbKO € afpeca jwks uri

MO>XHO MUCMNOJIb30BaTb, €CJIN MO KaKON-TO NpUYMHe npoBanaep
OpenldConnect He npenocTaBNAET KJKOYN Banngaunm

Mpumep ncnonb3osaHus: jwksFilePath =
“C:\inetpub\wwwroot\a2key\jwksFile.txt”

clientSecret

jwksFilePath

B client.config Takxe Heobxoanumo f06aBUTb MHAMKALMIO, 4TO HEOHX0ANMO
ncnonb3oBaTb MHTerpaunto ¢ OpenldConnect. 115 3T0ro onuMoHanbLHO B pasgene
<configSections> npeaycmoTpeTh pa3MelieHme cekunmn “<section name=
“openIdConnect”

type="Config.0OpenIdConnectConfigurationSection, smcorelib”/>". Mpwn
OTCYTCTBMM JaHHOW cekuuu, ncnosb3osaHne OpenldConnect HeBO3MOXHO.

MprMep HaCTPOMKK KOHGUrypaumoHHoro anna cuctemol client.config ana asTopmsauum vyepes
nposanaepa Blitz IDP:
configSections

section name="openIdConnect"
type="Config.OpenIdConnectConfigurationSection, smcorelib"
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configSections

openIdConnect
providers
caption="Blitz IDP" clientId="Advanta"
metadataURL="https://blitz.domain.ru/blitz/oauth/.well-known/openid-configur
ation"
authenticationType="blitz" enabled="true" scope="openid"
clientSecret="00000000"
responseType="code" claimType="user id"

caption="SS0" clientId="a2nta"
metadataURL="https://blitz.domain2.ru/blitz/oauth/.well-known/11"
authenticationType="blitz2" enabled="true" scope="profile"
clientSecret="11111111"
responseType="code" claimType="user id"

providers
openIdConnect

Mpwn oTKAOYeHMM NpoBanaepa (mapameTp enabled), KHOMKK aBTOPM3aLMK He ByaeT, HO
npvBs3Ka Mosib3oBaTeNien B CUCTEME COXPaHMTCS. YToObl yaanmTb CBA3N C CepBMCaMU
aBTOpM3aLMK, HEOBX0AMMO:

e B NoOpTJieTe C CepBrcamMy aBTOpM3aLMm B HACTPOMNKaX Nosib3oBaTeNa yaaanuTb NPUBA3KY
K CepBuUCY;

e ucnosb3oBatb MeTo APl DeleteLinksWithOpenldConnect. MogpobHee o meTonax APl Ha
cTpaHuue OnucaHue metonos API.

Pe3ynbTaT MHTErpaLum

Bxop B cuctemy

Mocne KOPPEKTHBLIX HACTPOEK KOHMUIYPALIMOHHOMO (haitia 1 nepesanycka CUCTEMBI, NMOJb30BaTENIO
OyneT OOCTYMNeH BXOA B CUCTEMY Yepe3 HOBbI NpoBaiaep ayTeHTUdMKaLum.

Hanpumep, nosb3oBaTesb, HaXXMMasa Ha KHOMKY «BonTu Yepe3 SSO», nepeHanpaBnseTcs Ha aapec
nposangepa asTopusauum Blitz IDP, yka3aHHbIN B HacTporKkax anna client.config. MNocne
YCMNELIHOro NPOXoXXAeHna aBTopu3aumm y nposanaepa OpenldConnect, 3anpoc byaer
nepeHanpasneH obpaTHo B cuctemy ADVANTA. Cnuctema ADVANTA nponsBoauT nAeHTUPMKaALNIO
Nnosib30oBaTeNs 1, B CJiydae yCrnewHon naeHTuguKaLmm, aBTopusyeT nosb3oBaTeNs B CMCTEME.
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ADVANTA

Bxof B cHCTEMY

KikaA NONBIOBETENA
Bapoxoe

Mapont

3
FANOMEMTE MesA

Bo#Te wepea 550

Bo@Tw wepaa Active Directory

MoapobHyto nHOpMaLMo 0 BXOA4E B CUCTEMY Yepes NpoBangepa ayTeEHTURMKALUN MOXKHO NPOYeCTb
Ha cTpaHuue AsTopusaunsa no npotokony Open ID Connect.

MopTneT B HaCcTpoMKax NoJsib3oBaTens

Mocne HacTponky nHTerpauuu ¢ Blitz IDP B npodune nonb3oBaTens Takxe NOSBATCA pasgen ans
CBA3bIBAHMA y4eTHON 3anucn cuctembl ADVANTA ¢ y4eTHOWM 3anucbio BHELLHEro nposanaepa.
MopTneT HaxoAuTCA B HACTPOMKaXx NoJib30BaTenNs, nocne noprnera «Mov HaCTPONKM».

B nopTnete yka3saHa nHgpopmaums:

e Ha3BaHWe - Ha3BaHwue nposangepa OpenldConnect (cooTBeTCcTBYEeT authenticationType B
KOH(UrypaumoHHoM anne);

* 3aroJI0BOK - 3arosioBok rnposangepa OpenldConnect (cooTseTcTBYeT caption B
KOH(hMIrypaLunoOHHOM (haifie), Ha3BaHMe KHOMKM Ha CTPaHuLLe BXOAa;

e y4yeTHas 3anucb - y4yeTHasa 3anucb AaHHOrO nosib3oBaTens y nposangepa OpenldConnect;

e cTONbEeL C KHOMKOW «/I3MEHNTL» - HaXXKUMas Ha Hee, OTKPbIBAETCSH BO3MOXHOCTb
pPenaKTMPOBaHNSA COOTBETCTBYIOLLEN CTPOKMN.
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Janpewars asTopH3aLMH
NoNL3CEATENA Nob NoKanbHOA
YYETHOH 3ANHCHED

Hwam nonezosatens® admin

HenansaoeaTte 3MB
COrnacoBaHMAN

OTnpaenaTe 3anpockl wa E-mail  He=orpa
OTNPABENATE COBBITHA Ha E-mail Hw=orga

OyanupoeaTte Ha Het
AOROAHUTENBHBIA E-mail

[NofaanaTe 8 Tabent HavaTme W Oa
JABEPLEHHEIE MHORD 33034

DoGaanaTe B Tabens HavaToie i 0o
JapepleHHDIE 330849, eCNHA A

pecypc

Coenate cTApTOBOA NAMENb Her
YIpARNEHHA

HAzbig RLI

Y4YeTHEIE 3anKcH NpoBangepos openldConnect

Haipanwe JaronoBok YueTHaR 3anKie
authenticationType? mofTH uepes nposadaepa caption2 sdtst
authenticationTypel BoATH uepea npoeaidaepa captionl efremow
authenticationType3 moATH Wepel nposadaepa captiond

Mpy HaXXaTUKN KHOMKWN «M3MeHUTb» B CTONOLIE «Y4eTHAs 3anucb» NOSBASETCS BO3MOXHOCTb BBECTU
QaHHble Y4ETHON 3anncK AaHHOro Nosib3oBaTens y nposaiaepa OpenldConnect. [1ns coxpaHeHus
AaHHbIX HE0BX0AMMO HaXXaTb KHOMKY «COXPaHUTb>.

Choenate CTAPTORBOM NaHENs
yRpasneHnA

OocTyn ¥ peaKTHROBAHMID
npoduna

Hapax RU w

Yu4eTwbie 3anucH nposangepos openldConnect

Hanpanmse JaranoBox YueTHaR JaNHCH
blitz BodTh uepes 550 Eppewcd I
Bodmn wepes Active Director

Mocne TOro, Kak co3faHa NpuBsA3Ka 1 yKka3aHa KOppeKTHas NHopMaLmns y4eTHOW 3anncu
nonb3oBaTtens y nposangepa OpenldConnect, y nosb3oBaTens nosBAseTCs BOSMOXHOCTb BXOAa B
cuctemy ADVANTA yepes3 Blitz IDP. bonee nogpobHyo MHOpMaLUio MOXHO NPoYeCcTb Ha CTpaHuLe
HacTtponka aBTopu3saumm Yepes Open ID Connect.
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