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ITIO1 Hashicorp Vault

NHDpacTpyKTypHblE yCayru, Yepes Tcn

Mpobnemsi

1. HeobxoanmocTb BbINosHeHUs TpeboBaHWIn MHMOPMaLMOHHOM Be3onacHoCTH,
npefycMaTpuBaoLLUX HeJoNyCTUMOCTb XPaHEHUS JIOTMHOB 1 MapoJie B OTKPbITOM BUAE Ha
cepsepe.

2. Cnaba#s 3aWwmnLLEeHHOCTb IOMMHOB U Maponent TeXHUYEeCKMX YH4ETHbIX 3anucen B 6a3oBom
Kopoboy4HOM BepcUmn cepBepHoro npunoxxeHns ADVANTA.

Bbirogbl

1. MoBbiwaeM 6€30MaCHOCTb CUCTEMDI.

2. Maponu He xpaHATCcA B KOHPurax. B 6 ADVANTA OTKPbITO XpaHUTCA TOJIbKO X3LW A1s JOCTyna
K Hashicorp Vault.

3. PeweHwne Hashicorp Vault peann3soBaHo Ha ocHoBe 1O € OTKPbITbIM UCXOA4HBIM KOLOM.

Ha3HauyeHue

1. HauyuHas c Bepcun ADVANTA 3.30, 4Tobbl NOBbICUTL 6€30MaCHOCTb XPaHEHNS CEKPETOB
(maponen, TokeHoB/MapKepoB-A0CTYyMa, API-Kto4en, 3aKpbITbIX KpUMNTOrpauyeckmnx Kiyen n
T.M.) MOXXHO HacTpouTb nofksyeHne cuctemol ADVANTA kK CYB[ nnu cepsucy Active Directory
yepes cepBuC xpaHeHnsa cekpeTtos HashiCorp Vault. B 3Tom cnyyae B cucteme mnm annax
KOH(Mrypaumm He ByayT XpaHUTbCA Napoan K cepeucamM u cnyxbam komnaHuu. PelweHne Ha
ocHose 10 ¢ OTKPbITbIM NCXOOHBLIM KOLOM.

KOMNOHEHTbI pelueHus

HashiCorp Vault - 3To MHCTpYMEHT An4 ynpaBieHnsa cekpeTtamm n obecneyeHns 6e3onacHoOCTM
LlaHHbIX B 06navyHon nHGpacTpyKType. EF0 0OCHOBHOE Ha3HavyeHue - MOMOoYb OpraHu3aumnsamM
6e3onacHo ynpasnaTb LOCTYNOM K KOH(DUAEHUMANbHON MHopMaLmmn. OCHOBHbIE (DYHKLUNOHANbHbIE
BO3MOXXHOCTMU:

1. YnpaBneHwune cekpeTamu:
a. XpaHeHue pa3nyHblX TUNOB cekpeToB (Naponun, APl-kno4uun, SSH-knto4n, RSA-TokeHbl, OTP)
b. InHamMmnyeckas reHepaunsa 4ocTyna oas CepBncoB
C. BO3MOXHOCTb poTaumu 1 0T3bIBa 4OCTYNa
d. LleHTpann30BaHHbIA KOHTPOJIb Ha BCEMU CEKpPeTaMMn
2. YnpaBneHue OOCTYMNOM:
a. AyTeHTUdMKaumna nosb3oBaTenen (Kak algen, Tak 1 MalnH)
b. Ponb-based access control (RBAC) o515 4yenosevyecKux nosib3oBaTtenen
C. BpeMeHHble TOKeHbl A1 OrpaHNYeHHOro gocTyna
d. leTanbHOE NornpoBaHne OencTeun
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3. WndgpoBaHme OaHHbIX:

a. 3awmTa faHHbIX nNpy nepegade (TLS)

b. LLUnpoBaHne gaHHbIX B COCTOAHUN nokos (AES 256-6ut CBC)

C. LleHTpann3oBaHHOeE ynpasJsieHNe KJloHamm

d. Bo3M0OXXHOCTb 06HOBNEHMA KIOYEN B pacnpefeneHHON UHPaCcTpyKType
4. lMpaKTnyeckoe npuMeHeHue:

a. be3onacHoe xpaHeHue y4yeTHbIX faHHbIX 6a3 AaHHbIX

b. YnpasneHue API-knto4aMu 15 pa3inyHbIX CEpBUCOB

C. KOHTpob AocTyna K KOHOUAeHUMaibHON MHGOpMaLnm

d. 3awunTa cekpeToB Npu Murpaumm B obnako

e. NnTterpauusa c CI/CD npoueccamu

HashiCorp Vault ocobeHHO noneseH Ana opraHu3aumin, KOTopble XOTAT yAyHwmnTbs 6e3onacHoOCTb
cBomx obnayHbIx peweHnin 6e3 yulepba gna paboymx npoueccos pa3paboTKu n akcnayaTaunn. ITo
HbecnnaTHbIM open-source NPOAYKT C AOMNOJIHUTENbHbLIM enterprise-OyHKLMOHANOM N8 KPYMHbIX
opraHu3aummn.

KoMnoHeHT CTOoMMOCTb / TPYAOEMKOCTb
1. NO Hashicorp Vault becnnaTtHoe NO
2. PaboTbl no HacTponke cunamm OUT Ot 40 yacos
3. Pa3paboTka TeXHNYeCKoW OOKYMEHTAL MM
S?%Z:‘;;; CXeMa B3aMMOAeNCTBUSA KOMMOHEHTOB CUCTEMbI U Ot 40 Hacos
6) NoApObHbIN TEXHNYECKMIN NMPOEKT

Ccbinku:
HacTpoika xpaHeHuUsa cTpok noakntodeHns B Hashicorp Vault (Wiki)

ObpaTHas cBA3b

**Y3HaNTe 0 BO3MOXHOCTSAX NaaTdopMbl U noabepnTe nydliee peweHne Ha 6aze ADVANTA**
Xo4y TaK xe
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