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Yek-nucrt nepep odpawieHuem B
TexnoanepXxky npunoxexnusa (I1IS + MsSQL)

ba3oBoe COCTOAHUE CepBEepPoB U CeTHU

JOCTYNHOCTb CepBepoB

e [locTyneH nn gusnyeckn cepsep c IIS?

e [locTyneH nn punsmnyeckn cepsep ¢ MsSQL?

e [locTyneH nn yganeHHo cepsep c IIS (4epe3 RDP, SSH, KVM)?

e [locTyneH nn yganeHHo cepsep ¢ MsSQL (4epe3 RDP, SSH, KVM)?

OTBeTuNN «HeT»? - MNMpobnema B MHPPACTPYKTYpPE UM JOCTYMeE K CepBepam.

CeTeBas CBA3HOCTb

e MoxeT 1 cepsep IIS ycnewHo nponuHrosaTb cepsep MsSQL no IP-agpecy n DNS-umeHmn?
e MoxeT i1 cepeep MsSQL ycnewHo nponuHrosaTte cepsep IS no IP-agpecy n DNS-umeHn?

He paboTaeT nuHr? - Mpobaema C CETbIO MW HACTPOVKaMm haepBoa.

daepBObI

e Pa3peweH nn Ha haepsone cepeepa MsSQL Bxoaswmi Tpadmk Ha nopT MsSQL (0bbivyHo 1433)
c IP-agpeca cepsepa IIS?

e Pa3pelleH 1M Ha haepsosie cepsepa IIS ncxopawmn Tpadgpmk Ha nopT MsSQL cepsepa b7

e [IpoBepEHbI /I KOpNOpaTMBHbIE (haepBOJibl/MapLLIPYTU3aTOPbLl MeXAay cepeepamn? He
610KMpyoT M OHKM NopThl 1433, 4437

Pecypcbl cepsepos (IIS n MsSQL)

e LMY (CPU): He npeBbilweHa N1 NocToAHHas 3arpy3ka LMY (3arpy3ka meHee 90% B TeyeHue
nociegHnx 5 MMH unn Bo Bpemsa obHapyxeHns npobnemsl)? (MpoBepuTb Yepes AucneTyep
3agad, top, htop, Zabbix).

e OnepaTnBHas namaTtb (RAM): [locTaTo4HO M cBOBOAHON ONepaTUBHON NamMsATK (3arpyska
MeHee 90% B TeyeHne NocneaHnx 5 MmH nnm Bo Bpems obHapyxeHns npobnemsl)? (MposepnTb
yepes [lucnetyep 3agad, free -m, vmstat, Performance Monitor, Zabbix).

[lnckoBoe NpPoCTPaHCTBO

e EcTb cBOGOAHOE MEcTO Ha cucTeMHoM aucke (obbiyHo C:)? CBoboaHO He meHee 10%.
e EcTb cBOBOAHOE MECTO Ha AMCKe, rae yCTaHOBAEHO Balle npunoxeHne? CeoboaHO HE MeHee
10%.
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e EcTb cBOBOAQHOE MECTO Ha AMCKe, rae pacnosioXeHbl 6a3bl AaHHbIX MsSQL (PGDATA)?
CeobogHo He MeHee 10%.

e EcTb cBO6OAHOE MECTO Ha AWNCKE, FAe PacnosioXeHbl oru npunoxxenus, IS n MsSQL?
CeobogHo He MmeHee 10%.

e lnckosble onepaumm (I/0): HabniogaeTcs NocTosHHaA 3arpy3ka AMCKOB UV ANCKOBOWN
ovyepeamn? (3arpyska 6onee 90% B Te4eHMe NOCAEOHUX 5 MUHYT UK BO BpeMs 0BHapyXeHns
npobnemsl. MpoBepuThb Yepes Jucnetyep 3agay, Performance Monitor, iostat, Zabbix).

OTtBeTnnn «HeT» Ha npobnemsbl ¢ pecypcamn? = TpebyeTcs BMewwaTeNbCTBO AQMUHUCTPaTOPa ANs
onTUMM3aLnn/pacLLNpeHns pecypcos.

Cnyxb6bl cepBepa IIS

e 3anyuweHa n pabotaet cnyxba W3WP.exe?
e 3anyuieH n paboTaeT cant/nyn npunoxeHunin (Application Pool), cBa3aHHbI C BaWnM
npunoxeHuvem B IS Manager?

He 3anyweH? MonpobynTe 3anycTuTb Bpy4Hyto. Ynan cpa3y? MposepbTe noru lIS n Event Viewer Ha
Hanu4yne owmnbok. crnpasbTe OLIMOKN.

OTBeTuNMN «HeT» nnn cnyxbbl He 3anyckatTca? - Mpobnema ¢ IIS nnm KoHpUrypaumen canta Ha
CTOPOHE KJINEeHTA.

ba3a paHHbIX MsSQL

Cnyxb6a MsSQL

MpoBepbTe Yepes services.msc nnm PowerShell 3anyLieHbl 1K Cnyxosbi:

e cnyxba SQL Server (MSSQLSERVER) — ocHoBHas cnyxba ana ak3emnaspa no yMoa4aHuio;

e cnyxba areHTa SQL Server (SQLSERVERAGENT) — oTBe4YaeT 3a BbINoJIHEHWe 3afaHun (63kanbl,
cbop CTaTUCTUKN 1 T.4.);

e cnyxba obo3peBaTens SQL Server (SQLBROWSER) — Hy>XHa ANS NOAKNOYEHMA K
MMEHOBAHHbLIM 3K3eMnaspam;

e cny>xba SQL Server Reporting Services (SSRS) n SQL Server Integration Services (SSIS) — ecnu
NCNONb3YIOTCH.

He 3anyuwieHa? MNMonpobyinTe 3anyCcTuTb BPy4YHYt0. Ynana cpa3y? MNMpoeepbTe norm MsSQL (06bi4HO
C:\Program Files\Microsoft SQL Server\MSSQL<Bepcma>.<umsa_sk3emnnspa>\MSSQL\Log)
Ha Hanu4me owmbok. NcnpasbTe ownbKw.

HocTynHocTb 6a3bl AAHHbIX

e MOXXHO N1 NOAKMOYNTLCA K cepepy MsSQL ¢ cepsepa IS ¢ nomMoLbio CTaHAAPTHOIO KJINeHTa
MCNONb3Yys Te Xe napameTpbl NOAKAYEeHUs (XOCT, nopT, nMa bJl, nonb3oBaTesb, Naposib), 4TO
yKa3aHbl B KOH(PUrypaLuy BaLlero npuioxxeHus Ha IIS?

¢ [lpoBepbTe Napob. He MeHANCA 1 OH HedaBHO? ECIM MEHANCS, TO UCNpaBbTE B
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KOH(MrypaunoHHoM ¢panne client.config B cTpoke nogka4eHus.
He nony4yaeTcs nogknountbes? = Mpobnema ¢ foctynom K bl: HeBepHble NapamMeTpbl, 610KMPOBKa

thaepBosiIoM, NpobnemMbl C ayTeHTUPUKALMEN Ha CTOPOHE KJIMEHTA.

CocTosiHMe Ba3bl AaHHbIX

e [MpoBepbTe pa3mep H6a3bl 4aHHbLIX NPUAOXKEHUSA. He NnpnbAnsnncs nm oH K iMmMnTam gucka?

* [IpoBepbTe, He NepenosiHeHbl NN AUCKK JIoramMmn TpaH3akumnm MsSQL?

e PaboTaloT /1M 3anlaHMpPOBaHHbIE 3a4a4K pe3epBHOro KonupoeaHua bLl? He 3anonHaw0T an
63Kanbl AUcKn?

CBoboHOe NpoCTPaHCTBO A0JIKHO ObITb He MeHee 10% Oucka.

OTBeTnAn «HeT»? - Mpobnema ¢ 6a3aMu faHHbIX Ha CTOPOHE KJIMEHTa.

Beb-cepsep (1IS) u MpunoxeHune

SSL-cepTtucdukart

e IcTek nn cpok aencTeuns SSL-cepTudmrkaTa, NPUBA3aHHOro K canTy B IIS?
e KOPPEKTHO NI OH NPUBA3aH K NpaBuJibHOMY OOMEHHOMY UMEHN?
e He BbI3blBaeT v ownbok npu goctyne B bpaysepe?

OTtBeTunn «HeT»? - MNMpobnema ¢ SSL cepTnhrMKaTOM Ha CTOPOHE KNEHTA.

KopnopaTtusHbi Proxy (Hanpumep NGINX)

e 3anyuieHa nu cnyxba nginx.service?
e He 6nokupyetca num Tpaduk no 443 nopTy?
e He BHOCMINCL NN U3MeHeHNs B KOHpurypaumio NGINX?

OTtBeTunn «HeT» nnn cnyxbbl He 3anyckatoTca? - MNpobnema ¢ PROXY/NGINX Ha CTOpOHe KaneHTa.

NpaBa poctyna

e ImeeT nn nonb3oBaTtesb nyna npuaoxeHun (Application Pool Identity) IIS npaBa Ha 4TeHue n
BbinosiHeHMe (Read & Execute) Ha nanke ¢ hannamu Bawero NnpUIOKeHns?

e IMeeT 51 3TOT NoJsib3oBaTesb Npasa 3anucy (Write) B nanku, Kyfa NnpuioXKeHuo Hy>KHO
nuncaTb (N0orun, BpeMeHHble haibl, 3arpy3km n 7.4.)7

OtBeTnan «HeT» - MNpobnemMa ¢ npaBamMun JOCTYMa Ha CTOPOHE KJIMEHTa.

KoHdurypauus npunoxeHus
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e He BHOCWMJINCb NN HEAABHO M3MEHEHMNA B (halnbl KOHGUIypaLMm NpuaoKeHusa (HanpuMep,
client.config, appsettings. json) Ha cepsepe IIS?

e He MeHANNCb I napameTpbl noakaodeHnsa K b1, URL-agpeca BHELWHMX CepBNCOB NN Apyrve
KPUTMYECKNE HAaCTPOMNKIN?

OTtBeTnAMn «HeT» - MpoBepbTe KOHGUIypaLNOHHbIE (halibl. BHECUTE KOPPEKTHbIE NapaMeTpsbl.

Jlorn npuno>xeHus

e [IpoBEpPEHbI /1N IO NPUNOXKEHUSA Ha NpeaMeT SBHbIX ownbok? (Mwmte cnosa ERROR,
Exception, FATAL, Critical).

Ecnv obHapyxunm owmbkm, ncnpasbTe.

Jlorm 1IS

e poBepeHbl i noru IS (0bbivHO %SystemDrive%\inetpub\logs\LogFiles\W3WP*) Ha npegmeT
owmnbok HTTP (cTaTychl 5xX, 4xx) npu obpalleHnmn K BaleMy NpusioXeHuno?

Ecnv obHapyXunm ownbku, ncnpasbTe.

MoBTOpPAEMOCTb NPOGNEMbI

Mo)xeTe /1 Bbl YETKO ONMcaTh LWaru, Kak BOCNpon3BecTun npobnemy?
MpossnsieTca nn npobsema NOCTOAHHO UAN 3MN304NYECKU?

Y BCex nosib3oBaTeNnen uan ToNbKO Y HEKOTOPbLIX?

Ha Bcex bpay3epax/yCcTponcTBax Wan TONbKO Ha ONpeaeseHHbIX?

NMocnepHue u3MeHeHuUs

e [IpoOn3BOAMINCL I HEAABHO (80 NosiBNeHMs npobnemsl):

e ObHoBNeHns OC Ha cepsepax IIS nam MsSQL?

e ObHoBNeHns cepsepHoro MO (IS, .NET Runtime, MsSQL)?

e YcTaHoBKa/obHOBNeHME aHTUBMpYCca, haepsona, MO MoHUTOPUHra?

3meHeHNs B ceTeBON MH(PACTPYKTYpe (MapLpyTu3aTopbl, KOMMyTaTopbl, VPN)?
3meHeHns B noMTukax 6e3onacHoCTV noMeHa/cepBepoB?

ObHoBNeHne apanBepoB 06opynoBaHnsA?

®dusnyeckme paboTel B cepBepHon (0becTounBaHmne, nepesarpyska obopynosaHuns)?

Nepepn obpalieHneM B Texnonnepxxky

1. CobepuTe pe3ynbTaThl NPOBEPKN: M0 KaXKAOMY NMYHKTY 3anuLINTe, 4TO NPOBEPEHO U KaKow
pe3ynbTaT ([da/HeT, 3Ha4YeHne MeTpPUKN, TEKCT OLnNBKN).
2. CobepuTe noru:
o NIOrN NPUNOXEHNS 33 Nepnog BO3HUKHOBEHMSA Npobsiembl;
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o norwu IIS (BCce hannbl 3a nepunon) oNsd canTa NPUIOIKEHNS;
o norun MsSQL (MsSQL-XX-main.log n gpyrue 3a nepuog) c cepsepa b/J.

3. KoHurypaumoHHble annbl:

o (hann KoHGurypauun b[;
o (hanl KOHUrypaLnmn NPUIoKEHUs.

4. CucteMHble XypHanol (Event Viewer) ¢ obonx cepsepos (Windows: MpunoxxeHne n Cuctema;
Linux: syslog, journalctl) 3a nepnog npobnemsbl. AwmnTte KpuTnYeckme ownbKn n
npenynpeXxaeHus.

5. MoAroToBbTE TOYHOE OMUCAHME:

o YT0 MMeHHO He paboTaeT? (KoHKpeTHas yHKLMOHaNbHOCTb, OWnbKa B MHTepgence,
NnofHas HeQoOCTYMHOCTb).

o Korpa Havanacb npobnema?

o Kak Bocnpou3secTu npobnemy? (Yetkne warn).

o KaKoBbl pe3y/ibTaTbl MPOBEPKM MO 3TOMY HeK-TUCTY (0cobeHHo rae 6binm npobnemsl)?

Ba)>xHoe HanOMUHaHUe ANA KJIMeHTa
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